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LOI NHA XUAT BAN

Internet dang ngay cang phat trién véi toc do
nhu vii bdo tai Viet Nam. Dén nay, s6 ngudi st dung
Internet ctia nu6c ta gin bing 33% s6 dan, mot mic
kha cao ¢ khu vuc Pong Nam A va chau A. Nho
Internet, moi ngudi c6 thé mé rong quan hé dén céc
ban be trén thé& gidi, trong d6 Chat 12 mot hinh thiic
giao luu k&t ban that tha vi néu nhu né dugc st dung
ding muc dich. Xét vé mét tich cuc, Internet gitp ich
rdt nhiéu cho moi ngudi trong cudc séng véi nhiing
tién ich ma né mang lai: théong tin cac mat, hoc tap
online, trau doi trinh d¢ tin hoc, ngoai ngi, xem phim,
tro choi truc tuyén, ing xt giao tiép, bay té y kién,
hoc héi kinh nghiém.. Kién thic trén mang that da
dang, rong 16n. Internet 14 don bay gitdp phat huy stc
manh cong déng, trong d6 c6 stic manh cha nhiing
nguoi tré, gop sic xay dung va phat trién khoa hoc,
cong nghé, phat trién kinh t& tri thiec.

Tuy nhién, Internet v6i nhing 1oi hai khé luong
c6 thé vi nhu con dao hai ludi déi véi ngudi st dung,
tham chi v6i cd xa hoi, nhat la giéi tré. Piéu quan

trong 1a phai tao cho moi nguvi cé “stic dé khang” véi
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nhitng 4n hoa trong céc trang web. Mudn vay, cing
v6i viée tang cuong gido duc, dao dic, nhan cach, ban
linh, huéng din, xay dung muc dich st dung Internet
ding din, cAn trang bi nhiing kién thic cin thiét dé
truy cAp web mot cdch an toan va hiéu qua.

Nhim gép phan dédp ting nhiing yéu cAu néu trén,
Nha xuat ban Chinh tri quéc gia - Su that phoi hop
v6i Nha xudt ban Giao thong van tdi xudt ban cudn
séch: St dung Internet an toan va hiéu qua trong
khudén khé Dé 4n trang bi sich cho co s xa, phuong,
thi trdn ndm 2012.

Xin gi6i thiéu cuén sdch véi ban doc.

Thdng 6 nam 2012
NHA XUAT BAN CHINH TRI QUOC GIA - SU THAT
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LOI NOI PAU

Internet dang ngay cang phéat trién do kha ning
truyén tdi thong tin nhanh nhay, hiéu qua va da tré
thanh mét phuong tién khong thé thiéu dugc cho su
phét trién cha xa hoi. Internet da di vao cudc song
nhu mét nhu cau tat yéu.

V6i di moi thanh phan va lda tudi tham gia,
Internet ciing c6 mit trai clia né: nhiéu trang web c6
ndi dung khong lanh manh; nhiing ké lira dao luén
rinh mo dé &n trom nhitng thong tin c4 nhan véi y do
x4u; khi stt dung thu dién ti ludn bi cdc thu rac (spam)
tdn cong gay nén nhiing bic bdi cho nhiéu ngudi st
dung; nhiing virus may tinh c6 thé xAm nhap lam té
liét cdc mdy tinh c4 nhan va cd cdc hé théng mang
tai cdc cong s 1a nhiitng nguy hai khong thé ludng
trude duge.

Trude tinh hinh d6, doi héi nguoi st dung may
tinh truy cdp vao Internet can dugc trang bi nhiing
kién thiic cAn thiét dé truy cap web mot cach an toan
va hiéu qud, bao vé di liéu trén mdy tinh cia minh,
bdo vé duge thong tin cd nhan. Nhiing gia dinh c6 tré

em truy cap Internet can c6 nhitng am hiéu can thiét
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dé khi st dung Internet, tranh dugc nhitng hau qua
nghiém trong do mat trai cia Internet mang lai.

No6i dung ctia cudén sich duge chia thanh 4 phan
va 11 chuong. Phan I: “Inernet va nhiing chudn bi
can thiét trudc khi cai dat k&t ndi Internet”. Phan II:
“Nhiing nguy co tiém &n va cach phong chéng”, Phan III:
“Bao mat khi truy cdp Internet va st dung thu dién
ti”; Phan IV: “Stt dung Internet an toan cho tré em”.

boi tugng phuc vu clia cudn sach nay la tat ca
nhitng ai ¢6 nhu ciu truy cidp Internet mot cach an
toan, ké cd nhitng ngudi méi bat dau st dung, c6 nhu
cau bdo vé dit liéu, bdo vé nhitng thong tin cd nhan
khi truy cap Internet, c6 nhu cau quan ly, gitp d& va
dinh huéng tré em st dung Internet ding muc dich va
hiéu qua dé tranh dugc nhitng hiém hoa do mit trai
cta Internet mang lai.

Xin chan thanh cdm on Nha xuit ban Chinh tri
quoc gia va Nha xuit bdn Giao thong van tai da bién
tap va xuit ban cuén sach nay. Cdm on cdc ban doc
gin xa da déng gép y kién dé cudn siach ngay cang
hoan thién hon.

Ha Noi, thdang 5 nam 2012
KS. Hoang Hong
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Phan |

Internet va nhiing chuan bi
can thiét trudc khi cai dat
két ndi Internet
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Chuong 1

INTERNET VA POI TUGNG PHUC VU
CUA CUON SACH

1. Péi tuong phuc vu ctia cudn sach nay

a. Gidi thiéu chung

Internet 12 mot cong cu truyén tdi thong tin
nhanh nhay va hiéu qua nhat. N6 da tré thanh
mot phuong tién khong thé thiéu dugc trong cudc
séng clia con ngudi, trén thé giéi néi chung va &
Viét Nam néi riéng. Internet da di vao cudc song
khong chi ¢ thanh thi ma da ph4t trién manh &
noéng thon, khong nhiing trong nha trudéng ma
con dugc trién khai rong rii ¢ cdc diém truy cap
cong cong. Internet khong chi cung cap cac kién
thic rong 16n vé khoa hoc, kj thuat ma con dap
Uing cac nhu cau gidi tri, thong tin vin héa, xa
hoi; 14 mot nhip cau giao luu tinh cdm cta con
nguoi trén toan thé gidi.

Vi 1a mot moi truong mé, v6i d4 moi thanh
phan, tang 16p tham gia, Internet ciing c6 mat
trai cia né. Khong it trang web c¢6 ndi dung
khong lanh manh. Nhiing ké tin téc luén rinh
mo dé an trom nhiing thong tin ca4 nhan véi muc
dich xau. Nhiing virus may tinh c6 thé xaAm nhap
lam té liét cdc mdy tinh c4 nhan va ca cac hé
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thong mang tai cdc cong sé la nhitng nguy hai
khong thé ludng truge dugec...

Trudc tinh hinh d6, doi héi nguoi st dung
may tinh truy cap vao Internet can dugc trang
bi nhitng kién thic can thiét dé bdo vé di liéu
trén may tinh cia minh, bao vé duge thong tin ca
nhan, truy ciAp web, st dung thu dién t& mot cach
an toan va hiéu qué. Pic biét, can c6 nhiing cach
thic can thiét dé bao vé con em trong gia dinh
khi st dung Internet, tranh dugc nhing hau qua
nghiém trong do méit trai ciaa Internet mang lai.

b. Péi tuong phuc vu ctia cudn sdch nay

Cuén sach nay khong di sau phan tich vé
mait cong nghé cling nhu ban chat cha cic van dé,
khong la tai liéu huéng dan st dung Internet ciing
nhu cach cai dat cac ing dung cua thu dién tu.

V6i y tuéng bdo mat di liéu cdc thong tin
trén may tinh c4 nhan néi chung va may tinh
trong gia dinh néi riéng, cuén sdch nay hudng
dan nguoi st dung Internet cdc thao tdc can thiét
dé st dung Internet mot cach an toan, tranh dugc
nhiimg hiu qua do mét trai cia Internet mang
lai. V6i c6 gdng ¢ mic d§ don gidn nhat c6 thé,
cuén sach nay khong huéng dan cic bién phép
bao mat qué phiic tap doi héi phai cé trinh d¢ vé
cong nghé ¢ mot mic nao d6 va cing khong di
sdu vao viéc st dung Internet vao cdc muc dich
thuong mai dién ti nhu mot sé nudce tién tién vé
cong nghé thong tin khac.
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Cudén sach nay la d6i tugng phuc vu cho
tdt cd nhiing ai dang st dung mdy tinh ké&t noi
Internet, k& cd nhitng ngudi méi bat dau s dung,
c6 nhu cau bao vé dit lidu, bdo vé nhitng thong tin
c4a nhan khi truy cap Internet. Pac biét 1a cac gia
dinh c6 tré em st dung Internet v6i nhu cau hoc
tap va tim hiéu cdc kién thic vé khoa hoc, vin
héa va xa hoi can biét dugc nhitng bién phap dé
viéc truy cap Internet dugc an toan.

2. Gi6i thiéu chung vé Internet

a. Internet la gi?

Internet, ciing dugc biét véi tén goi 1a Net,
la mang may tinh 16n nhat thé giéi, hay noéi
chinh xdc hon, 14 mang cda cdac mang, tic la bao
gom nhiéu mang may tinh dugc néi lai v6i nhau.
Internet bao gdbm nhiéu may chi, cho phép bat
ky mot may tinh nao trong mang c6 thé két noi
v6i bat ky mdy tinh nao khéc dé trao doi thong
tin v6i nhau. Khi da ké&t néi vao Internet, may
tinh ctia ban 12 mot trong sé hang chuc triéu
thanh vién clia mang khong 16 nay.

Khong ai biét Internet c6 bao nhiéu thanh
vién, cdc con s6 chi 12 u6c dodan. Thuc chat
Internet khong thudc quyén quén ly cha bat ky
ai. N6 khong c6 giam doc, khong c6 ban quan tri.
Ban c6 thé tham gia hodc khong tham gia vao
Internet, d6 1a quyén ctia mdi thanh vién. Méi
mang thanh phan s& c6 mot gidm doc hay chu
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tich, modt co quan chinh pht hodc mot hang diéu
hanh, nhung khéng ¢6 mot té chiic nao chiu trach
nhiém vé toan bod Internet.

Ching dugc két noi theo mot giao thic dac
biét goi la TCP/IP (Transmission Control Protocol)
thong qua cac hé thong kénh truyén thong.

b. Mot s6 khdi niem co bdan

(1) Client va Server

Cho du & khodng cach xa hay gin, mang may
tinh ké&t noi cdc may tinh lai va cho phép ching
chia sé dit lieu. Nhung viéc két noi va chia sé dir
liéu khong xay ra mot cach tu dong. Cac nha lap
trinh da tao ra hai loai chuong trinh may tinh,
dé 1a Server (cha) va Client (khach).

Server: La chuong trinh cung cdp thong tin
trén mot mang may tinh. Ching dugc thiét k& dé
nhiéu may tinh cé thé truy xuat: doc, tai dir lidu...
mot cach dong thoi.

Client: La chuong trinh chay trén may cua
nguoi st dung. Mot chuong trinh Client dugc
thiét k& dé lam viéc v6i mot dang Server nao dé.

Vé co ban, Internet Explorer 12 mot bo rat
nhiéu cdc chuong trinh Client, ma mdi phan
mém trong dé dugc thiét k& dé truy cap mot loai
Server nao d6 c6 mat trén Internet.

(2) Giao thiuc TCP/IP

Giao thic TCP/IP (Transmission Control
Protocol) 12 mot giao thic chudn trén Internet,
cho phép truyén dit liéu tir mdy tinh nay dén
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may tinh khac trén mang. Nho giao thic nay
ma cdc mday chu (Server) trén Internet dugc két
ndi véi nhau.

(3) Pia chi IP

D€ cac may tinh c6 thé lién lac véi nhau thi
mdi may phdi c6 mot dia chi rieng biét, goi la
dia chi IP (Internet Protocol). Pia chi IP duoc
chia thanh 4 nhém. C4c nhém c4ch nhau béi dau
cham (.). Mdi nhém gém 3 chit s§ c6 gid tri tir 0
dén 255 va c6 dang yyy.yyy.yyy.yyy, trong dé,
yyy nhan gia tri tir 0 - 255 va khong nhat thiét
phai du ba chit s6.

Vi du: 221.16.0.2

c. Cdc dich vu trén Internet

(1) WWW (World Wide Web) goi tat 1a trang
web

Pay la trang thong tin lién két gdm vén ban,
am thanh, hinh anh... Dich vu nay cho phép lién
két tir trang web nay dén trang web khac.

(2) Email (thu dién tw)

Dich vu thu dién td cho phép nhan va gui
thu tif may nay dén may khac mot cach nhanh
chéng. Thong tin dugc gti di bao gom: van ban,
anh, hinh vé, 4&m nhac...

(8) FTP (File Transfer Protocol)

Phuong thiic truyén tép dit liéu. Dich vu nay
cho phép truyén cac tép dir lidu ti may tinh nay
dén may tinh khac.
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(4) Chat

La hinh thic hoi thoai truc tiép trén Internet,
dich vu nay cho phép hai hay nhiéu ngudi cé thé
cung trao ddi thong tin truc tuyén bao gdom ca
hinh anh va 4m nhac.

(5) Telnet

Dich vu nay cho phép truy cap dén hé thong
may tinh khac trén mang.

(6) Gopher

La cong cu cho phép duyét cac co s6 di liéu va
truyén céc tép dit liéu thong qua céc site tim kiém.

(7) Newsgroup

Cho phép nhém nguvi c6 thé trao doi véi
nhau vé linh vuc nao dé, chang han: kinh t&, y
té&, gido duc...

d. Mot s6 thudt ngi

(1) Mdy chu web

Mot chuong trinh chd cdc yéu ciu tir trinh
duyét vé mot trang web cu thé (hay mot may tinh
c6 chay chuong trinh nay). Mdy cha gui lai noi
dung trang dé va lai cho cho cac yéu cau khac.

(2) Website

Mot tap hgp cac trang web (webpage). Mot
website c6 mot dia chi Internet xac dinh.

Vi du: www.sdcvietnam.com

(3) Webpage

Mot trang web 1a mot phan ctia website dugc
k&t noi tir trang chi hoic tit mdt trang web khac.
Webpage phan anh mot noéi dung nao dé va cé
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chiéu dai c6 thé ngin hon hodc dai hon mot
trang man hinh. Thong thuong, mot webpage dai
khoang hai trang man hinh.

(4) Homepage

La trang cha hay thuong goi la trang chinh
déng vai tro gi6i thiéu vé trang web va lién két t6i
cac trang. Trang nay sé lién két t6i cac webpage
trong cung website hodc cdc website khac. Khi
truy cap vao website thi da s cac truong hop,
trang chd sé dugc mé dau tién.

(5) DPia chi website hay URL (Uniform
Resource Locator)

Website hay URL: 1a tap hop cac trang web.
Mot website hay mot dich vu trén web c¢6 mot
dia chi duy nhat trén Internet dung d€ dinh r5 vi
tri ctia n6. Hau hét cdc website chia hang chuc,
hang tram, hay hang ngan trang web.

e. M6t s6 phdn mdé réng cia cdc trang web
théong dung

.com: T6 chic thuong mai, doanh nghiép
.gov: Céc t6 chiic chinh phu

.edu: Céc t6 chic gido duc

.int: Céc t6 chic quoc t&

.mil: Céc t6 chtic quan su

.net: Lién quan dén mang

.org: Cac co quan nha nudc

f. Cdc ky hiéu tén mién ciia mot sé nudc trén
thé gici

vn: Viét Nam
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au: Uc

at: Ao

be: Bi

ca: Canada

fi: Phan Lan

fr: Phap

de: Cong hoa Lién bang Bic
il: Israel

it: Italia

jp: Nhat Ban

3. Mot s6 diéu can luu y khi s& dung
cudn sach nay

a. Cdc phdn mém sit dung

Cudn sach nay huéng dan st dung céic bién
phap bdo mat trén may tinh cai dit hé diéu hanh
Windows XP 1a hé diéu hanh dang dugc cai dat
thong dung nhat hién nay ¢ Viét Nam ciing nhu
trén thé gi6i. Cu thé, cac huéng dan cai dit 1ay
hé diéu hanh Windows XP Professional 1am co s&
dé huéng dan s dung. Trong mot s6 thao tdc cé
su khac nhau & hé diéu hanh Windows XP Home
Editor, ching tbi s& c6 huéng dan cu thé. Véi cac
hé diéu hanh khéc, mot s6 thao tac c6 thé khong
hoan toan giong véi nhiing gi ching téi huéng
dan. Mong c4c ban thong cam.

Trong cuén sach nay st dung Internet
Explorer (IE), 1a trinh duyét thong dung nhAat
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dang duogc st dung lam co sé dé huéng dan trong
thao tdc, cu thé 1a trén Internet Explorer 6.0.
Hién nay mdi xuat hién Internet Explorer 7.0 v6i
nhiéu uvu diém vé bdo mat va chi chay trén hé
diéu hanh Windows XP tir Service Pack 2 trg vé
sau va hé diéu hanh Windows phai c6 ban quyén.
Tuy nhién, vé badng chon va cac cdch thic tao
mot sd tinh ning vé bdo mat khong khic nhiéu
do6i véi Internet Explorer 6.0. Trong mot thao tac
néu c6 su khic nhau giita hai trinh duyét nay,
chiing t6i s& huéng dan cu thé. Ngoai ra ching
toi con gi6i thiéu céc thao tac can thiét dé thiét
lap ché& d0 bao mat khi truy cap Internet & cac
trinh duyét khac la Firefox va Opera.

Trinh duyét gii va nhan thu dién td lam vi
du huéng dan trong cuén siach nay la Outlook
Express 6.0 va Microsoft Outlook 2003. Cac phién
ban truée, nhu Outlook Express XP, Outlook
Express 2000 va Microsoft Outlook XP..., ¢6 thé
hoi khéac vé giao dién va thao tdc khi cai dat céc
tham s6. Mong céc ban thong cam.

b. Mét s6 diéu luu y trong bang chon Start va
hop thoai Control Panel ciia Windows XP

Vi hop thoai Control Panel dung dé thiét lap
cac tham s6 cho hé thong nén trong cudn sich
nay c6 nhiéu thao tdc § hop thoai nay. Tuy theo
cach hién thi trong bdng chon Start cia Windows

ma c6 hai cach dé vao hop thoai Control Panel.
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Trong huéng dan cdc chuong sau, khi c6 thao téc:
Nhan chudt vao nat Start... cdc ban nén cha y
dén noi dung ctia muc nay.

Khi nhan chuot vao nat Start, bang chon
Start xudt hién va c6 hai dang nhu sau:

@ Set Program Access and Defaults Hoang Hong
\‘EA‘/ Windows Catalog
& Internet ) My Documents
% Windows Update g Internet Explorer =
o) E-mail ) L.b My Recent Documents »
@ Bkava006 23] microsoft Office Outiook & My Pictures
- : » )
W migosoft office word 2003 | 7/ My Music
m Programs , m liToso ice Word {
[ 3! My Computer
(= U Solitaire .
| (4 Documents » \,; My Network Places
r— N Minefield
g D) Settings ’ 9 QComml Panel
=y =1 Migosoft Office PawerPoint
é r) Search N d 003 gzt':'ma‘sgramAu:Essand
- 15 Files and Settings Transfer | | " Printers and Faxes
g Q Help and Support ?g Wizard =
9(- 3 Run Q On-5aeen Keyboard 0) et
; ,) Search
.§ J Log Off Hoang Hong... All Programs |> {7 Run..
; @ Turn Off Computer... Lug off TurnorrCnmpuw
Dang 1 Dang 2
bé vao hop thoai Control Panel, bé vao hop thoai Control Panel,
dua con trd dén muc Settings. chi viéc nhan chudt I&én biéu tugng

Khi nay midt bang chon phu xuét hign. I
Chon muc Control Panel. B’ Sl

Trong cac huéng dan & cac chuong sau, ching
t6i luon huéng dan theo cach & Dang I do nhiéu
may tinh hién nay dang si dung cdc phién ban
Windows 9.x.

Dé thay d6i cach hién thi tit Dang 1 sang
Dang 2, tién hanh nhu sau:

Nhan chudt vao nut Start cia Windows. Khi

nay bang chon Start xudt hién. Pua con tré dén

20

https://tieulun.hopto.org



muc Settings. Mot bang chon phu xuit hién nhu

hinh sau:

[ Control Panel

@_, Network Connections
2y Frinters and Faxes
a Taskbar and Start Menu

Chon muc a Taskbar and Start Menu - K nay h6p
thoai Taskbar and Start Menu Properties xuit
hién. Nhan chudt vao khung Start Menu. Khi nay
hop thoai c6 dang nhu hinh sau:

@ Start Menu l

Taskbar and Start Menu Properties @

O Start menu

Select this menu style for easy access to the
Internet, e-mail, and your favorite programs.

Customize.

(% Classic Start menu
Select this option to use the menu style from
earlier versions of Windows.
L 0K J [ Cancel ] [ Apply ]

e Nhan chuot vao niat Classic Start menu.

e Nhan chuot vao nat| Apply |
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Dé chuyén tir Dang 2 sang Dang 1, tién hanh
nhu sau:
Nhan chudt vao nit Start cia Windows, chon

B’ Control Panel, Khi nay hop thoai Control Panel

A

Taskbar and
Chon biéu tugng StertMenu  Khi nay hop thoai

xudt hién.

Taskbar and Start Menu Properties xudt hién va
tién hanh thao tdc nhu trén.

R~ Xin cdc ban luu y: Hop thoai Control
Panel ciing c¢6 hai dang hién thi va ching toi sé
giGi thiéu ¢ dudi day.

> Dang 1: Dang truyén thong, tuong tGng
Windows 9.x nhu hinh sau:

TR ERLERY

hddress D’Control?anel

u/ Control Panel A

Accessibility Add Hardware — Addor  Administrative  Automatic Date and Display
D Switch to Category View Options Remov... Tools Updates Time
A A @ 5 @
v Z e P e @D
See Also J }J
Folder Fonts Game Internet Keyboard Mail Mouse
& Windows Update Options Controllers ~ Options
9 Help and Support % @ { ‘k} Y O
Network Network Fhoneand  Power Options Frinters and  Regionaland  Scanners and
Connections  Setup Wizard ~ Modem ... Faxes Language ...  Cameras
2 0 9 g ¥ d 8
Stheduled ~ Searity  Soundsand  Speech System  Taskbarand User Accounts
Tasks Center  Audio Devices Start Menu
& <
Windows Wireless
Firewall  Network 5...
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> Dang 2: Theo ch& do dic trung

Pick a category
r'& Appearance and Themes g Printers and Other Hardware
(D N>

See Also

& Windows Update A 2 i
@) Hepand support f‘ Network and Internet Connections oA User Accounts

Add or Remove Programs Date, Time, Language, and Regional
Options

- f :}) Sounds, Speech, and Audio Devices Accessibility Options

v

- “
' Performance and Maintenance \y‘ Security Center

D& vao mét chic ndng nao d6, ban nhan

chuét vao muc cidn thi€t. Vi du: Cai thém
hodc ngdt mot chuong trinh, nhan chuét vao

?@ Add or Remove Programs
nit

Dé chuyén ché& do hién thi ti Dang 2 sang
Dgng 1, nhén chudt vao nat [J» Switch to Classic View
Khi nay hép thoai Control Panel tré vé
Dang 1 va nat [ Switchto Classic View  trg thanh
[ Switch to Category View dé khi can thiét thi nhan
chudt vao nit nay dé chuyén sang Dang 2.

Trong cdc huéng dan cai dit & cac chuong
sau, ching t6i huéng dan bang chon Start &
Dang 1 va hop thoai Control Panel ciing & Dang 1. Vi
nhiéu thao tdc lién quan dén st dung hop thoai
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nén ching t6i khong gidi thiéu cd hai cdch d€ mé
hop thoai. Nhin chung, ban nén thiét 1ap giao
dién ctia hé thong theo Dang 1 & trén dé tién thiét
lap cac thong s6 can thiét. Xin cdc ban luu y.
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Chuong I1

CHUAN BI TRUGC KHI CAI PAT KET NOI
INTERNET

1. Gidi thiéu chung

Internet cung c4dp nhiéu kién thic bé ich cho
ngudi st dung nhung dong thoi ciing 14 ngudn
phét tan virus, trojan, spyware... Do nhiéu nguyén
nhan, hé thong m4y tinh cia ban sé 1a ddi tugng
dé ching tan cong. DE bdo vé may tinh trude
nhitng hau qua c6 thé xdy ra khi cai dit hé thong
két noi véi Internet, nén chudn bi nhitng van dé
can thiét dé phong chdng su xdm nhép cda virus,
trojan, spyware... mot cach t6i da. Trong trudng
hop su ¢6 c6 thé xdy ra nhu may bi nhiém virus,
héng di liéu, tham chi c6 thé khong khéi dong
lai dugc hé thong thi di c6 nhitng dia CD-ROM
can thiét dé khic phuc hau qua.

2. Cac buéce chuin bi truée khi cai dit
két noi Internet

a. Tao dia khdi dong CD-ROM

Nén tao dia khdéi dong CD-ROM trude khi
truy cip Internet. B4i vi khi truy cdp Internet,
rat c6 thé sé bi virus xAm nhap tif mang vao
méay tinh va lam héng hé diéu hanh Windows.
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Dé c6 thé 18y duoc dit liéu va xi 1y kip thoi, ban
can phai khéi dong Windows tir dia CD-ROM.
Trong truong hop nay, hé thong ctiia ban phai c6
§ ghi CD.

b. Chudn bi cdc dia CD c6 chita cdc chuong
trinh chéng virus

Chuén bi cdc dia c6 chia phién badn méi nhat
cua chuong trinh diét virus ma ban yéu thich.
Néu van mudn giif tinh don gidn thi st dung cac
chuong trinh diét virus trong nudc ciing dem lai
hiéu qué cao 1a D32 va BKAV, nhitng phan mém
diét virus hang dau nhu Norton hay MacAfee thi
rat tot nhung gia thanh cao (néu mua cé6 ban
quyén) va dung lugng 16n, viéc cai dat cling doi
héi mot chat kién tri va kién thic. Nén dua them
c4ac cong cu diét phan mém gian diép (spyware)
nhu Spybot, va adware. Ban cling nén dua nhiing
ban cap nhat cdc trinh diéu khién (driver) méi
nh&t cho card d6 hoa, 4&m thanh.

c. Loai b6 phdn mém khéng si dung

Can don sach s& may tinh. Nén g bé cac
phan mém dung tht hay nhitng phan mém kem
thém ma khong c6 y dinh si dung vi nhing
phan mém nay déu doi héi ban phai kich hoat
ho#c ding ky qua két noi Internet. Trong mot s6
truong hgp thi ching tu dong truy cap Internet
ma khong héi ngudi st dung. Do d6, may tinh
ciing rat dé bi lay nhiém virus. D& loai bé nhiing
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chuong trinh khong st dung ra khéi hé théng,
vao Control Panel, chon biéu tugng:

Add or
Remove
Programs

Khi nay hop thoai xuit hién nhu hinh sau:

# Add or Remove Programs IEE

?@g‘ Currently installed programs: [~ Show updates Sort by: | Name v
Ch =
ﬁ:pn%igl Z& Adobe Acrobat 5.0 Si ME e
Progiams Click here for support information. Used 1arely
% Last Used On 02/09/2006
To change this program or remove it from your computer, click - -
Add New Change or Remave. bt | | liEmse
Programs
§5) Adobe Flash Player 9 ActiveX
™ {8 Apad
-
Add/Remove §5) Bach Khoa Antivius 2006 Ske  43MB
Windows o X
Components ® English Vietnam Translater 3.0 Siee  4.47MB
(2 Ewisolft First Page 2006 Sie  5206MB
w §5) hp Laserdet 1000 Sie  459MB
Set Program . X . .
Access and r_'} Microsoft Office Professional Edition 2003 Size  BG7.00MB j
Defaults L

Chon chuong trinh cdn g& bé khéi hé thong
va nhan nt [ Remove |,

d. Cai dgt chuong trinh chéng virus

Hé thong can dugc cai dit ciac chuong trinh
chong virus phién ban méi nhat va dugc thiét 1ap
¢ ché& do tu dong phong. C4c chuong trinh nay
sé phat hién va ngin chin kip thoi virus c6 thé
bi nhiém tit mang Internet. Nhin chung ban nén
thuc hién phuong cham: “Phong hon chéng”.
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e. Cai dat chuong trinh tuong lia

Trong Windows XP Service Pack 2 da tich
hop sdn mo6t phan mém tudng lta mién phi
khd tot 1la Windows Firewall. Néu mudén cé
thém nhiéu tinh niang hon chi can chay cdc
phdn mém khdc nhu ZoneAlarm hodc SyGate.
Phan mém tudng lia cling nén duge dé sdn vao
b6 dia CD-ROM duogc tao ra trong budée 1. Hay
tién hanh cai d4t phdn mém tudng lia dé bio
vé hé thong clia ban.

f. Cai ddt mdy in va cdc thiét bi ngoai vi khdc

Truéec khi ban két néi vao Internet hay
cai dit cédc thi€t bi ngoai vi vao trong mdy
tinh, bdi vi sau khi két noi Internet mdi tién
hanh cai dit cdc thiét bi ngoai vi thi ching sé
tu dong két noi vao trang cdp nhat Windows.
Ching sé& tu dong tim kiém céc thiét bi va dua
ra nhiing dé nghi vé nang cdp cdc trinh diéu
khién méi. Pay 1a tinh ndng rat tot va hiu
dung ctia Windows, nhung rit cé thé dé sé la
mot di€m y&u ma hacker c6 thé 1gi dung dé
xAm nhap vao may tinh.

g. Tao tai khodn giéi han va mdt khdu

Tai khodn qudn tri cho phép quan ly
truy cdp vao toan bo hé théng. Hacker c¢6

thé 14y cdp théng tin vé hé théng, cdc virus,
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sdu, trojan, spyware... c6 thé tu dong cai dit
va ldy nhiém vao hé théng khi si dung tai
khodn qudn tri va vi vdy, mat khdu cia tai
khoan quédn tri phai c¢6 da tinh phuc tap va
khé doan.

Hau hét cdc mat khdu déu c6 thé dé dang
bi “bé khod” bdi cdc hacker c6 trinh d6. P&
phuc vu cho hoat déng hing ngay, ban c¢6
thé khéng can si dung tai khodn quan tri.
Thay vao dé, si dung tai khodn bi gidi han
va c¢6 mat khdu dé bdo vé (mat kh4du nay
phdi khdc véi mat khdu cia ngudi qudn tri
va cling phdi manh, khéong dé dodn). Chinh
nho tai khodn bi gidi han nay ma mdy tinh
ciia ban sé chéng lai dugc su 14y nhiém hodc
cai dit td cdc phdn mém nguy hié€m do su
gi6i han vé quyén truy cép.

h. Tdt nhiing dich vu Windows khong can thiét

Microsoft da cd gdng tdt mét s6 dich vu
khéng can thiét trong bdn Service Pack 2,
nhung vdn con mot s6 dich vu khéng cdn
thiét vdn hoat dong mic dinh trén cdc mdy
tinh. Khi cdn biét c6 bao nhiéu dich vu dang
st dung, nhdn t6 hop phim Ctrl+Alt+Del
va nhdn vao khung Processes. Khi nay hop
thoai Windows Task Manager xudt hién nhu

hinh sau:
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B windows Task Manager HEE
File Options View ShutDown Help
Applications Frocesses I Performance ] MNetworking ]
Image Name User Name CPU | Mem Usage -~
task mar.exe hong hoang 02 4816 K
WINWORD.BEXE hong hoang [al] 25688 K
WaaTray.exe hong hoang 00 180 K
BEXPLORER.BXE hong hoang 01 7.3249K
IEXPLORE.BXE hong hoang 00 3908 K
Ymsar_tray.exe hong hoang [ul] 200K
SVMCHOST.EXE SYSTEM Jui] 60 K
ALG.BXE LOCAL SERMVICE 00 76K
zstatus.exe hong hoang [al] 165 K
WDFMGR.EXE LOCAL SERVICE 00 oK |
POWERPNT.EXE hong hoang 00 1,200 K
MDM.BXE SYSTEM 00 MK
wuauclt.exe hong hoang [ul] S K
SPOOLSV.EXE SYSTEM 00 588 K
SVMCHOST.EXE LOCAL SERMVICE 00 625 K
SVCHOST.EXE NETWORK SERML... 00 650 K
SWCHOST.BXE SYSTEM 00 3909 K
SMCHOST.EXE NETWORK SERVL... 00 1,190 K
SVCHOST.BXE SYSTEM 00 3BOK ‘ﬂ
I Show processes from all users End Frocess
Processes: 34 CPU Usage: 6% Commit Charge: 261572K /7 40231 ~

Hau hét cac dng dung, dich vu va cdc tién
trinh... hoat dong & ché& do nén déu sé hién thi.
Van dé ¢ day chinh 1a hau hét nhiing cudc tdn
cong tir bén ngoai déu st dung va khai thac 16
héng tir cac dich vu nay. Hay tat cac dich vu
khong can thiét dé tiét kiém tai nguyén hé thong
va phong chdng céc cudc tdn cong ti xa.

i. Thiét lap moét diém phuc héi

Thuc hién moét diém phuc hodi bing tién ich
System Restore 1a mot bude thuc su quan trong
béi lic nay hé théng clia ban truéc khi cai dat két
ndi v6i Internet con rat “sach s&”. Néu sau nay
hé thong bi nhiém virus, worm, spyware, trojan...
hay bi cac 16i hé thong khéc thi diém phuc hoi
nay dung l1a rat quan trong cho may tinh cta ban.
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@) Accessibilty »
M) Communications »
(@) Entertainment

f" System Tools L‘ Backup

(@) Ahead Nero

P Addiess Book 3 Character Map
@ Ga.mes ' & Caleulator ‘i Disk Cleanup
Ij WinRAR ' Command Prompt " Disk Defragmenter
@ Intemet Explorer ' Notepad 4  Files and Settings Transfer Wizard
(%) Outlook Express Paint () Scheduled Tasks

) Microsoft Dffice

v

’ ©) Program Compatibility Wizard @ Security Center
@ Synchronize 3’ System Information
&) TourWindows XP
1L Windows Explorer
A wordPad
T Yahoo! Address Book
YYahoo! Calendar
% Yahoo! Photos

Dé tao mot diém phuc hoi (Restore Point),
thuc hién nhu sau:

- Vao bang chon Start, dua con tré6 dén muc
Program. Bang chon Program xuit hién.

- Chon muc Accessories.

- Chon System Tools.

- Chon System Restore nhu hinh trén.

Khi nay hop thoai System Restore xuat hién.
Chon muc | reate arestore point’, nhan nat .

Trong khung Restore point description nhép

tén diém phuc héi nhu hinh sau:

% System Restore

Create a Restore Point

Your computer automatically Teates restore points at reqularly scheduled times or before certain programs
are installed. However, you can use System Restore to Greate your own restore points at times other than
those scheduled by your computer.

Type a desaription for your restore point in the following text box. Ensure that you choose a description that
is easy to identify in Gase you need to restore your computer later.

Restore point description:

hh1
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- Nhan nat . Hé thong sé thong bdo
tén diém phuc héi cung véi thoi gian tao 14p c6
dang nhu hinh sau:

¥ System Restore

Restore Point Created

New restore point:

Tuesday, December 26, 2006
07:20 hhi

- Nhan nut
két thic viéc cai dit.

Khi can khéi phuc lai hé thong tit mot diém
phuc hoi, tién hanh nhu sau:

dé dong hop thoai va

Vao bang chon Start, dua con tré6 dén muc
Program. Bang chon Program xuit hién. Chon
muc Accessories, chon System Tools, chon System
Restore. Khi nay hop thoai System Restore xuit

hién nhu hinh sau:
? System Restore

Welcome to System Restore

You can use System Restore to undo harmful danges to
your computer and restore its settings and performance.
System Restore returns your computer to an earlier time
(called a restore point) without causing you to lose recen
work, such as saved doouments, e-mail, or history and (¥ Restore my computer tnan earlier time:
favorites lists,

To begin, select the task that you want to petform:

(" Create arestore paint
Any changes that System Restore makes to your compute
are completely reversible,

Nhan chudt vao nit Restore my computer to
an ealier time, hé thong sé dugc phuc hoi tir diém
phuc héi da duge lua chon.
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Phan |l

Nhiing nguy co tiém an
va cach phong chang
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Chuong II1

VIRUS, WORM, TROJAN
VA CACH PHONG CHONG

1. Virus va cach lay lan cua virus

a. Virus la gi?

Virus may tinh 1a moét chuong trinh c¢6 kha
ning tu sao chép chinh né tir d6i tuong 14y nhiém
nay sang do6i tuong khac. D6i tugng cho virus
hoat dong c6 thé la cac tép chuong trinh, vin
ban, hé thong may tinh, céc loai dia.... Virus c6
nhiéu céch lay lan va tat nhién ciing c6 nhiéu
cach pha hoai. Cach thdc hoat dong cta chiang
rat da dang va phic tap. T4c hai cla ching ciing
rat khdc nhau, tir 1am hong mot tép dir liéu, dén
lam té liét cad mot hé thong m4y tinh 16n nhu mot
cong ty, ngan hang... Tém lai, virus la mot doan
chuong trinh va doan chuong trinh dé thuong
dung dé phuc vu nhiitng muc dich khong tot.

Virus mday tinh la do con nguoi tao ra, cho
dén ngay nay c6 thé coi da tré thanh mot hiém
hoa d6i véi cdc mdy tinh c4 nhan va ci véi cac
hé thong mang. Nhu d6i v6i mot bénh dich, tat
ca chung ta phdi luén phong chéng, tim ra nhiing
phuong phdp mé6i dé han ché& va tiéu diét chiang.
Ciing nhu mot s6 can bénh ngoai xa hoi, c6 nhiing
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loai virus phai m&t nhiéu thoi gian nghién cdu
méi tieu diét duge. C6 nhiéu truong hgp, nhiing
virus xuadt hién véi do phic tap cao da gay ra
nhiing thiét hai nghiém trong do khong tim dugc
bién phap phong chong ngay sau khi ching hoat
dong. Chinh vi vay, phuong chdm “Phong hon
chong” 1a can thiét. Bién phap ngén ngiia khong
cho virus xaAm nhap vao hé thong may tinh cda
ban la mot yéu t6 quan trong dé c6 thé ngin
chian tac hai cta virus may tinh.

b. Cdch lay lan ctia virus

Virus may tinh c6 thé lay vao may tinh cda
ban qua thu dién ti (email), qua cac tép duogc tai
vé ti Internet hay sao chép dir liéu tir may nay
sang may khéc.

Mbi phidn mém hé thong déu c6 kha ning
chiia cac 16i vé bdo mat. Pay ciing 1a co hoi dé
virus xAm nhap ti xa, cai dit, lay nhiém 1én m4y
tinh ctia ban mot cach A&m tham.

Hién nay, email la phuong tién théng dung
dung dé trao ddi thong tin da tré thanh con dudng
lay nhiém virus phd bién nhat. Tir mot may tinh,
virus thu thap cac dia chi email trong may va
glii email gid mao kém theo cac tép virus dé lira
nguoi nhan thuc thi cac tép nay. Cac email chda
virus déu c¢6 ndi dung hap dan, hodc ching tu
trich dan noi dung ctia modt email trong hop thu
clia nan nhan dé tao ra phan ndi dung cia email
gid mao, diéu d6 gitp cho email gid mao cé vé
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that hon va ngudi nhan dé bi méc lia hon. M4y
tinh nhan dugc cdc email chda virus sé bi nhiém
virus. Véi cach hoan toan tuong tu nhu vay trén
nhitng may nan nhan khéc, virus c¢6 thé nhanh
chéng lay lan trén toan cau theo cdp s6 nhan.

M4y tinh cta ban ciing c¢6 thé bi nhiém virus
khi ban chay mot chuong trinh tai tir Internet vé
hay copy tif mgt mdy tinh bi nhiém virus khac.
Ly do 1a cac chuong trinh nay cé thé da bi 1ay béi
mot virus hodc ban than la mét virus gia dang
nén khi ban chay né cing la lic ban da tu mé
cta cho virus ldy vao may cida minh. Quéa trinh
lay lan cha virus c6 thé dién ra mot ciach “Am
tham” (ban khong nhan ra diéu d6 vi sau khi
thuc hién xong cong viéc lay lan, chuong trinh
bi lay nhiém van chay binh thudng) hay cé thé
dién ra mot cach “cong khai” (virus hién thong
béo tréu dua ban) nhung két qud cudi cing la
may tinh cta ban da bi nhiém virus va cin dén
cdc chuong trinh diét virus d€ tru khi ching.
Néu ban vao céc trang web la, cic trang web nay
c6 thé chita ma 1énh ActiveX hay JAVA applets,
VBScript... 1a nhitng doan méa cai dat adware,
spyware, trojan hay thdm chi 1a ca virus 1én may
cua ban. Vi vay, trong moi tinh huéng ban nén
c4dn than, khong vao nhiing dia chi web la.

Tuy nhién virus ciing dugc phat trién theo
mot trinh tu lich st ti€n héa tir thap dén cao.
Nhitng virus hién nay c6 thé lay vao mdy tinh
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ma ban khong hé hay biét vi ban khong nhan
dugc email virus, khong vao web la hay chay bat
cd tép chuong trinh la nao. Pon gian la vi d6 la
nhitng virus khai théac cédc 16i tiém 4n ctia mot
phan mém dang chay trén may tinh ctia ban
(vi du: 161 tran bo dém) d& xam nhap tu xa, cai
dat va lay nhiém. C4c phan mém (ké cd hé diéu
hanh) luon chita dung nhiing 16i ma khong phai
lic nao ciing c6 thé dé dang phat hién ra. Céc 16i
nay khi duge phat hién c6 thé gay ra nhiing su
c6 khong 16n, nhung ciing ¢6 thé 1a nhiing 16i rat
nghiém trong va khong lau sau dé thuong sé c6
hang loat virus méi ra doi khai thac 16i nay dé
lay lan.

2. Worm va cach lay lan

a. Worm la gi?

Worm - sau Internet 1a loai virus cé sdc lay
lan rong, nhanh va phd bién nhat hién nay.
Worm két hgp ci stic pha hoai ctia virus, su bi
mat cla trojan va hon hét 1a su lay lan ddng so
ma nhiing ké viét virus trang bi cho né - mot ké
pha hoai vé6i vii khi t6i tan. Véi su 1lay lan ddng
sg, ching da lam té liét hang loat cdc hé thong
may chi, 1am ach tic dudng truyén.

b. Cdch lay lan cia worm

Vao thoi diém ban dau, worm dugc dung dé
chi nhitng virus phat tdan bing cich tim cédc dia
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chi trong s6 dia chi (address book) cia may ma
né dang lay nhiém, d6 thuong l1a dia chi ctia ban
be, ngudi than, khich hang... cda chi may. Tiép
dén, n6 tu gui chinh né qua email cho nhiing dia
chi ma né tim th4y, t4t nhién véi dia chi nguovi
gti 1a chinh ban, chd sé hitu cia chiéc may hay
gid danh mot ngudi nao d6. Piéu dé 1y gidi tai
sao chi trong vong vai tiéng dong hé ma Mellisa
va Love Letter lai c6 thé lay lan t6i hang chuc
triéu m4y tinh trén toan cau. C4i tén worm hay
“Sau Internet” cho ta hinh dung ra viéc nhiing
con virus may tinh “bo” tir may tinh nay qua may
tinh khéac trén cac “canh cay” Internet.

Vé6i su lay lan nhanh va rong 16n nhu vay,
worm thuong dugc ké viét ra chung cai thém
nhiéu tinh nang dac biét, chang han nhu ching
c6 thé dinh cung mot ngay gio va dong loat tu
cdc may nan nhan (hang triéu mdy) tan cong vao
mot dia chi nao d6. Ngoai ra, ching con c6 thé
mang theo cdc backdoor tha 1én may nan nhéan
cho phép chu nhan ctaa ching truy nhap vao may
clia nan nhan va c6 thé lam di moi thi nhu ngoi
trén may dé mot cach bat hgp phap. Khdi niém
“Sau Internet” con bao gdm céc virus lay lan qua
mang chia sé ngang hang, cac virus lay lan qua
cac dich vu chatting va dac biét 1a cac virus khai
thac cdc 16 hong phan mém dé lay lan. Cdc phan
mém (nhat 1a hé diéu hanh va cac dich vu trén
d6) ludon chia dung nhitng 16i ma khong phai ldac
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nao ciing c6 thé dé dang phat hién ra. Khi mot 16
héng phan mém dugc phat hién, khong lau sau
d6 sé xuat hién cac virus c6 kha ning khai théc
cac 16 héng nay dé lay nhiém lén cdc may tinh
tif xa mot cach 4m thAm ma ngudi chii may hoan
toan khong hay biét. T cdc may nay, worm sé
tiép tuc “bd” qua cdc mdy tinh khéc trén mang
Internet véi mot cach thdc tuong tu.

3. Trojan

Trojan (hay con dugc goi la Trojan horse -
con ngua thanh Toroa) duoc xay dung dua vao
mot dién tich c¢§. P6 1a cudc chién tranh gitta
nguoi Hy Lap va nguoi thanh Toroa. Thanh
Toroa 12 mot thanh tri kién c¢6 dugc phong bi cidn
mat, quan Hy Lap khong sao c6 thé dot nhap
vao dugc. Nguoi ta da nghi ra mot k&, d6 1a gia
vo giang hoa va sau d6 tang nhiing nguoi trong
thanh Toroa mot con ngua gd khéng 16 c6 chua
nhiéu quan linh. Sau khi ngua dugc dua vao trong
thanh, dém xuéng nhitng quan linh tir trong bung
ngua x6ng ra va danh chiém thanh tir bén trong.

Phuong phap trén ciing chinh la cach cac
trojan may tinh ap dung. Khac véi virus may
tinh, trojan la mot doan ma chuong trinh hoan
toan khong cé tinh lay lan. Pau tién ké viét ra
trojan bing cich nao d6 lira cho nguoi st dung
dung chuong trinh cia minh hoéc ghép trojan di
kem véi cac virus dé xam nhap, cai diat 1én may
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nan nhan. Pén thoi diém thuén loi, trojan sé #n
cidp thong tin quan trong trén mdy tinh cia nan
nhan nhu s6 thé tin dung, mat khau... dé gti vé
cho chii nhan ciia né 6 trén mang ho#c cé thé sé
ra tay x6a dit liéu néu duge 1ap trinh trude.

Bén canh cac trojan &n cip thong tin truyén
thong, hién nay ciing xuat hién cdc trojan mang
tinh chat riéng biét nhu: Khi da cai dit vao may
nan nhan sé tu mé ra mot cong dich vu cho phép
ké tan cong (hacker) c6 thé két ndi tir xa t6i may
nan nhén, tir d6 n6é sé nhan 1énh va thuc hién
lénh ma ké tan cong dua ra.

4. Phan biét gitta virus, worm va trojan

C6 thé khi néi vé virus may tinh, ban thuong
hiéu ridng worm va trojan 1la mdt. Mic du ba
ti virus, worm va trojan horse dd6i khi c6 thé
thay thé cho nhau, cach phong chong ciing c6 thé
giong nhau cd vé phuong phdp va chuong trinh,
nhung ching thuc t& lai c6 su khac nhau vé ban
chat. C4 ba loai trén déu la cdc chuong trinh
nguy hiém c6 thé gay hai dén cho may tinh,
nhung gitta ching lai c6 su khac nhau. Hiéu dugc
su khac nhau nay, ban c6 thé bdo vé may tinh
cua minh hiéu qua hon.

Virus c6 thé tu gai chinh né vao mot chuong
trinh hodc mot tép nao d6, vi thé né c6 thé phat
tdn ra cac may tinh khéc, di dén dau né gay tac
hai dén day. Khong giong nhu virus ¢ nguoi, virus

41

https://tieulun.hopto.org



mdy tinh c6 pham vi tdc dong rong hon, mot s6
virus chi gdy ra nhiing tdc dong nhd, trong khi
mot s6 khéc thi c6 thé gy nguy hiém cho § cing,
chuong trinh hay cac tép, thAm chi lam héng
cac thiét bi phan ciing. HAu nhu céc loai virus
déu dugc kem theo cac tép chuong trinh, diéu dé
c6 nghia 132 may tinh cGa ban c6 thé chida virus
nhung chua chic da bi 4anh huéng trir khi ban cho
chay céc chuong trinh d6. Mot diéu quan trong
la virus khong thé phat tdn dugc néu nhu khong
c6 su tac dong cha con ngudvi, vi du nhu cho chay
cac chuong trinh chia né. Moi ngu¢i thuong tu
phat tan virus khi chia sé céac tép hay gui email
c6 nhiém virus.

Worm dugce tao ra tuong tu nhu virus, va né
dugc biét dén nhu 1a 16p con cta virus. N6 ciing
phat tan tU mot may tinh nay sang may khac.
Nhung khong giéng nhu virus, ma giong nhu y
nghia “con sau” tu bo duge, né c6 thé di chuyén
ma khong cAdn nhd mot tdc dong nao cha ngudi
dung. Worm lgi dung céc tinh ning truyén tép
hay thong tin trén hé thong dé di chuyén khong
can c6 tac dong chia con ngudi. Su nguy hiém 16n
nh4t clia worm 1a né c6 thé tu nhan ban chinh né
trong hé thong ciia ban, va né c6 thé gii di hang
tram, thdm chi hang ngan ban copy cia né ra
ngoai va gay ra su tan pha rat 16n. Vi du mot con
worm c6 thé gii chinh né t6i tat cd mail trong
danh sach mail cia ban. Sau d6 né tu nhan ban
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va gti di tat cd mail trong danh sich trén may
tinh nhan, va c nhu thé. Chinh vi worm c6 kha
ning nhan ban va di chuyén trén mang nén né
sé tiéu ton bd nhé (hay bang thong mang), lam
cho cac may chu web, mday chi mang, va ca may
tinh don khong hoat dong nita. Gan day nhat cé
loai worm tén 1a Blaster, né c6 thé xam nhéap vao
may tinh ctia ban va cho phép diéu khién may
ban tu xa.

Trojan con nguy hi€ém hon ca hai loai trén.
Trojan horse xuit hién lic ddu nhu 12 mot phan
mém hitu ich, nhung sé ngay lap tic tré nén nguy
hiém khi ban cai né hay chay né lan dau tién
trén m4y tinh. Khi trojan dugc phat tdn dén may
khac, thong thuong bén nhan sé chay né vi nguoi
dung s& thay né nhu la mdt phan mém hay tép
dang tin cay va dugc glii tU mdt ngudn dang tin
cdy. Khi trojan dugc kich hoat trén may tinh ctaa
ban thi hiu qua ma né giy ra c6 thé sé khac
nhau (nhu desktop thay d6i hay s& xudt hién mot
s6 biéu tugng la trén desktop), hodc né c6 thé
giy ra nhitng hau qua riat nghiém trong, nhu x6a
cdc tép, thong tin trong hé thong cua ban. Trojan
c6 thé tao ra cac backdoor (céng sau) gitp cho
nhiing ké la c6 thé xdm nhap vao hé thong, lam
hu hai dén thong tin c4 nhan va cic thong tin
bi mat khic. Khong giong nhu virus va worm,
trojan khong phat tan bang cach lam cho cac tép
khéc nhiém ciing nhu khong tu nhan ban né.
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5. Triéu ching va cach phong chéng
virus, worm hay trojan. Virus macro

a. Triéu ching khi mdy bi nhiém virus, worm
hay trojan

(1) Khong thoat duge ra khéi Windows hoac
khong khdi dong duge Windows. Trong mot so
truong hop, ban nhan duge cac thong bao 16i cua
hé thong nhung thuc t& khong phai 1a nhu vay.

(2) Hay bi treo may.

(3) Xuat hién thanh coéng cu la trén trinh
duyét Internet.

(4) May tinh chay chdm hon binh thuong.

(5) May dang chay, ban khong cé nhu ciu ghi
dia, nhung may lai yéu cau bé nhan chong ghi
x6a clia dia mém.

(6) May dang chay bi treo, khong thé tiép tuc
hoat dong duogc nua.

(7) Cac tép chuong trinh dang st dung cé
dung lugng 16n dan 1én.

(8) Kich thudc dia trong ngay mot gidm di
cho dén khi hét dia.

(9) Khéi dong bing dia mém nhung khong
nhan biét dugc dia ciing. Trong truong hop nay,
ciing ¢6 thé may clia ban da nhiém virus ma thoi
gian dau khong c6 biéu hién gi dic biét, chi sau
mot thoi gian nhat dinh hodc dén mot thoi diém
nhat dinh virus méi bit dau hoat dong gay anh
huéng dén dia cling nhu céc chuong trinh tng
dung va chuong trinh hé thong.
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b. Chéng virus, worm va trojan

(1) Virus c6 thé hién dién ¢ bat cd noi dau,
duoé6i bat ky hinh thic nao, va néu ban c6 ndi
mang thi nguy co bi 14y nhiém sé& cang cao. D&
phong chéng virus, mot nguyén tic co ban 1a luon
dé cao canh giac.

(2) Truéc tién ban can ddm bdo ring hé diéu
hanh dang dung 12 bdn nang c4p mé6i nhat. Piéu
nay rat can thiét khi ban dang chay hé diéu hanh
Microsoft Windows. Ban nén tao cac diém phuc
hoi khi may tinh dugc coi 1a chua bi nhiém virus
dé trong trudng hop can thiét c6 thé st dung dé
khoi phuc lai hé thong.

(3) Can cai mot phan mém chong virus va
cian cap nhat badn méi nhat dé€ ddm bao né c6 thé
diét dugc céc virus, worm va trojan mdi nhat.
Ngoai ra phan mém chéng virus cadn phdi c6
kha néng quét dugc cac virus, worm, trojan trén
cac email va tép khi dugc tdi vé tir Internet. Cdc
chuong trinh nay nén dugc cai thuong trd trén
m4y tinh va dugc cap nhat thudng xuyén dé cé
kha nang diét cdc loai virus méGi. Nhin chung,
ban nén dung tu hai chuong trinh tré 1én, vi
mot chuong trinh khong phdai 1a diét dugc tat
cd cdc loai virus, tham chi khong thé ph4t hién
hét virus.

(4) Thiét lap thém tuong lia - firewall.
Firewall 12 mot hé thong bdo vé hé thong khoi
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nhitng truy nhap khong hgp 1&. Firewall c6 thé
14 phan ciing hay phan mém. Firewall bing phan
cing sé c6 kha ning bdo vé manh hon dé6i véi
hau hét cac truy nhap ti bén ngoai. Khi chong
virus, worm hay trojan thi firewall bang phan
cing lai khong hiéu qud bing firewall phan
mém, vi d6i v6i nhitng worm dugc kém vao trong
email hay tép thi né lai 16 di va coi ching nhu
la nhitng email, tép binh thuong. P6i véi nhitng
ngudi dung & gia dinh thi nén chon firewall phan
mém. Mot firewall phan mém t6t sé bao vé may
clia ban khéi su ¢d géng truy nhap cé hai va con
c6 thém cac chic nang bao vé khéi cac chuong
trinh trojan thong thuong va cac email worm.
Nhuogc diém cla firewall phAn mém 14 né chi bdo
vé dugc may nao c6 cai dat né ma thoi, ma khong
thé bao vé dugc cd mdt mang.

Can phai nhé 1a firewall khong thé gidi quyét
dugc hét tat ca cac vAn dé vé virus, nhung khi ta
c6 mot hé diéu hanh tét va két hop véi mot phan
mém anti-virus tot, thi ching ta cé thé bao vé
dugc may tinh cia minh va ca mang nda.

(5) Can truy cap Internet mét cach an toan:
Khong vao nhitng trang web la chua ré nguon
goc. Khong mé nhiing email ¢6 khd nidng la
thu rac...

(6) Than trong khi tai cdc Ung dung trén

mang Internet, quét cac tép nay truéc khi mé
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ching. Khi sao chép tu mot dia khac vao may
tinh can st dung cdc chuong trinh chéng virus
dé quét true khi quyét dinh chép ching vao dia
ciing cia may.

(7) Thuong xuyén sao luu nhitng di liéu quan
trong dé st dung trong truong hop xau la bi virus
x6a dit liéu hoac lam héng 6 dia.

(8) Nén trang bi cho mdy tinh mot phan
mém diét virus ndi nhu D32 hodc BKAV dé
ching b6 sung véi cdc phdn mém diét virus
ngoai vi méi phan mém diét virus ¢6 nhiing uu
nhugc diém riéng.

(9) Thuong xuyén truy cdp vao cac trang web
thong tin virus dé c6 thém nhiéu kién thic vé
phong chéng virus. Mot s6 trang web diét virus
dang tin cay:

Norton Antivirus (www.symantec.com)

McAfee Virus Scan (www.mcafee.com)

PC-cillin (www.trendmicro.com)

AVG Anti-Virus (www.grisoft.com)

Bitdefender (www.bitdefender.com)

BKAV (www.bkav.com.vn.)

D32 (www.echip.com.vn/echiproot/html/d32.html)

c. Bdo vé mady tinh khéi virus macro

Trong mot s6 Gng dung cta by Office nhu
Word, Excel... cho phép ngudi st dung tao cac
macro dé tu dong héa mot sd thao tdc nhim day

nhanh tién d9 cong viéc. Pay 1a nhitng macro rat
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c6 lgi nhung ching ciing c¢6 thé bi ké xAm nhap
cai thém cac virus macro. Chinh vi vy, ban nén
can nhic c6 st dung tinh ning trén hay vo hiéu
hoa toan bo cac macro trong iing dung ctia minh
bang c4c budc nhu sau:

- Khéi dong dng dung nhu Word, Excel,
PowerPoint.

- Vao bang chon Tools, chon muc Macros. Khi
nay mot hop thoai xuat hién nhu hinh sau:
y Magos.. Alt+F8

@ Record New Macgo...

Seaurity...

ﬁ Visual Basic Bditor Alt+F11
% Migosoft Saipt Editor  Alt+Shift+F11

- Chon muc Seaurity.... Khi nay hop thoai
Security xuat hién nhu hinh sau:

Security

Seaurity Level | Trusted Publishers

® Very High, Only maaos installed in trusted locations will be allowed
to run. All other signed and unsigned maaos are disabled.

O High. Only signed maaos from trusted sources will be allowed to run.
Unsigned maaos are automatically disabled.

O Medium. You can choose whether or not to run potentially unsafe
maaos.

O Low (not recommended). You are not protected from potentially
unsafe maaos, Use this setting only if you have virus scanning
software installed, or you have chedked the safety of all documents
you open.

I OK I [ Cancel
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Néu ban st dung Microsoft Office 2003, chon

muc Very High va nhén nut .

o R N ° A
6. Hieém hoa t& virus ndi

Nhiéu ngudi dung may tinh tai Viét Nam van
con nhé dén ndi kinh hoang cua virus mang tén
“Date 25/11” xuAdt hién trong giai doan 1997 -
2000. Pay 1a virus c6 ngudn goc tir Viét Nam, lay
lan cham nhung ci& d&n ngay 25 thdng 11 hang
nam la né lai tan pha d liéu cia nhiing may
tinh bi lay nhiém. Ciing may 1a sau nidm 2000,
virus “Date 25/11” da bi diét hoan toan.

Cudi nam 2005, dich spyware cudép trang
chli trinh duyét va déi thanh vn-n.com ciing lam
nhiéu ngudi khon don. Spyware nay lay nhiém
chi yéu qua céc trang web con c6 noi dung gidi
tri nhu A&m nhac, truyén, chat, game... Khi nguoi
dung vao mot trong cac trang web nay sé bi cai
phan mém gian diép va bi ddi dia chi trang chi
cda trinh duyét thanh trang vn-n.com.

Ciing vao gitta nam 2005, cac dich vu chatting
truc tuyén nhu Yahoo!, MSN bit dau bi hacker
loi dung nhu mot cong cu dé phét tdn virus trén
mang. Theo cac chuyén gia bao mat nhan dinh:
“Virus va phin mém gian diép c6 xuat xi & Viet
Nam sé xuit hién nhiéu hon. Cac vu tdn cong do
hacker trong nudc gy ra sé tang lén. Spam sé
tré thanh van dé néng!”. Du da dugc cdnh bao,
dau nam 2006 ngudi dung Internet Viéet Nam van
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S AP

lao dao trudc “con bao
Messenger) mang tén Xrobots (ma nhiéu ngudi
quen goi la virus “GaiXinh.jpg”). Véi co ché lay
lan hét stce don gidn, virus trén duge nguoi viét

virus 1ay qua chat (Yahoo!

tung 1én mang Internet thong qua tién ich chat
Yahoo! Messenger. Nhiing tin nhin dang “Gai
dep ne”, “Phim vui phim vui” kem theo duong
link dé tai virus Xrobots vé may néu nguvi dung
bat can kich chuot vao.

Virus Xrobots 1ay lan theo co ché “danh lia
nguoi dung”, gia dang mot bic dnh dep hay doan
phim vui. Nguyén nhan 16n nhat dan dén viéc
Xrobots 1ay nhiém tran lan chinh 14 nhan thiec cia
ngudi dung con chua cao va qué cht quan! Trong s6
nan nhan cuaa Xrobots, ¢6 ca nguoi lam viéc trong
cac doanh nghiép vé cong nghé thong tin. Piéu dé
cho thay, néu nguovi dung c6 ¥ thic tu bdo vé minh,
s& han ché& dugc rat nhiéu su phat tdn va phd bién
clia cac virus, spyware, website... nguy hiém!

biéu that té hai 1a, v6i cédc virus, spyware
dugc tao ra ¢ trong nudc thi cdc phan mém diét
virus, spyware ndi tiéng va phé bién nhu Norton,
Symantec, Bitdefender, Webroot... chua kip cap
nhat nén khong diét duge vi thé kha nang lay
lan va hau qua sé rat 16n.

Chinh vi vay, ngoai canh giac véi cac loai virus
noi chung, nguoi st dung cing phai that than trong
khi nhan dugc cac bic thu khong rd ngudn goc,
khong da do an toan, cac dudng link dén cac web c6
vé nhu gan giii va than quen bang tiéng Viét.
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Chuong IV

PHAN MEM QUANG CAO ADWARE,
PHAN MEM GIAN DPIEP SPYWARE

1. Phain mém quang ciao adware

a. Adware la gi?

La phan mém quang cdo bat hop phdp, gay
khé chiu cho ngudi st dung. Ching bi mit xam
nh4p vao may tinh cta ban khi v6 tinh ghé tham
nhitng trang web khong theo du dinh do bat cdn
nhin vao mot moi lién két nao d6. Pay thuong 1a
nhiing trang web ¢6 ndi dung khong lanh manh,
cac trang web bé khéa phan mém... Ching bién
may tinh cta ban thanh noi quang cdo ma khong
it trong s6 d6 c6 nodi dung khong lanh manh.

b. Tdc hai ciia adware

Xét vé goc do anh huéng ctia loai phan mém
nay d6i v6i hé thong, c6 thé coi né 1a mot tha “vo
thuéng vo phat”, c6 nghia khong anh hudng gi
t6i su an toan cia may tinh. Tuy nhién, ciing nhu
spyware, cai gid ma ban phai trd chinh 1a toc do
hoat dong ctia hé thong gidm va biang thong két
ndi bi chiém dung. N6 c¢6 nhiém vu lam ro6i loan
may tinh cia ban va ciing c6 thé 14y thong tin

cia ban cho chid nhan cta né véi muc dich hoan
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toan khong tot. V& khia canh nao d6, adware
tuong tu nhu spyware.

2. Phin mém giian diép spyware

a. Phdn mém gidn diép spyware la gi?

Pay la loai phan mém chuyén thu thap céc
thong tin tu cac may (thong thuéng vi muc dich
thuong mai) qua mang Internet ma khong dugc
phép cia chi nhan may tinh d6. Spyware dugc
cai dat mot cach bi mat do danh lira nguoi su
dung cai dat hosc kem theo cdc phan mém khac
ma nguvi ta c6 thé tai vé tir Internet. Mot khi
da cai dit, spyware diéu phoi cdac hoat dong ctia
may chi trén Internet va lang 1& chuyén céc dit
liéu thong tin dén modt may khéc (ciia nhitng ké
hacker). Spyware ciing thu thap tin tic vé dia chi
email va ngay cd mat khiu ciing nhu la s6 thé
tin dung!

b. Tdc hai ciia phdn mém gidan diép spyware

Ngoai cdc van dé nghiém trong vé dao dic va
tu do cd nhén bi x4m pham, spyware con danh
cidp tU cdc tai nguyén ctia bd nhd, chiém bang
thong khi gii thong tin vé cho chd nhan cta
ching qua duong truyén Internet. Ching &n cip
cac thong tin quan trong: so tai khodn, mat khau
ciia nguoi st dung gy nén nhing tac hai khéng
ludng hét dugc nhu: dua vao céc thong tin thu
thap dugc, chti nhan cta cdc spyware sé rat tién
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tif ngan hang ctia ngudi bi hai, stt dung dé mua
hang truc tuyén... Ching c6 thé &n trom ndi dung
cia cac bidc thu dién ti khi da biét mat khau
truy cap, tham chi c6 thé chiém toan by hop thu
khi ching thay d6i mat khau khac ma chinh chi
nhan cta cdc hop thu nay khong thé truy cap
vao dugc nita. Spyware c6 thé thay ddi trang web
maic dinh, doc cdc thong tin trén ¢ cing... La
mot chuong trinh doc 1ap va chiém bd nhé nén
khi mdy bi nhiém spyware, sé& lam gidam téc do
clia may tinh c6 thé din t6i tinh trang may chay
khong 6n dinh, tham chi ¢6 thé lam héng may
hoac khong chay dugc cac itng dung khac.

c. Cdc triéu ching khi mdy bi nhiém spyware

(1) May tu nhién chay cham hon binh thuong
do cac chuong trinh spyware chay thuong truc
trong may.

(2) Trinh duyét dot ngdot bung ra mot trang
web khong theo ¥ mudn, mot clia s6 pop-up xuit
hién ngay ca khi khéng duyét web, hodc trinh
duyét web xudt hién thém cdc thanh cong cu mdi
thi chic chin may tinh bi nhiém spyware.

(3) Trang chd cda trinh duyét web bi thay
déi thanh mot trang web khéc, thuong 1a trang
web ¢6 nbéi dung khong lanh manh, trong mot
s6 truong hop ban con khong thé thay do6i lai
dugc trang cht bing trang web khéc thay cho
trang nay.
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(4) Ban lién tuc nhan dugc cac thong bao mot
cach khong binh thuong, té hai hon 1a c6 thé bi
ngling cdc qua trinh két néi mang hodc tu dong
bi tdt trinh duyét web.

(5) Khi ban st dung mot trang tim ki€ém nao
day nhu Google thi trinh duyét lai tu y dua ra
mot trang web tim ki€m khéc ma hau hét cac
trang tim kiém nay déu c¢6 noi dung vo bd.

(6) Khi st dung cac dich vu email, ban thuong
xuyén bi spam, nghia 1a nhan qua nhiéu cac thu
dién ti khong mong mudn.

(7) Ban c6 thé nhan thay cac lién két la dugc
tu y thém vao danh sach Favorites hodc trong
bang chon Start.

(8) Trén man hinh Windows xuat hién céac
shortcut lién két dén céc trang web la, thuong 1a
nhiing trang web ¢6 noi dung khéng lanh manh.

(9) Cudc st dung Internet gia tang khac thuong.

(10) O thoi diém khong lam viéc v6i mang ma
van thdy dén gti/nhan chép séang trén modem
giong nhu khi dang tdi mot phaAn mém vé may.

d. Cdch lay nhiém va tdc hai ctia phdn mém
gidn diép (spyware)

C6 nhiéu cach d€ mot phan mém gian diép
xam nhép vao hé théng mdy tinh cia ban va gay
ra nhiing hau qué khong luong trude duge, nhung
ching thuong lay vao mdy tinh cia ban bang céc

cach sau day:
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(1) Khi vo tinh nhdn chudt vao modt mau
quang cdo, spyware c6 thé dugc tdi xudng may
tinh ctaa ban.

(2) Spyware 4n trong cac tép Am nhac MP3
hay cac tép phim anh khong hgp phéap.

(3) Spyware 4n trong cdc phAn mém mién phi
khong ré ngudn goc.

(4) Mot s6 chuong trinh gia mao chdng spyware
nhung thuc chat ching cai d4t spyware. D& khong
bi méc bay tro lira bip nay, ban nén cai dit
phidn mém chéng spyware tin cdy va cé ngudn
gbc ro rang.

(5). Cing giong nhu virus, spyware c6 thé
dugc cai vao may tinh khi mé mot tép dinh kem
khi nhén thu dién tu.

(6). Mot kha nang nita la chinh hé thong
cua ban bi nhitng ké xam nhép truc ti€p cai dit
spyware khi ching c6 diéu kién ti&p xtc m4y tinh.

e. Cach phong chéng khi mdy bi nhiém phdn
meém gian diép

Spyware la mot trong nhing thach thdc 16n
va gdy mét méi, chdn nan cho nguti sit dung may
tinh va nha quan tri hé thong. Phdi lam cach
nao dé tiéu diét spyware an toan, dé 1a mot bai
toan dau dau cho nhiéu ngudi st dung may tinh
hién nay.

Dé loai bé hoan toan spyware ra khéi heé

thong, cac ban tién hanh cac budc sau day:
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Buéc 1: Truée khi c¢6 ging x6a bd cac phan
mém gian diép, ban can phai sao luu nhitng dit
liéu quan trong. Mot s6 spyware c6 thé lam thay
d6i 16n t6i nhitng thiét 1ap hé thong va khi thuc
hién loai bé ching c6 thé gay ra 16i, hosic dnh
huéng t6i toan bd hé thong. Mot cach tot nhat
la st dung cdc phan mém sao luu toan bo & dia
ciing. T6i thiéu, ban cling nén sao chép cdc tap
tin quan trong trong thu muc My Documents va
cdc thu muc chia dit liéu quan trong khac. Mot s6
chuong trinh nhu Spybot Search & Destroy dugc
tai tu dia chi http://www.safer-networking.org/en/
index.html ciing thuc hién mot s6 chic nang sao
luu, nhung tao ban sao luu bing tay 1a mot budc
rat can thiét. Hay st dung chidc ning System
Restore cia Windows XP, tién ich nay cho phép
hé théng c6 thé phuc hoi trang thai 6n dinh khi
gip su co. System Restore c6 thé gitp ban quay
trg lai diém sao luu khi hé théng con “sach s&” -
chua bi nhiém spyware. Néu tin ring spyware
da & trong hé thong clia ban tif vai tudn nay, rat
c6 thé nhitng diém phuc hdi dugc tao bsi System
Restore ciing da bi nhiém. Do d6, ban hay x6a hét
nhitng diém phuc hoi gy nghi ngd nay. Mot s6
phan mém chéng virus, spyware c6 thé phat hién
cac diém phuc hoéi bi nhiém, nhung hau hét cac
phan mém nay khong thé “don” sach spyware.

Céch tot nhat dé x6a sach moi diém phuc hoi l1a:
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Nhan chuot phdi vao My Computer. Khi nay
mot hop thoai xudt hién. Chon Properties, va

chon khung System Restore. Panh d4u vao lua
chon: Turn off System Restore on all drives

mat [ Aoob ],

Hay dgi vai phat dé Windows x6a bd toan bo

va nhan

ciac diém phuc hoi.

Sau khi da hoan thanh x6a diém phuc hoi ti
hé thong, hay quay trd lai khung hoi thoai va bo
chon [] Tum off System Restore on all diives . Diéu nay cho
phép khéi dong lai System Restore nhung khong
c6 bat ki diém sao luu nao.

D& chic chén c6 mot ban phuc hdi tot duge st
dung trong thoi gian t6i, ban can tao mot diém
phuc hoi méi. Xem muc 2.i Chuong 2.

Buéc 2: Mot cach diét spyware nhanh chéng
nh4t 12 x6a modt sd chuong trinh trong Add or
Remove Programs. Pay la mo6t noi dac biét quan
trong giip phan tich cdc van dé vé hé thong
Windows, va cdc phan mém cai dit trén may tinh.
Danh sach cdc phadn mém trong Add or Remove
Programs sé& cho ban biét mdy tinh dang st dung
phan mém nao va xdc dinh duge chuong trinh
nao can phai sao luu. Tiép d6, Add or Remove
Programs ciing cho phép xac dinh cac ing dung
chia sé tép nhu phan mém am nhac, phim anh...
va cling 1la moi truong “nudi dudng” va phat tan
spyware. Vi viy, hay st dung Add or Remove
Programs dé loai bé nhiing (ing dung chia sé tap
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tin ngang hang. Béi ching c6 tdc dung gi néu
da quét sach virus, spyware ma van tiép tuc duy
tri noi phat sinh ra ching. Cudi cuing, biang cach
xem xét k§ danh sadch Add or Remove Programs,
c6 thé tim dugc céc chuong trinh dugc cai dat bi
mat, hoéc trong qua trinh cai didt mot ing dung
thi cdc phAn mém quang cdo bi cai dat 1én lat.

Pé ngit bé mot chuong trinh khéi hé thong,

c4c ban tién hanh nhu sau:

Nhan chudt vao nat Start, chon Setting.

Khi nay mot bang chon phu xuit hién.

Chon Control Panel. Khi nay hop thoai

Control Panel xuat hién.

- 1
Add or
Remove

- Chon nat mograms . Khi nay hop thoai Add

or Remove Programs xuit hién nhu hinh sau:

¥ Add or Remove Programs
8!
R ~
@ Currently installed programs: D Show updates Sortby
Change or £ Bach Knoa Antivirus 2006 Size  219MB
Programs £:5, Microsoft Office FrontPage 2003 Size 194.00MB
g Click here for support information. Used rarely
NS Last Used On 1/3/2001
GEAILST To dh: thi: it
Proarams 0 change this program or remove i h
g from your computer, click Change or
Remove,
@l t'} Migosoft Office Frofessional Edition Size 402.00MB
203
Add/Remove
Windows
Components
[, b4
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- Chon chuong trinh cidn ngét khéi hé thong
va nhan nut .

Trong danh sach cac chuong trinh dugc tim
thay, hay can than loai bd nhiing phan mém
kha nghi. Nhitng phan mém duéi day thuong la
nhitng phan mém khong mong muén cho ngudi
st dung, ching thuong dua ra nhiing quang cdo
va thay dé6i nhitng giao dién trong trinh duyét:

Media Access

Media Gateway

My Web Search

MySearch

Search Assistant - My Search

Secure Delivery

Select CashBack

Surf Accuracy

The Best Offers

V.V..

Khi nhitng phin mém trén da bi loai bé,
ching sé yéu cau khéi dong lai may. Néu chi mot
trong s6 ching yéu cau khéi dong lai may, hay
tra 101 “No” cho dén khi toan bd da bi loai ra khéi
danh sach Add or Remove. Nén st dung Google
(http://www.google.com.vn) lam céong cu dé tim
kiém va loai bé nhitng phan mém khéng mong
mudn ra khéi danh sach. Néu muén biét nhiing
chuong trinh nao dang chay trong hé thong, hay
xem ching trong Task Manager bang cach nhan
Ctrl+Shift+Esc. Khi nay hop thoai Task Manager
xuat hién c6 dang nhu hinh sau:
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Ed Windows Task Manager,

File Options View Windows ShutDown Help
Applications | Processes | Performance | Networking | Users |
Task Status
@_] 3- Migosoft Word Running
'1._‘} untitled - Paint Running
G’ Control Panel Running
@"Chong virus"+'D2" - Tam vli Google - Micos... Running
h
@J Help and Support Center Running
l@]s - Micosoft Word Running
B'Mndows Commander 5.0 Running
@]Virus - Micosoft Word Running
] 3- Microsoft Word Running
) 1ua dao - Migosoft Word RunNing
) phan21 - Micosoft Word Running
< >
| EndTask || swithto || mewTask.. |
Processes: 29 CPUJ Usage: 6% Commit Charge: 19427 2K / 3151

Trong truong hop khong chic chian cé phai
la spyware hay khong, thi t6t hon hét hay tam
dé chuong trinh d6 lai. Ban van cé6 co hoi dé xé6a
ching ¢ nhiing budc sau.

Bu6c 3: Lua chon phdn mém tiéu diét spyware:
Néu hé thong chi bi nhiém adware thi Add or
Remove Programs c6 thé dem lai hiéu qua. Nhung
khi da bi lay nhiém nang hon, t6t nhat hay su
dung phan mém chéng spyware. Nhitng phan
mém nay c6 thé x6a bd hoan toan nhiing tap tin
bi lay nhiém va bdo vé hé thong khong bi lay
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nhiém lai. Truéc khi cAn nhic mua mot chuong
trinh diét spyware dit tién, ban hay dung thi mot
s0 tién ich diét spyware mién phi. Nhitng phan
mém mién phi sau thuc surdt manh, va duge danh
gia rat cao nhu Ad-Aware SE Personal (dia chi:
http://www.lavasoftusa.com/software/adaware),
Spybot Search & Destroy (dia chi: http:/www.safer-
networking.org/en/index.html), Microsoft Windows
AntiSpyware (dia chi: http:/www.microsoft.com/
downloads/details.aspx? FamilyID=321cd7a2-6a57-
4c57-a8bd-dbf62eda9671).

Mot sé trang web trong nuéc ciing cung cip
phin mém mién phi dé€ diét spyware nhu BKAV
(www.bkav.com.vn), D32 dugc cap nhat tif mot s6
trang web. Mot s6 phan mém diét spyware nhu
SpySweeper c6 gia ré va ti 1é tiéu diét spyware
thanh cong rat cao.

R’ Xin cdc ban luu y: Mot s6 phan mém chdng
spyware rat nguy hiém. R4t nhiéu phan mém
loai nay dugc dua ra trén Internet thuong khong
hiéu qua, va thuong ching dugc quang cdo qua
Google. Tham chi chinh nhiitng ph4n mém nay
khong tiéu diét duge bat cit spyware nao ma lai
la noi phat tan spyware. Hay thén trong béi vi cé
nhitng phan mém doi hdi ban phai tra tién trong

khi ching khong dang tin cay.
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Buéc 4: Tieu diét spyware: Néi chung, phan
mém choéng spyware hoat dong theo nhiing
nguyén tic co ban nhu sau: Khi duge nap, nhiing
phan mém nay sé quét céc tién trinh dang chay,
cac tap tin va cédc khéa trong Registry dé tim cac
chuong trinh, cdc thi€t 14p khong mong muén.
Sau khi da hoan thanh quét tép, ching cung
cdp mot bdo cdo vé nhiing gi tim thay va ban
c6 thé lua chon x6a bd spyware tai buéc nay.
Nguoi dung ciing c¢6 quyén lua chon xé6a bd toan
b0 spyware ngay lap tic, hoédc dua ching vao kho
cach ly trong trudng hgp muén st dung sau nay.
Tuy nhién, cing diung thuc su tin tudng qua mdc
vao nhiing cong cu nay. Mot tép hodc mot tién
trinh dugce xac dinh la mot spyware, nhung chua
chic ching da 1a mot spyware. Thuc t&, mdi cong
cu diét spyware déu c6 nhitng kha néng ciing nhu
tiéu chudn khédc nhau trong viéc loai tri phan
mém gian diép. Vi vay, ban nén st dung hai hay
nhiéu hon phidn mém chéng spyware la cich tot
nhat va hiéu qua nhat dé dé phong truong hop
mot chuong trinh diét spyware tham chi con
khong phat hién dugc. Khi hé thong da lam viéc
tot, ban hay chic chin la kich hoat lai System
Restore, va tao mot diém phuc héi sach sé. Diéu
nay rat c6 ich néu ban muén quay tré lai mot
diém phuc héi sach khi hé thong lai bi nhiém.

Luu y vé cookie: Mot s6 phan mém gian diép
quét, tim nhiing cookie va st dung v6i muc dich
quang cdo cia mot trang web nao dé. Nhing
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cookie nay theo doi hanh vi luét web va dua ra
nhiing quang cdo thich hop véi sé thich cia ban.
Tuy nhién, ngudi dung ciing sé ching dugc hudng
loi gi ti nhitng quang cdo vd bd va day phién toai
nay. Vi vay, khi phdt hién cookie loai nay, tot
nh4it ban hay d€ phan mém chéng spyware don
sach ching.

Buée 5: Gidi quyét khé khdn véi Internet.
Mot vai cong cu diét spyware van khong thé loai
b6 hoan toan ching. Hay cdp nhat thuong xuyén
nhitng ban cidp nhat mdi nhat tit cdc hing cung
cdp. Pa s§ cac phan mém chong spyware déu hd
trg tinh nang cap nhat tu dong cdc mau spyware
mé6i nh4t va nhitng ban vé trong cdc géi phan
mém. Ti€p d6, hdy cap nhat thong tin vé bio
mat ma dic biét 1a thong tin vé spyware.

Nhiing nha cung cap cong cu chéng spyware,
virus hang dau nhu Symantec, McAfee, va
Computer Associates déu thudng xuyén dua ra
nhitng thong tin cdnh bao vé nhitng hiém hoa 16n
nhat tir trang web clia ho. Néu cin trg gitp va
phuong phép tiéu diét spyware thi mot so dién
dan trén Internet la noi tuyét voi ma ban nén
ghé tham. Hai trang web tot nhat trong s6 dé 1a
Spyware Warrior, dia chi: http:/spywarewarrior.
com/ va PC Pitstop, dia chi: http:/support.
pcpitstop.com/. Ban ciing ¢6 thé tim hiéu & cac
trang web trong nudéc nhu PCWorld, dia chi:
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http://www.pcworld.com.vn va mot sé trang web
khac nhu:

* Bkav: www.bkav.com.vn.

* D32:

www.echip.com.vn/echiproot/html/d32.html.

* VnExpress:

www.vnexpress.net/Vietnam/Vi-tinh/Hacker-
Virus/.

e Tudi tré Online:

www.tuoitre.com.vn/Tianyon/Index.
aspx?ChannellID=65.

* VnMedia:

www.vnmedia.vn/ShowCat.asp?Catld=34.

Tru6e khi dua vAn dé cia minh 1én dién dan,
ban hay tim doc nhiing cAu hédi ¢6 lién quan té6i
van dé dang tim hiéu, rat c6 thé cau tra 1oi da
¢6 san cho ban.
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Chuong V

NHUNG TRO LUA PAO TREN MANG
NGUY CO MANG KHONG DAY

1. Nhitng tro luwa ddo trén mang

a. Phishing la gi?

Phishing 12 mot thuat ngit duge dung dé chi
cdc Am muu truc tuyén lita gat moi ngudi bang
nhitng théng tin nhay cdm kiéu nhu nhiing bic
email dugc nguy trang dudi cdc vé boc rat dang
tin c4y, v6i muc dich an cdp nhiing thong tin c4
nhan ctia nguoi bi hai nham muc dich xau.

Hién nay, nhiing ké tao ra thu rac, lua dao da
tao thanh nhitng t& chic dé thAm nhap vao may
tinh va tdn céong thing vao hé thong an ninh
may tinh cta cong ty. Trong nhiing ndm qua, cac
hang an ninh Internet da phat hién ra vo so ké
pha hoai va ching gan nhu da tho tay khap noi
trén thé gidi.

Du quy md khac nhau, nhung c6 thé mo6 phong
mot qua trinh pham tdi theo bon buée: Bat dau
1a do 16 héng. Mot nhém tdi pham (duong nhién
phai la cac chuyén gia may tinh c6 trinh do cao
vé cong nghé) tim vao mang cia mot tap doan
hay mot cong ty. Mot khi phat hién chd ro ri,
chiing 14p tic tao phan mém dé khoét rong cuc
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dai chd ro. Sau d6, sé& sit dung hé thong bi tén
thuong nay dé thAm nhap vao cdc may tinh khac.
Mot khi cay cAu nay dugce thiét 1ap, ching sé viét
phan mém dé dat tat cd cdc may tinh c6 van dé
du6i su kiém soat cia ching va bat dau gay toi
4c. Bon ching tung ra da thi tir virus, trojan dén
spam va thu phishing. Nhitng loai virus méi nhat
c6 thé quét mot vong cdc may tinh dé xam nhap
nh4t, sau d6 truyén ba virus sang cdc mdy chi
khéac qua duong Internet. Do do, cac chuyén gia
an ninh mang cho riang, toi pham Internet dang
phat trién hdn mot hé théng riéng.

b. Cdc kiéu lua ddo

(1) Mot dang toi pham pho bién khéc cia céc
ké lira dao la thiét 1ap cac website trong hoan
toan gidong v6i mot ngdn hang truc tuyén hoic
mot trang web binh thuong cé nhing dich vu
truc tuyén. Ching gii email dén cdc khach hang,
du ho ding ky va cung cap thong tin tai khodn.
Nhitng website nay chi ton tai trong vai tuan, thu
thap da thong tin, khach hang, réi dot nhién bién
mat. Trong modt sé truong hgp khac, chung loi
dung su bao mat khong tot cia mot s6 trang web
va cai dit cdc ma dé khi nguvi st dung nhap céc
user name va mat kh4u thi cac thong tin nay dugc
chuyén dén ching. Tham chi ching con cai dat dé
khi truy cap vao trang web nay thi dugc tu dong
chuyén dén trang web khéac véi muc dich xau.
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(2) St dung con ngua thanh Toroa (Trojan
horse). Thong qua trojan, bon hacker tiép cin
dén mang lu6i may tinh dé danh cdp truc tiép
cac thong tin tai khodan. Trojan 1a mot phuong
tién dé toi pham Internet thiét l1ap phin mém
keylogging (ghi nhian nhiing thao tac trén ban
phim nhim muc dich danh cip mat kh4u cta ban
va gui cho chi nhan cia n6). Mot nghién cdu thuc
hién gan day da phat hién ra hang ngan chuong
trinh keylogging dang van hanh, véi hang tram
ngan mdy tinh bi nhiém. Nhiing chuong trinh dé
thuong 4n dang sau cac bic email phishing hoac
cac ing dung gian diép, c6 kha ning tranh né
cdc phan mém chéng virus va buc tuong lia.

(3) Gtii cac thu dién ti gida mao va ¢6 nguy
trang d& ngudi nhan nham ring thu hop 1é, dugc
gti di tU cdc ngan hang, cong ty thé tin dung
hoéc cac hang ban 1é. Puong link trong nhing
bic thu nay thuong dua nguoi nhan t6i nhiing
website gid mao. Tai d6, nan nhin sé dugc yéu
cau khai bdo thong tin c4 nhan dé nang cap tai
khoan. Nhiing dir liéu nhu s6 tai khodn va thé
tin dung ma ngudi nhe da dé 16 qua con duong
nay sé dugc toi pham st dung dé an cép tién cta
khé chd.

(4) Ké lua dao gui thu véi ndoi dung lua dao
dai loai nhu:

“Ban d4 mua mot san ph4m cia mot clia hang
truc tuyén X, Y nao d6 va dugc trung thudng hay
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khuyén mai sdn ph4m ho#c mot s6 tién cu thé
laX, Y.

“Ban la khach hang tht mot triéu truy cap
website cia ching t6i va ban duoc qua tiang...”.

HAu hét c4c dang email lita ddo nay déu yéu
cdu ngudi nhan gli dén dia chi, thudng 1a tai
khodn nha bing qudc t& mot so tién dé lam thi
tuc. Va tu d6, nguoi dung ca tin, khong tinh tdo,
nén dé roi vao nhitng bay nay.

Ké x4u con lgi dung cdc tén mién mién phi,
tao ra cdc website c6 dia chi gan giong nhu
website clia nha cung cdp dich vu game online,
hodc ngan hang... gii dén nguvi dung mot email
néi rang mat kh&u email, hodc tai khodn games
cia ban c6 do bdo mat thap. Yéu cau ban thay
d6i bang cdch nhap lai cac thong tin mat khau,
cau héi bi mat... Kiéu lira ddo nay kh4 tinh vi
va phic tap, c6 thé cuép email, account, items
games, tham chi chiém quyén quan 1y tén mién,
hosting hay tai khodn ngan hang...

(5) Nhiing ké lira ddo con dua ra cdc tinh
hudng dé lia ddo nhitng nguvi nhe da nhu:

+ Ca do trén mang: Ban thing mot gidi x6 so
4o trén mang, nhung dé nhan gidi, ban phai tra
truéc mot khoan chi phi.

+ Tai khoan khong c6 nguoi thira ké&: Mot
nguoi ngoai quoc c6 tai khoan tai mot ngdn hang
& chau Phi hay chau A chét ma khong ¢6 ngudi
thira k&. Nan nhan dugc yéu ciu tham gia vé6i vai
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tro ba con gid, nhung truéc hét phii trd nhiing
khodn phi héi 1.

+ Doanh nhan bi 4m sat: Ké lira ddo niap dudi
béng mot cong ty bao hiém, sau khi mot doanh
nhan bi am sat, sé tim cach gidi ngdn mot tai
san kéch xti cho nguoi thita ké. Ban duge hita hen
mot phan cda tai sdn néu cung tham gia phi vu,
nhung phai trda mot khoan phi.

(6) Chiing mao nhan 1la mot t§ chic quyén
tién déng gép tir thién nhu thién tai, hodc mot ca
phau thuat cdn nhiéu kinh phi cho mot ca nhan
khé khin nao d6 va yéu cau gui tién hd tro.

(7) Nhiéu nguoi thuong xuyén tham gia céc
dién dan trén mang va c6 cong béo hom thu
Yahoo! sau d6 da bi ké xau lgi dung céc nick gan
giong dé lua ddo ban be ho qua chat. Phuong
phédp nay kha don gidn va nhanh chéng, mot nick
4o tuong tu véi nick that dé gid mao kiéu nhu
“phamnhatminh26” thanh “phannhatminh26”..
Né&u khong tinh y rat khé nhan ra.

(8) Ching st dung tén mién gin gidong vdi
tén mién cta cong ty that dé du ngudi st dung
vao website gid clia minh, sau d6 cudbm sach
thong tin cda nhan cta ho. Tham chi ching con
rao ban cédc tén mién gan giéng véi cdc tén mién
c6 thuong hiéu 16n dé lia ddo nhitng nguvi khong
than trong va ca tin.

(9) Ching c6 thé giii email dén nhiing nguoi
tiing tham gia ddu gid mot mit hang nao d6 tai
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mot trang web ddu gid truc tuyén (nhu eBay
ching han). Thu dién t& mao danh nay c6 thé
tuyén bd rang nan nhan da thing trong cudc dau
gid va dé nghi ho cung c4p cac thong tin c4 nhan
chi tiét dé hoan tat thuong vu. Mot dang tan
cong khac 1a khai thac trén mang dé tim hiéu cac
mdi quan hé c4 nhan, sau d6 dung ho tén trong
d6 dé tao nén cac email nguy tao, lam nan nhan
tuéng rang d6 1a thu ctia ban beé hoac than nhan.
Kiéu tan cong thd ba c6 thé nguy tao mot truc
triac trong viéc truy cdp mang cia ngudi dung,
sau d6 gtii email dén cho ho, 14y danh nghia mot
cong ty dich vu dé nghi khic phuc.

(10) Ngoai nhitng kié€u lita ddo gay thiét hai
vé kinh t€&, uy tin cla mot cong ty, mot kiéu lira
ddo mang tinh chit rong 16n hon va ciing gay
nhiéu hau qua nghiém trong, d6 1a lira ddo vé
tinh cdm va quan hé. Hién nay c6 vo so céc trang
web khong c6 dia chi, khong c6 nguoi chiu trach
nhiém c6 cdc chuyén muc vé lam quen, tu van
tinh cdm, gidi thiéu viéc lam.. va nhitng ké x4au
da loi dung ching dé lua ddo khong it ngudi st
dung mang, bién ho thanh nhiing tro dua tai hai.

Khong chi gigi han véi nhitng tro bip trén,
nhilng ké lira ddo trén mang viét ra ngay cang
nhiéu kich ban méi, tinh vi hon nhiam danh vao
long tham: tham tinh, tham tién, tham danh cta
cong dong nhiing ngudi dung mang.
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c. Nhitng khé khdan trong viéc phdt hién cdc
tro lua ddo trén mang

Lan theo d4u vét loai tdi pham nay rat khé,
béi né thuong vuot ra khéi bién gidi mot qudc
gia, do dé ciing vugt khéi tam thuc thi phap luat
ciia modt nudc, trong khi luat 6 mdi nuée lai khac
nhau. Bon t§i pham da tan dung triét dé khé
khan nay.

Thong thudng, nhan vién cta cac t6 chdc toi
pham truc tuyén khong hé biét minh dang nhing
tay vao viéc phi phap. Vo tinh, nhiitng nguti nay,
c6 thé 1a nhiing chuyén gia c6 trinh do cao, da
cong téac v6i ké xau. Ho dugc cac 6ng trum tuyén
dung thong qua cac trang web viéc lam. Pay la
mot bién phép tuyén dung rat dic trung va phd
bién cta cac t§ chic téi pham. Bit dau vao vu
an lua ddo, cdc 6ng trum sé chuyén thong tin tai
khodn bi mat cidp d&én nhan vién, nhilng ngudi
ngay tho nghi ring ho dang hop tac véi cdc ngan
hang. Nhan vién dugc huéng dan cu thé d& hoan
thanh cac giao dich ngdn hang khac nhau trén
mang va khong nghi rang, minh dang lam nhiing
viéc bat hop phép.

Cac nha thuc thi phap luat khong phai lic
nao ciing lan theo dugc d4u vét ctia nhitng vu lira
ddo dé tém c6 dugc tdi pham dich thuc. Ngay ca
khi c6 nguoi bi phat hién, thi ho cling khong biét
chinh xéc ké dau sé la ai, bdi ching thuong lién
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lac véi ho thong qua thé dién thoai &n cép hoic
qua dia chi email.

Céc chuyén gia bdo mat ciing rdt khé khan
trong viéc ngédn chan ching, vi nhilng ké hacker,
rat c6 thé lai cling 12 céc chuyén gia c6 trinh
do cao, va ludn tadn dung nhiing ké hé, ci vé
luat phap va cong nghé, d& thuc hién nhiing y
dod den t6i ctia ching. Theo cac chuyén gia vé béo
mat thi: “Hdu hét cdc phuong phdp lia ddo truc
tuyén, ké xdu chi dua vao mét xdc sudt rat nhé su
nhe da, hodc hdam loi ctia nguoi dung dé thanh
coéng”. Cach tot nhat chinh 1a y thic cia ngudi su

dung mang.

2. Cdc bién phdp tranh bi lwa ddo
trén mang

Ngoai viéc thuc hién cai dat bao méat cho
Windows, bdo vé trinh duyét Internet, bao vé
trinh duyét email dugc cai trong hé thong va
cai dit cac chuong trinh chong virus, spyware sé
dugc chiung t6i gidi thiéu & cdc chuong sau, cac
ban can chi ¥ thém cac van dé sau:

a. Thdn trong khi doc email

+ Khéng mé mot bice thu khi nghi ngo 1a thu
rac. Trong trudng hop can thiét, chi mé & mdc do
han ché.

+ Diing tra 16i mot bic thu bang cdch nhan
nit Reply khi chua that an tAm vé dia chi noi gti.
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+ Khong nén nhan chudt vao cdc duong lién
két trong cac email la. Piéu nay dic biét quan
trong doi véi cac email c6 vé dén tir mot td chic
tai chinh.

+ Doc email ngoai tuyén (ngiat két noi
Internet). Piéu nay ngian chin viéc tai vé may
tinh nhiing ndi dung néu vo tinh nhan vao mot
moi lién két.

b. Truy cdp Internet thdn trong

Khong truy cap vao cdc trang web la, nhat 1a
cdc trang web c6 noi dung vé co bac, phim édnh
bat hop phap. Trong céac trang web c6 do an toan
cao, ciing nén than trong khi nhan chudt vao cac
moi lién két, nhat 1a trén cdc clia s6 quang cio.
Van dé nay ching toi sé gidi thiéu day di hon &
Chuong VII: Truy cdp web an toan.

c. Cai dgt thanh céng cu chéng “phishing”

Mot s6 cong ty cung cdp cac thanh cong cu
phin mém mién phi c6 thé thém vao trinh duyét
Internet nhim bdo vé ban tranh khéi truy cap
vao nhiing trang web ltra bip.

* http://toolbar.netcraft.com

bo6i véi Internet Explorer va Firefox tdi
mién phi

e http://www.trustwatch.com

e http://www.cloudmark.com

Chi d6i véi Internet Explorer tdi mién phi.
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3. Mang khong day

a. Gidéi thiéu chung

Trong nhiing nidm gan day, gi6i cong nghé
thong tin da ching kién su bung nd cla nén
cong nghiép mang khong day. Kha néng lién lac
khong day da gan nhu tat yéu trong cic thiét bi
cam tay, mdy tinh xach tay, dién thoai di dong
va céc thiét bi s6 khéc. Véi cac tinh ning uu viét
vé vung phuc vu két noi linh dong, kha ning
trién khai nhanh chéng, gia thanh ngay cang
giam, mang khong diay da tré thanh mot trong
nhitng gidi phdp canh tranh c6 thé thay thé&
mang Ethernet LAN truyén thong. Tuy nhién, su
tién 1gi cia mang khong day cing dit ra mot tha
théch 16n vé van dé bdo mat trén dudng truyén.

Trong khudon khé ctia cudn sich nay, nham
muc dich cho cac cd nhan st dung Internet an
toan tai co quan ho#c gia dinh, nhat 1a cac gia
dinh c¢6 con em con nhd c6 nhu cau truy cap
Internet, ching t6i khong di sdu vao méat cong
nghé cia mang khong diy ma chi giéi thiéu
nhitng nguy co tiém &n va mot s6 van dé can
quan tam khi s dung.

b. Cdc khdi niém co bdn vé mang khong day

Mang khong day rat gon nhe, don gian va dé
14p dat. D& thiét 1ap mot mang khong day, chi
yéu c6 hai thiét bi sau:
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* Access point (AP) c6 vai tro tuong tu nhu
Hub hay Switch trong mang LAN c6 day. Diém
truy cap nay cé thé hd trg tir 15-250 users trong
khoang cach 20-500m, tuy thudc vao cong nghé
va moi truong.

* Wireless card dong vai tro nhu mot bo thu
phét tin hiéu gitp cédc thiét bi s trao déi dir lidu
v6i nhau hoéc truy cap Internet trong ban kinh
khoang 100m (néu ¢ trong nha) va khoang 300m
(néu & ngoai troi) tuy theo loai. Loi diém 16n
nh4t ciia wireless card chinh 1a viéc gitp nguoi
dung loai bd cdc sgi cdp ling nhing bat tién,
nguoi dung c¢6 thé mang may tinh dén bat ct dau
c6 “phu séng” dé€ két noi Internet ma khong can
cap cliing nhu cac khai bao phtc tap.

c. Két néi khong day dung Wi-Fi

C6 hai loai mang khong diy co ban:

Kiéu Ad-hoc: Hai hay nhiéu mdy tinh lién
két truc ti€p v6i nhau thong qua cdc thiét bi card
mang khong day ma khong dung dén cac thiét bi
dinh tuyén (Wireless Router) hay thu phat khong
day (Wireless Access Point).

Kiéu Infrastructure: Cac mdy tinh trong hé
thong mang st dung mot hoic nhiéu thiét bi
dinh tuyén hay thiét bi thu phat dé& thuc hién cac
hoat dong trao d6i dif liéu véi nhau va céac hoat
dong khac.
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d. Nhiing nguy co tiém én

Cong nghé Wi-Fi st dung séng radio tam
ngan, cho phép phat séng ra xung quanh ban
kinh 1én t6i ca tram mét, dé dang xuyén qua
mot s6 vat cdn. Dit liéu khong day duge truyén
trong khong khi nén tin tic dé& ph4t hién hon
la dir liéu tai trén day cap. Nhiing ké xAm nhép
mang Ethernet sé ton rat nhiéu cong sic dé dot
nhip vao mang nay hodc phai truy cdp vao cap
Ethernet von da bi khéa ma. Tuy nhién, dé tham
nhap mang khong day, tin tic chi cAn ndm trong
tam phu séng ctia Wi-Fi, ching c¢6 thé ung dung
do tim va truy cap vao mang dé hon nhiéu so véi
mang théong thuong.

Nhitng ké x4m nh4p thuong la ca ¢ nhiing
khu cong nghiép, nhitng khu ¢6 nhiéu vén phong
dang hoat dong va v6i mot may tinh xdch tay
c6 card mang Wi-Fi, ching dua trén tén caa cdc
access point, c6 thé dé dang xdc dinh chi nhan
cia cdc diém truy cap vi c¢6 nhiéu truong hop
tén nay dugc dat theo tén doanh nghiép dang
st dung.

Ngay ca d6i v6i cac chuyén vién tin hoc, bao
vé an ninh cho mang khong day luén la van
dé can quan tdm thudong xuyén. Ngudi st dung
binh thudng, nhat 1a trong cac gia dinh, lai cang
dang ngai hon vi it ai d€ y cdc 16 héng chét

nguoi nay.
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Ngoai viéc dung mién phi Internet, tir clia
ngd access point, ching con di ngugc tré vao
mang ndi bo (LAN) chia cac don vi nay, 14y di cac
thong tin trong mang, thidm chi con tha virus,
trojan, spyware dé c6 thé thay d6i cac thong so
mang, lam té liét hé thong mang.

Mic du cdc thong bao vé bdo mat luon dugc
khuyén céo, ciing it ngudi dung tai gia dinh va
doanh nghiép nhé quan tdAm ding muic dén viéc
bdo vé mang khong day. Nguyén nhan chi yéu
l1a do nguvi sit dung ngai dung dén céc thiét lap
thong s6 ky thuat riac ro6i nén chi can lap thiét
bi Wi-Fi va cho mdy tinh két ndi Internet 1a xem
nhu dugec.

Nguy hiém hon nita, khi phat hién mat di
liéu, ngudi bi mat cdp di liéu khong thé biét
minh dang ¢ dau vi mot access point néu dugc
dat ¢ vi tri thuan lgi c6 thé phat séng di xa ca
tram meét.

Céc chuyén gia tin hoc ting cdnh bdo nhiéu
vé nguy hiém tiém 4n tir Wi-Fi d6i v6i ngudi si
dung may tinh. Ké xau c6 thé lgi dung nhiing so
hé chia nguvi st dung dé lam chuyén phi phép,
trom cdp thong tin cd nhan hay ph4 hoai trén
mang Internet kiéu “ném da gidu tay”.

Khoa hoc ky thuat khong ngiing phét trién,
nhiéu thiét bi tin hoc Gng dung cudc song dén
v6i ngudi st dung may tinh don thuan ngay cang
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phd bién do gia thanh ré so véi nhiéu nam truée.
Thé nhung st dung ching nhu thé nao an toan
nhat ciing nhu tranh rdi ro khong can thiét thi
lai hoan toan can su hiéu biét vé bao mat tin hoc.

Khi st dung cdc loai thiét bi cong nghé cao
khong day néi chung, diing ngan ngai xin 191 tu
van hay gitp d& tif cac chuyén gia, nhan vién ban
hang hay ngudi am hiéu vé linh vuc néi trén dé
c6 dugc gidi phap bao mat an toan, tranh rui ro
c6 thé x4y ra.

e. Nhitng vdn dé can quan tdm khi st dung
bdo mdt mang khong ddy

(1) Ma héa: T4t ca cac thiét bi Wi-Fi déu hd
trg cong nghé ma héa WEP (Wired Equivalent
Privacy). WEP sé quan 1y tat ca dit liéu trén mang
khong day nén cac thiét bi do séng sé& khong
thé bat dugc tin hiéu. Khi cai dat WEP, ban nén
nhap mat kh4u cho cdc cidu hinh cla ting thiét
bi trén mang. Nhitng thiét bi nay s& st dung mat
kh&u dé tao ra khéa WEP - dugc dung dé ma héa
va gidi ma dif liéu truyén trén mang.

(2) Dung phan mém firewall trén ting thiét
bi trong mang.

(3) Dung phan mém chuyén dung dé kiém tra
c4c 16 héng an ninh trong mang Wi-Fi.

(4) Dung phan mém chuyén dung dé theo doi

cac vu xdm nhap.
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(5) Thay d6i password sau khi cho phép mot
may tinh mdéi truy nhip vao mang.

(6) VO hiéu héa tu dong dang nhap: Pung
thiét 1ap ché& d¢ tu dong didng nhap vao vung
Wi-Fi gan nhAit.

(7) Luét web c6 chon loc.
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Phan Il

Bao mat khi truy cap Internet va
sif dung thy dién tu
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Chuong VI

NHUNG CAI DAT CAN THIET
PE TANG TINH BAO MAT
KHI TRUY CAP INTERNET

1. Cap nhat cac phién ban Windows va
Office méi

a. Tai sao phdi cdp nhdt moi

Mbi mot phién ban Windows hoéc Office mgi
ra doi déu tiém 4n nhiing 16i, dac biét 1a cac 16i
bdo méat. Nhitng ké tin tic luén tim hiéu va tan
dung triét dé€ cac 16i nay dé xam nhap trai phép
vao hé thong may tinh st dung cac ting dung nay
v6i muc dich x4u.

D€ tranh nhitng tén that cho nguoi st dung,
hiang Microsoft thudng xuyén tim hi€u va tiép
thu nhitng y kién déng gép va doi ngii chuyén gia
cia hang luon tim cach khic phuc nhiing thiéu
s6t d6. Cac bdn sta 161 cia Windows va Office
cling nhu cidc phan mém tng dung khéc ludn duge
trién khai nhat 12 b6 sung thém cac chuong trinh
tuong ltra. Vi vay, ngudi st dung cdc phan mém
nay nén thuong xuyén cdp nhit cdc phién ban
mdi ma minh cai dit trén may tinh, dac biét la
Windows va Office.
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b. Cdp nhdt Windows

Dé cap nhat phién ban Windows méi, tién
hanh cac buéc nhu sau:

e K&t noi vao Internet

* Trong khung Address nhap dia chi:

http://Windowsupdate.microsoft.com

Tuy theo phién ban cia Windows, hay chon
nat Express: get hight-priority Update hay nuit
Express Install: Hight-priority Updates for your
computer.

Windows Update Website sé quét may tinh cta
ban dé xac dinh cidc manh v4 bdo mat bi bo sét.

Microsoft.cor Home | Site Map

Search Microsoft.com for:

e
i Windows

Windows Update

Windows Family | Windows Marketplace | Office Family | Microsoft Update

’ Windows Update Home ‘

Checking for the latest updates for your

Options computer...

Review your update history [

Change settings
FAQ)

Trong mot s6 truong hop, Windows c6 thé
yéu cau khéi dong lai may tinh.

c. Cdp nhdt Office

Giong nhu Windows, phan mém Microsoft
Office nhu Word, Excel, PowerPoint phai dugc
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thuong xuyén cap nhat véi cdc ban stra 16i gan
nh4t. Cho du ban Office ctia ban méi hay cii, ban
cling nén cap nhat thudng xuyén moi thang mot
lan dé nhan dugc su hd tro tot nhat vé bdo mat
cua nha san xudt. C4c buéc tién hanh nhu sau:

e K&t noi Internet

* Trong khung Address nhép dia chi:

http://office.microsoft.com

Khi nay trang web cap nhat Office xuit
hién. Nhan chudt vao nit Check for free updates
(thudng ndm & géc trén bén phai cia trang web).

\ 4 Check for

L free updates

Office downloads

Trang web Office Update sé quét may tinh
dé xac dinh nhitng bd sung bdo mat dang bd sét.

Nhin chudt vao muc Office Update thuong
nim & bén trai cia trang web.

Updates
Micosoft Update
Micosoft Update
(Vista)

Office Update

2. T6i vu héa kha ning bio mat cia
Windows

a. Gidi thiéu chung

La mot hé diéu hanh dugc ua chuéng nhat
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hién nay nén khéng c6 gi ngac nhién khi
Windows XP dang bi bién thanh mot méi trudng
thi tho tai ning cha nhitng ké tin tic trén thé
gi6i. Va vi vay, mdi khi ban nhan dugc cac thong
bao nao dé cia Windows trén tivi hoédc bao chi
thi cling 1a ldc ban phdi cing c6 lai hé thong may
tinh cia minh.

Dé hé thong Windows ngay cang 6n dinh va
an toan hon, ndm 2003 Microsoft phat hanh ban
stia 16i Service Pack 1 tap trung khic phuc moi
so hé trong cdc phdn mém tién ich di kem trong
Windows. Ban Service Pack 2 phat hanh vao cudi
nadm 2004 tap trung ndng cao mic do an toan va
on dinh cho Windows khi ké&t néi vao Internet
thong qua mot sd cdi tién, b sung nhu: nang
cdp phan mém tudng lia c6 sdn trong Windows;
b6 sung chiic nang kiém sodt ctia s pop-up cho
trinh duyét Internet Explorer; tdp trung cac giao
dién kiém soat ch& do an toan hé thong vao mot
clia s6 duy nhat c6 tén la Security Center trong
Control Panel. Nhitng tinh ning mdéi nay sé rat
c6 tac dung dé nguovi st dung yén tAm hon trong
moi trudng Internet.

b. Cai dat buc tuong lia

D€ cai dit bdc tudng lia, cac ban tién hanh
cac budc nhu sau:

* Vao bang chon Start khi nay mot bang chon
xuat hién. Chon muc Control Panel. Khi nay hop
thoai Control Panel xuat hién.
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\

e Security
* Nhan biéu tuong Center .

Hop thoai Windows Sercurity xudt hién nhu

hinh sau:

T} Windows Security Center !EB
@ Security Center

Help protect your PC

@j Reoirces A Security essentials
P Seaurity Center helps you manage your Windows seaurity settings. To help protect your
aomputer, make sure the three security essentials are marked ON, If the settings are not
* Get the latest sequrity and virus follow the recommendations. To return to the Security Center later, open Confrol Panel.
information from Migasaft ihat's new in Windows to help protect my computer?

* Chedk for the latest updates from

Windows Update @ Firewall 0 ON

* Get support for seaurity-related
issues

@ Automatic Updates G ON

* Gethelp about Seaurity Center

" Change the vy Seaurty Center #) Virus Protection © NOT FOUND  _|

‘Windows did not find antivirus software on this computer. Antivirus software helps
protect your computer against viruses and other seaurity threats, Click Recommendatic
for suggested actions you Gn take. How does antivirus softwere help protect my
computer?

MNote: Windows does not detect all antivirus programs.

Chic nang Security Center (¢ hinh trén) thuc
chat 1a ra soat trang thai hoat dong clia céc tién
ich bao vé hé thong thong qua Security Center
cia Windows XP, 1a mot giao dién tap trung dé
quan 1y, theo déi va cAu hinh hoat dong tat ca
cdc phan mém bdo vé hé thong Windows XP
nhu tuong lda (Windows Firewall hay Internet
Connection Firewall), cdp nhat Windows tu
dong (Automatic Updates) va ciu hinh két néi
Internet. Ngoai ra, Security Center ciing ra soat
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xem hé thong da dugc cai di4t phan mém chéng
virus may tinh nao khong, tinh trang hoat dong
hién thoi ra sao.

Khi mot chic nang bdo vé hé thong nao do6
bi vo hiéu héa hay mot vai chic nadng nao dé bi
tdt thi mau sic ctia biéu tuong Security Center
sé thay d6i cung v6i dong cdnh bdo bing vin
ban hién thi ¢ khay System cia thanh Taskbar.
Nhung ngay cd khi biéu tugng hién mau xanh
(an toan) thi ciing chua chic hé thong da dugc
bao vé an toan, ngugce lai, khi hién mau dé cing
khong phdi la hé théng dang trong tinh trang
nguy hiém vi c6 thé do Security Center khong
nhan dién duge cdc phaAn mém bdo vé khac da
dugc cai dat trong may tinh. Lam thé nao dé loai
bé biéu tuong ric roi nay?

Firewall khi dugc 4p dung cho tat ca két noi
Internet s& rat tot néu ban khong dung trinh
firewall nao khac. Va néu ban c6 cai trinh chéng
virus ma Microsoft nhan dién dugc, ban sé thay
den xanh ¢ vung bdo vé virus.

c. Tinh chinh tuong lia

Phan mém tudng ltia c6 sin trong Windows XP
c6 tac dung ngéan chan cac loai virus may tinh tu
bén ngoai tim cdch xAm nh4p vao hé thong may
tinh cia ban nhung né lai khong ngéan chéin dugc
su lién lac ra bén ngoai cia cac virus da chui dugc
vao trong may tinh ctia ban. Thém vao dé, phan
mém nay ciing khong c6 khd ning ngin chin
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cac virus may tinh xdm nhéap tu trinh duyét web,
thu dién td, chat... Vi vay nén dung cdc phan
mém tudng liia c6 day di céc chiic ning can thiét
dugc cung cap bdi cac nha san xuat dang tin cay.
Sau khi cai d4t phan mém tuong lida, nén thuc
hién tha tuc vo hiéu héa chic nang tuong lia cta
Windows nhu sau:

e Trong ctta s6 Security Center, nhan chudt
vao nut 4EZ) Windows Firewall . Khi nay hop thoai
Windows Firewall xuat hién nhu hinh sau:

% Windows Firewall X

General I Exceptions | Advanced |

Windows Firewall is helping to protect your PC

‘Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network.

" On (recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.
r 't alle

Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ * Off (not recommended)

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulherable to viruses and intruders.

What else should | know about Windows Firewall?

oK | Cancel |

e Danh diu chon tai muc Off (not
recommended), cudi cung nhan nat .
Trong mot s6 truong hop, chiic ning Security

Center cia Windows ciing c6 thé khong nhan
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dién dugc phan mém chong virus dang st dung
va dua ra nhitng cdnh bdo tuong tu. P& loai bé
thong bdo nay tién hanh nhu sau:

Mé hop thoai Security Center, nhan nut
trong vung Antivirus Protection.
Khi nay hop thoai Recommendation xuit hién
nhu hinh sau:

‘} Windows Security Center

% Recommendation

@‘ Security Center

Antivirus software helps protect your computer against viruses and
other seaurity threats,

Recommendation

= Get another antivirus program, How?

IV 1have an antivirus program that I'll monitor myself.
Nate: Windows won't monitor your virus protection status and
won't send you alerts if it is off or out of date.

How does antivirus software hel
protect my computer? I OK I Cancel

bo6i khi Windows khong nhéan dién dugc cac
phan mém tudng ltra clia hang thd ba cai dit
trong hé thong nén sé hién cdnh bdo vé an toan
hé thong & vung khay hé thong cia Taskbar.

Céac buéc tién hanh loai bé thong bdo trén
tién hanh nhu sau:
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- M6 hop thoai Security Center, nhan nut
[Recommencations.. |. Khi nay hop thoai Recommendation
xuét hién.

- DPanh ddu chon I have an antivirus
program that I'll monitor myself nhu hinh sau.

- Nhan nat .

'} Windows Security Center

% Recommendation n

@' Security Center

Antivirus software helps protect your computer against viruses and
other seaurity threats,

Recommendation

* Get another antivirus program, How?

[V 1have an antivirus program that I'll monitor myself.
Note: Windows won't monitor your virus protection status and
won't send you alerts if it is off or out of date.

How does antivirus software help I
protect my computer? i el |

d. Stz dung chiic nang Automatic Updates ctia
Windows

Tinh ning Automatic Updates sé tdi vé tu
website ctia Microsoft va cai ddt cdc bao méat
quan trong mdi khi ban ké&t néi Internet. Tinh
ndng nay dugc kich hoat mac dinh, tri khi hay
bé ché& do nay.

DPé st dung chiic ning Automatic Updates ciia
Windows, tién hanh cac budc nhu sau:
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- Nhan nat Start cia Windows, chon
Setting, chon muc Control Panel. Khi nay hop
thoai Control Panel xuat hién.

- Chon muc S¥stem | Khi nay hop thoai System
Properties xuat hién.

- Chon muc Automatic Updates. Hop thoai
System Properties ¢6 dang nhu sau:

System Properties E E

General I Computer Name l Hardware I Advanced I
System Restore Automatic Updates I Remote ]

@ Help protect your PC

‘Windows can regularly check for important updates and install them for pou.
[Turning on Automatic Updates may automatically update Windows Update
software first, before any other updates.)

How does Automatic Updates work?

¢ Automatic (recommended)

Automatically download recommended updates for my computer
and install them:

IEvequay ﬂ at IDB:DD ﬂ

" Download updates for me, but let me choose when to install them.

" Notify me but don't automatically download or install them.

" Tum off Automatic Updates.

Your computer will be more vulnerable unless you install updates
regularly.

Install updates from the Windows Update Web site.

0K | Cancel | |

It ¢6 ngudi nao mao hiém dé mdy tinh cua
minh hoan toan tu do: tu do k&t noi vao Internet,
tu dong tai vé phan mém, tu dong cai dit phan
mém.... vi lam nhu vay vo6 hinh trung da dé cho
cdc phan mém virus, gidn diép thuong tra trong
may tinh lgi dung. Tuy nhién, thong ké gan day
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cho thay tha doan hoat dgng ctia virus may tinh
da thay d6i, da sd virus xdAm nhap vao may tinh
va lién lac véi bén ngoai thong qua cac 16 hong
bao mat cia Windows hay trinh duyét. Vi vay
viéc cap nhat kip thoi cac phién ban stia 16i cho
Windows va trinh duyét 1a viéc lam thiét thuc.
Hién nay da s6 cdc chuong trinh chéng virus may
tinh déu c6 st dung tinh ning nay va nhiéu ngudi
st dung cing da khai thac tinh nang Automatic
Updates cia Windows dé may tinh ctia minh dugc
cap nhat kip thoi.

Tuy nhién, ché d0 hoat dong mic dinh cia
Automatic Updates chua that su t8i uu, vi du nhu
Automatic Updates tu dong lam viéc vao lac 3 gio
sang dé cap nhat cdc phiAn mém méi nhung hiém
khi may tinh dugc bat vao gio nay. Hodc c6 thé
ban mudén tu minh ra soat lai tadt cd va quyét
dinh cai nao cin cap nhat, cdi nao khong...

Tht tuc tinh chinh ché do hoat dong cta
Automatic Updates tién hanh nhu sau:

* Trong hop thoai System Properties chon
khung Automatic Updates

* Nhan chon nhian Automatic (recommended)
réi chon thoi gian mdy tinh cé thé tién hanh
c4dp nhat.

e Nhan nuat * Download updates for me, but let me choose when to install them.
dé kiém so4t nhitng gi may tinh tdi vé va cai dat

b6 sung.
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* Néu két noi Internet c6 toc dd cham khong thich
hop dé tai vé cac tap tin c6 dung luong 16n thi nén
chQn nat ¢ Notify me but don't automatically download or install them |
mady tinh sé thong bdo c6 ban cdp nhat mdi phat

hanh dé ban tu tai vé va cap nhat vao may tinh.

* Nhan nut khi da chon xong.

3. Tao va kiém tra bidc tuong Iia, phan
cing, phan mém

a. Bic tuong lia phdn cing

Pa sb cédc thiét bi phan cing (nhu modem
ADSL dé néi mang Internet toc do cao) khi dugc
cung cap déu di kem véi mat khau ngdm dinh la:
“admin”. Ban nén cai dat lai mat kh4u mé6i dé
ngan chan viéc truy cap trai phép vao may tinh
cing nhu st dung thiét bi phan cing vao muc
dich x4u.

Thuong xuyén cap nhat phan mém diéu khién
cho cac thiét bi phan ciing dé dugc hd trg cac tinh
nang bao mat da dugc hiéu chinh tranh dugc cac
16i vé bdo mat ctia cdc phan mém cii. D& tai dugc
cac phAn mém méi, can truy cap vao website clia
nha sidn xudt va tim kiém lién két thuong nim
trong muc Support cia website do.

b. Bic tuong liia phdn mém

Kiém soat duge quéd trinh phat sinh clia s6
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pop-up trong khi duyét web 1a mot tinh nang can
thiét va kha hiéu qua dé€ ngin chin viéc cai 1én
chuong trinh bat hgp phap hay stta d6i cAu hinh
hé théng nham &n cip thong tin. Trong khi nhiéu
trinh duyét web khac da c6 tinh nédng nay tiu 1au
thi cho dén nay trinh duyét IE ctia Microsoft lai
khong cé.

Cac tién ich bdo vé hé thong hitu dung
Windows XP sé& an toan va 6n dinh hon sau khi
cai dat phién ban Service Pack 2, tuy nhién cac
phan mém bao vé hé théng mién phi sau sé gitp
may tinh an toan hon niia.

ZoneAlarm 5: Phan mém tudong lia cé sin
trong Windows XP ¢6 nhugc diém 1a khong kiém
soat dugc su chuyén thong tin di ra ti hé thong
may tinh, do vay khong di manh dé bdo vé thong
tin c4 nhén. Zone Alarm cua hiang Zone Labs c6
kha ning bdo vé an toan hon. Phién ban mién
phi clia sdn phdm nay chi thi€u mét vai chic
ning bdo mat, con chic ning tudng lia thi day
dd nhu phién ban c6 tra tién.

Spybot Search & Destroy 1.3: Phan mém nay
ngan chin cdc chuong trinh gidn diép, quang cdo
xam nhap hé thong rat hiéu qua. Phién bdn méi
nh&t c6 nhiéu cai tién, stta d6i quan trong cho cac
chiic ning nhu: Phat hién phan mém gian diép
theo thoi gian thuc, kiém so4t chiic ning tu dong
cai dat cda trinh duyét IE, ngén chin phin mém
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gian diép thay déi cAu hinh ctia Windows... Ban
cap nhat SP2 cho Windows XP da b6 sung tinh
nang nay cho IE va kich hoat né méc dinh. Vi
vay, néu nhu sau khi cai dit ban SP2 ban thay
hoat dong cta trinh duyét IE khong giong nhu
trude, nhat 1a khi duyét cac dia chi web st dung
k¥ thuat pop-up dé thu thap thong tin tir ngudi
st dung, thi nén khai bdo lai d€ IE khong ngén
chan pop-up déi véi cdc dia chi nay.

Dé kiém tra xem chic ning khéa clta s6
pop-up c6 hoat dong khong, tai trinh duyét
Internet Explore tién hanh nhu sau:

* Vao bang chon Tools, chon muc Pop-up
Blocker. Khi nay mot bang chon phu xuit hién
nhu hinh sau:

Turn Off Pop-up Blocker
Pop-up Blocker Settings...

* Chon muc Turn Off Pop-up Blocker.

Néu trinh duyét web hoat dong binh thudng
thi tién hanh thd tuc khai bao dé IE khong chin
clia sd pop-up doi véi dia chi web bang céch tién
hanh nhu sau:

Tién hanh cdc thao tdc nhu trén va trong hop
thoai phu xuit hién, chon muc Pop-up Blocker
Settings, khi nay mot hop thoai xuat hién nhu

hinh sau:
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Pop-up Blocker Settings u

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
Web sites by adding the site to the list below.

Address of Web site to allow:
|www.sdcvietnam.com Add

Allowed sites:

i

Motifications and Filter Level
[V Play a sound when a pop-up is blocked.
[V Shaw Infarmation Bar when a pop-up is blocked.

Filter Level:

IMedium: Block most automatic pop-ups ﬂ

Pop-up Blocker FAQ Close

* Trong khung ‘Address of website to allow’,
nhap dia chi trang web can thiét.

« Nhén nit khi da khai bdo xong.

4. Tao mic bao mat cho Internet
Explorer. Cai dit bao mat cho thu dién ta

a. Tao muc bdo mdt cho Internet Explorer

Dé tang do an toan khi st dung Internet
Explorer, nén tao mot miic bdo mat theo yéu cau
nhu sau:

* Khéi dong Internet Explorer. Chon khung
Tools.
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* Chon muc Internet Options. Khi nay hop
thoai Internet Options xuat hién.
e Chon khung Security, nhan chudt vao niat
Custom Level.. |,
Khi nay hop thoai Security Settings xuat
hién c6 dang nhu hinh sau:

Security Settings ﬂ n
Settings:
[*]] ActiveX controls and plug-ins -
ig] Automatic prompting for ActiveX controls
® Disable
Q Enable

[E'l Binary and saipt behaviors
QO Administrator approved

Q Disable
® Enable
E] Download signed ActiveX controls
Q Disable
QO Enable
® Prompt
[Q'l Download unsigned ActiveX controls =
P WL S
«| | L,_,
Reset austom settings
Resetto: |Medium ~| Reset

e Né&u ban da cai Windows XP Service Pack 2
hiay cudn xudng khi nhin thay:

1915 Downloads
@5 Automatic prompting for file downloads
O Disable

o) Enable |

* Chon nat Enable nhu hinh trén.

D& bao vé tranh khéi cdc nguy co c6 thé xay
ra, nén vo hiéu héa toan bod cac tinh nédng lién
quan dén cac kiém soat ActiveX va JavaScrip.
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b. Vo hiéu héa AutoComplete

Mot s6 trang web (vi du nhu dién dan trao
ddi chang han) yéu cau ban nhap mat khdu va cé
mot tinh nang la AutoComplete luu lai cac mat
khau nay dé ban khong phai nhap lai mdi khi
truy cap vao trang web d6. Pay 1la mo6t chiic nang
thuan lgi cho nguoi st dung. Nhung chinh tinh
ning nay la mot ké hé dé nhiing ké chuyén &n
cdp mat khiu loi dung. Béi vi néu luét qua duge
su phong tha cia mdy tinh ho sé c¢6 danh sach
cdc mat khau cia ban.

Dé vo hiéu tinh ning AutoComplete, tién
hanh céc buéc nhu sau:

* Khéi dong Internet Explorer.

* Chon khung Tools.

* Chon muc Internet Options. Khi nay hop
thoai Internet Options xuat hién.

* Chon khung Content.

intEea T 7]

General] Seculilyl Privacy Content lConnections] Proglams| Advanced[

Content Advisor

< Ratings help you control the Intemet content that can be
@K viewed on this computer.

Enable... l |

Certificates
% Use certificates to positively identify yourself, certification
@l authorities, and publishers.

Clear SSL State Certificates... | Publishers... |

Personal information

AutoComplete stores previous entries AutoComplete...
and suggests matches for you.

Microsoft Profile Assistant stores your My Profile...

personal information.

0K | Cancel | I
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e Nhan chudt vao nat  AutoComplete.. | Hop thoai
AutoComplete Settings xuat hién.
e X6a danh d4au trong céc 6 nhu hinh sau:
Use AutoComplete for

™ Web addresses
™ Forms

I” User names and passwords on forms
I

e Nhan chudt vao cdc ndt  Cefoms | va

Clear Passwords | d& x6a toan bd cdc mat khiu va

théng tin khdc ma chdc niang AutoComplete ciua
Internet Explorer luu tri.

e Nhan nut dé khang dinh.
®> Xin cdc ban luu y: Trong Internet Explorer 7,
hop thoai Internet Properties ¢6 dang nhu sau:

Internet Options [

General | Seaurity | Privacy | Content | Connections | Programs | Advanced

Content Advisor

@“ Ratings help you control the Internet content that can be
wviewed on this computer,

[ Disable... ] [ Settings ]

Certificates

Use certificates for enaypted connections and identification.
+

[ clearssistate |[ certificates ][ Publishers |

AutoComplete

= AutoComplete stores previous entries

@ o webpages and suggests matches
for you.

= Feeds provide updated content from
Y| websites that can be read in Internet

Explorer and other programs.

Chon nut [ Settings | trong vung
AutoComplete va khi nay cang thuc hién cac thao
tac nhu trong Internet Explorer 6.
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c. Khai bdo cdac Website tin cdy

Khi thiét lap ché d0 bao mat cao (high) thi
c6 thé mot so trang web khong hoat dong binh
thuong. P& tranh tinh trang nay, nén yéu cau
Internet Explorer cho phép truy cdp vao mot
s0 trang web theo khai bdo dugc hién thi binh
thuong. Cac bude tién hanh nhu sau:

* Vao trinh duyét Internet Explorer

* Vao bang chon Tools, chon muc Internet
Options. Khi nay hop thoai Internet Options
xuat hién.

* Chon khung Security.

* Chon biéu tUONG Trusted sites

* Nhédn chudt vao nidt [ Sits.. ]. Khi nay hop

thoai Trusted sites xudt hién nhu hinh sau:

Trusted sites n n
You can add and remove 'Web sites from this zone, All Web
sites in this zone will use the zone's seaurity settings.
Add this Web site to the zone:
|htl'ps Jiwww sdevietnam.com
Web sites:

IV Require server verification (https:) for all sites in this zone

OK | Cancel |

* Nhép dia chi trang web tin cay vao khung Add

this website to the zone va nhan nat [ Add |,
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® Xin cdc ban luu y: Trong dia chi cia trang

web phai 1a https (c6 chit “s” & cudi). Trong truong
hop thiéu chit “s”, Internet Explorer thong bao 15i:

Trusted sites

- Sites added to this zone must use the https:// prefis. This prefix assures a secure
connection.

* Qua trinh tiép tuc cho céc trang web tiép theo.

e D& dua vao danh sach cic website khong
dam bao, tién hanh xéa niat danh dau 6 6

I” Require server verification (https:) for all sites in this zone

va nhap tén trang web bit dau bang http:/ va

nhan nat dé b6 sung vao danh muc.

e Khi can x6a mot trang web khéi danh muc,

chon tén trang web d6 va nhdn nat | Remowe

d. Cai dgt bao mdt cho Outlook Express

Ban Service Pack 2 cia Windows ciing cung
cap thém cho Outlook Express mot chic ning
bao mat kha hap dan. Mot s6 chuong trinh virus
may tinh nhing trong thu dién ti kiém tra xem
may tinh c¢6 két noi v6i Internet khong bang cach
kiém tra su hién dién ctia mot hinh nhé nhing
trong thu dién ti bang ngdén ngit HTML. Dé loai
b6 thi thuat nay, mic dinh Outlook Express cAm
tai vé hinh nhing trong thu dién ti. Vi vy hinh
thic cha thu dién ti trong sé rat xau. Néu mudn
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n6 khéi phuc lai hinh dang nguyén thiy ban dau
thi thuc hién tha tuc sau:

* Tai giao dién cua Outlook Express, vao bang
chon Tools, chon muc Options. Khi nay hop thoai
Options xuat hién.

* Chon khung Security. Hop thoai Options c6
dang nhu hinh sau:

¥ o ptions n H

General ] Read | Receipts ] Send ] Compose I Signatures ]
Speliing Security I Connection I Maintenance ]

Virus Protection
e Select the Intemet Explorer security zone to use:
" Internet zone (Less secure, but more functional)
 Restricted sites zone (More secure)
[V Wamn me when other applications try ta send mail as me.
V¥ Do not allow attachments to be saved or opened that could
potentially be a virus.
Download Images
[ Block images and other external content in HTML e-mail.

Secure Mail

% Digital IDs (also called certificates) are special Tell me more...

documents that allow you to prove your identity in

electronic transactions. Digital IDs...

To digitally sign messages of receive enciypted

messages, you must have a digital ID. Get Digital ID....

™ Encrypt contents and attachments for all outgoing messages

Advanced...
oK I Cancel | Apply |

* B6 d4u chon tai muc ¢6 nhin Block images

[ Digitally sign all outgoing messages

and other external content in HTML e-mail.

+ Nhan o]

5. Xem xét nhing trinh duyét khac

Maéc du trinh duyét Internet Explorer cua
Microsoft dugce st dung kha phé bién (chiém
khodng 85% toéng s6 ngudi truy cap Internet)
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nhung né van bi phé binh do nhitng 16i bdo
mat. Microsoft d4 nhanh chéng tim ra céc 16i
nay va dua ra cédc ban sua 16i, ting thém tinh
bdo mat, d& ngan chin nhitng ké x4Am nhap bat
hop phap.

Tuy nhién, ban cing nén xem xét cac trinh
duyét khac, t4t nhién c6 nhitng tinh ning riéng,
dé phi hgp véi cong viéc ctia ban. Hién nay c6
nhiéu trinh duyét, ching téi giéi thiéu hai trong
s6 d6 la Firefox va Opera.

a. Firefox

Firefox 1la mot trinh duyét c6 d0 bdo mat
cao va chiém rat it b nhé trong (RAM). Firefox
truy cadp web nhanh va c6 kha niang quan ly cac
cookies, han ché& dugc cdc mau quing cdo. Phan
mém gian diép va phin mém quing cdo khé cé
thé tu dong cai dit trong Firefox khi truy cap
vao website. Firefox khong c¢6 phan hd trg cho
VBScript va ActiveX (hai cong nghé 1la 1y do cho
nhiéu khe hé bio mat trong Internet Explorer).
Trinh duyét dugce tdi mién phi tai dia chi:

http://ww.molliza.org/product/firefox

b. Opera

Phién ban mién phi dugc tai tir dia chi:

http://www.opera.com

Trinh duyét nay han ché cac chuong trinh

quang cdo, tao nhiéu ctra s6 nhé trén man hinh.
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Opera ho trg cdac tinh ning chéng phishing, hd
trg tinh nidng quan ly cookies don gian va thuian
tién. Truong théng tin bao mat cia Opera tu
dong dugce kich hoat khi nguoi st dung truy cap
vao mot trang web an toan. Opera dua ra cac chi
s0 an toan clia website va hién thi thong s vé
nguoi s6¢ hitu ching thuc bdo mat cua website
d6. Bang cach trén, ngudi st dung c6 thé danh
gia duge mic do an toan ctia website ngdn hang
ho#c thanh toan truc tuyén dé tranh dugc nhitng
ké lita ddo hay tao nhitng website gia giong nhu
website cia ngan hang va yéu cau ngudi truy cap
dién sb tai khodn va céc thong tin ca nhan khac.

Opera ciing hd trg ra 1énh biang giong néi -
voice command (chi bing tiéng Anh va trén hé
diéu hanh Windows XP).

6. Cai dat tuy chon cao cap

a. Péi v6i véi trinh duyét Internet Explorer

Cé thé ting cuong kha niang bdo vé cho
Internet bang cich st dung mot vai tinh ning
cao cap cia Internet Explorer bang cach nhu sau:

* Khéi dong trinh duyét Internet Explorer.

* Vao bang chon Tools, chon muc Internet
Options.

* Chon khung Advanced.

Khi nay hop thoai Internet Options tré thanh
nhu hinh sau:
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Internet Options EE

Generall Security[ F'rivacyl Conlenl] Eonnectionsl Programs Advanced
Settings:

&) Accessibility -
[ Always expand &LT text for images
[ Move system caret with focus/selection changes
=] Browsing
Always send URLs as UTF-8 [requires restart)
Automatically check for Intemet Explorer updates
[ Close unused folders in History and Favarites (requires restart)
Disable Script Debugging (Intermet E xplarer)
[ Disable Script Debugging (Other)
[ Display a notification about every script error
Enable folder view for FTP sites
[ Enable Install On Demand (Internet Explarer]
Enable Install On Demand (Other)
Enable offline items to be synchronized on a schedule
Enable page transitions

[ Enable Personalized Favarites Menu _,;/
»

< |

Restore Defaults I
oK I Cancel | Apply |

* Chon céc nat cua cdac 6 nhu sau:
Automatically check for Intemet Explorer updates
Check for publisher's certificate revocation
Check for signatures on downloaded programs
Do not save encrypted pages to disk
Empty Temporary Internet Files folder when browser is closed
UszeS5L 20
Use 55L 3.0

Warn about invalid site certificates
* X6a danh ddu cua céc o:

[ Enable Install On Demand (Intemet Explorer)
[ Enable Install On Demand (Other)

O Use inline AutoComplete
[ Enable Profile Assistant

106

https://tieulun.hopto.org



R Xin cdc ban luu y: P61 véi Internet
Explorer 7, hop thoai khi thuc hién cac thao tac
nhu trén c6 hoi khac nhu hinh sau:

Internet Options 2 )X
| General | Seaurity | Privacy I Content I Connections | Frograms | Advanced ‘
Settings
' ® Accessibility -~

[[] Always expand ALT text for images
D Move system caret with focus fselection changes
I:l Reset text size to medium for new windows and tabs
Reset text size to medium while zooming*
| Reset Zoom level to 100% for new windows and tabs
[=] Browsing
Automatically chedk for Internet Explorer updates
|
Disable saipt debugging (Internet Explorer)
Disable saipt debugging (Other)
[[] pisplay a notification about every saript error
Enable FTP folder view (outside of Internet Explorer)
[“] Enable page transitions A4
< >
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state,

[ ok ][ cancer |[ appy |

D6i véi cdc chic ning c6 ddu sao (*) & cudi,
ban phai khéi dong lai Internet Explorer méi c6
hiéu luc.

b. Péi véi Firefox

Tuong tu nhu Internet Explorer, Firefox cho
phép ban thiét 1ap cac ché do bdo mat dé truy
cap Internet an toan hon bing cdc buéc nhu sau:

* Khéi dong Firefox.

* Vao bang chon Tools, chon Options, khi nay
hop thoai Options ¢6 dang nhu hinh sau:
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0@ & a & &

Main Tabs Content  Feeds Frivacy  Seaurity  Advanced

Startup

When Minefield starts: [ Show my home page v |

Home Page: | hittp:/jwww.mozilla.org/projects/minefield/ ‘

[Use Current Pages ] [Use Bookmark ] [Bes‘oore to Default ]

Downloads

Show the Downloads window when downloading a file

|:| Close it when all downloads are finished

(%) sawefilesto |[EF Desktop | [ Browse... ]

O Always ask me where to save files

System Defaults

Always dhedk to see if Minefield is the default browser on
startup

[ ok | [ cancet | [ rep |

° ChOIl muc Always chedk to see if Minefield is the default browser on
S : startuo :
P

 Chon biéu tugng Privacy » trong khung History,
thay s6 0 vao s6 9 trong 6 Remember visited
pages for the last va x6a danh d4u con lai nhu
hinh sau:
History

Remember visited pages for the last E days.
D Remember what I enter in forms and the search bar
[] Remember what I've downloaded
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« Nhan nat [Beeptions.. | trong hop thoai Options
(khi chon biéu tugng Privacy). Hop thoai
Exceptions - Cookies xudt hién nhu hinh sau:

** Exceptions - Cookies

You can specify which web sites are always or never allowed to use cookies,
Type the exact address of the site you want to manage and then click
Block, Allow for Session, or Allow,

Address of web site:
www,1976,c0m

[ Block ] [Allowfor §ession] I Allow l
Site Status

Close

* Nhéap dia chi cia mot trang web vao khung
Address of website.

e Nhan chudt vao nat dé xac dinh
trang web trong ctta s6 Address of website khong

dat cookies, ngugc lai, khi nhan nut ,

trang web ludn dé€ lai cookies trong mady tinh

cua ban.

e Nhan nit khi cai dit xong.

e Trong hop thoai Options, chon biéu tuong | Content |,
Khi nay hop thoai Options c¢6 dang nhu hinh sau:
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X

Options

e () 0 B e N ©

Man Tabs  Content Feeds FRivacy Seority Advanced

(] Block pop-up windows

[7] Load images automatically
[ ensdie awaSaipt

[ Ensbie 12

Fonts & Cokers

Defauitfont | Times New Roman

File Types

Configure how Minefieid handies certain types of files

[k ][ ][ nee ]

* X6a danh diu trong cac nat [ Block pop-up windows |

(] Load images automatically , [_] Enable JavaSaipt, [] Enable Java
nhu hinh trén.

* Trong hop thoai Options, chon biéu tuong | Adanced |,
chon khung Ypdate

* Panh ddu chon nut [4 Minefi

* Nhéan chuot vao khung | Encryptlon khi nay
hop thoai Options ¢6 dang nhu hinh sau:

Options [

il O @ ) & & |

Main  Tabs  Content Feeds Privacy Seourity Advanced

General | Network | Update | Enaryption
Protocols

Use SSL 30 Use TLS 1.0

Certificates
When 3 web site requires 3 certificate:
(@ Selectone automatically () Ask me every time

[ view Certificates | [ Revocation Lists | [ werification | ['Seaurity Devices |

e Trong khung Protocols, ddnh dau vao cac
nit chon nhu hinh trén.
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Chuong VII
TRUY CAP WEB AN TOAN

1. Kiém tra hé thong bao mat truéc khi
truy cap Internet

a. Cdp nhdt Windows va Office

Ban nén cap nhat lai Windows va Office dé
hé théng c6 dugc phién ban méi nhat véi nhiing
hé trg vé bdo mat. C6 thé cai dit bing tay hay
thiét 1ap ché& do tu dong. Thao tdc nay khong
nhat thiét phai thuc hién truéc mbi l1an truy cap
Internet nhung ciing can cé k& hoach thuc hién
thudng xuyén dé ting thém tinh bdo méat cho
hé thong.

b. Kiém tra cdc bic tuong lia

Bic tuong lia (Firewall), bao gom phan cing
va phan mém d#c biét quan trong khi truy cap
Internet. Biic tudng ltia c6 thé loc dir lidu go vao
may tinh, kiém tra cdc cookie, canh bdo khi c6
phan mém gidn diép. Bic tudng lia thuc su la
bic tuong thanh bao vé cho mdy tinh cta ban
trudc nhitng nguy co tiém &n trén Internet.

Viéc cai dat cac budc tuong lta 1a mot viéc lam
rat quan trong, tuy nhién trong mot s6 trudng
hop, hoat dong cia ching cé thé khong dugc 6n
théa va kiém tra su hoat dong ctia ching trudc
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khi truy cap Internet 1a mot viéc lam can thiét
cho moi ngudi st dung.

2. Than trong khi truy cap Internet

a. Lua chon trang web khi truy cdp

Céach tot nhat dé€ an toan trén mang Internet
la lua chon cac website ma ban truy cap. Cac
website thuong mai nhu cnn.com, amazon.com,
cdc website c6 ban quyén trong nuéc duge phép
hoat dong... hdu nhu luén an toan. Cac website
nay khong c6 phan mém gidn diép, phadn mém
quang cdo. Tuy nhién ciing khong thé khang dinh
chic chin cdc trang web nay khong bi lién két
tif cdc trang web nguy hiém khac. Nhin chung
cdc website c6 nguy co mat an toan nhat la cac
website ¢6 noi dung dbi truy, co bac hay phim
anh bat hop phap. Phan 16n cdc trang web nay
cai dit cac phan mém quang cdo, phan mém gidn
diép vao may tinh cla ngudi st dung dé quang
cdo c4dc san phdm cta ho hodc nhiam muc dich
khong tot khéc.

b. Kiém tra khd ndng bdo mdt ciia website
can truy cdp

® Xin cdc ban luu y: Cac thao tac sau chi
dung cho Internet Explorer 6.

Hau hét cac trang web thuong mai dién ti
déu c6 gidy ching nhan chiing minh céc giao dich
Internet cia ho c6 kha nidng bdo mat va an toan
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cho nguoi truy cap. Pé kiém tra, tié€n hanh theo
cac budc nhu sau:

(1) Bu6c 1. N&u & phia duéi & géc phai cha
man hinh xuit hién biéu tugng Internet cing véi
hinh mot chiéc khéa nhu hinh sau:

5 4 Intemet

Nhan chudét vao chiéc khéa va tién hanh
Buée 3 duéi day.

(2) Bu6c 2: Néu khong thdy biéu tugng la
chiéc khéa nhu trén thi nhap vao khung Address
cua trinh duyét: https// tén trang web, thay cho
viéc nhap http:/ nhu thong thuong. Vi du véi
trang web: amazon.com thi nhap nhu sau:

Address |.§] https: / Awwiw. amazon.com/

e Néu ban dugc huéng din dén mot trang
web c¢6 dang http:/ nhu binh thuong thi trang
web nay khong c6 phién ban bdo mat sin cé.

e Néu trang web c6 ban bdo mat, s& xudt hién
mot hop thoai nhu hinh sau:

Security Information

(Y This page contains both secure and nonsecure
(o K
items.

Do you want to display the nonsecure items?

No I More Info |

(Trang nay chda ca hai hang muc bao mat va
khong bdo mat. Ban ¢6 mudn hién thi hang muc
khong bao mat?)
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e Nhan chudt vao nit No .

e Néuheé thong dang sit dung Internet Explorer,
vao bang chon File, chon muc Properties. Khi
nay hop thoai Properties xudt hién.

* Chon nat  Certificates |

(3) Buéc 3. Khi nay hop thoai Certificate xuat
hién dé& ban kiém tra chiing nhan cta trang web
nhu hinh sau:

Certificate ?1x

General | petails | Certification Path |

Py
é-% Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

* Refer to the certification authority's statement for details,

Issued to: www.amazon.com
Issued by: Secure Server Certification Autharity

valid from 27/11/2006 to 28/11;2007

Install Certificate...| Issuer Statement

R Xin cdc ban luu y: Doi v6i Internet
Explorer 7 ¢6 su thay déi khac c6 lién quan téi
https vi vdn dé bao mat 1a cach thic Internet
Explorer dap tng khi gap mot trang web duge ma
hoa béi https, nhung ciing ¢6 chia ndi dung http.
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Khi Internet Explorer 6 gap phai mot trang nhu
vay, trinh duyét nay sé héi nguoi dung xem ho
c6 mudn hién thi tat cid cidc muc dugc bdo mat
cung v6i cac muc khong duge bdo mat hay khong
(nhu ching t6i gidi thiéu & Budc 2). Vi phan 16n
ngudi dung khong hiéu biét sau vé cac hau qua c6
thé xdy ra do viéc hién thi cac dif liéu khong an
toan trong mot trang web bdo mat nén Internet
Explorer 7 sé loai bd di tuy chon nay va chi hién
thi ndi dung an toan trong cac trang dugc truy
cap thong qua https.

Doi véi Firefox, ban c6 thé kiém tra mot trang
web c6 duge bdo mat khong bing cach nhap dia
chi: https://.

Vi du: https://amazom.com

3. Giam b6t cac miu quang cio, han ché
cookie

a. Gidm b6t cdc mdu qudng cdo

Dé viéc truy cap Internet dugec nhanh va an
toan hon, ban nén st dung mot chuong trinh han
ché& cdc mau quang céo. C6 thé sit dung Google dé
tim cdc ban mién phi va cai vao hé thong.

Nhitng phién ban méi nhat cia cdc trinh
duyét web phd bién nhu Internet Explorer,
Firefox, Opera déu hd trg cac chuong trinh han
ché miu quang cdo. Ban nén thudng xuyén cap
nhat nhitng phién bdn méi nhat dé c6 dugc nhitng
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hd trg can thiét. Néu st dung Internet Explorer,
ban nén cdp nhat Windows XP Service Pack 2 tir
trang web cap nhat.

Mot s6 cong ty 16n trén thé giéi ciing cung
cdp cac thanh cong cu mién phi dugc cai dit
trong trinh duyét web va tidng cuong kha ning
tim kiém trén Internet.

Mot s6 trang web va tén thanh cong cu han
ché cédc trang web quang cdo nhu sau:

* MSN Toolbar - http://Toolbar.msn.com

* Google Toolbar - http://Toolbar.google.com

* Yahoo! Toolbar - http:/Toolbar.yahoo.com

b. Han ché cdc cookie

Dé gidm b6t kha nang bi xAm nhap béi nhitng
ké ti&€p thi trén Internet, ban nén kiém tra cac
cookie truge khi truy cap Internet dé ting kha
ning bdo mat cia hé thong. Nhin chung, viéc x6a
b6t céc cookie 1a diéu nén thuc hién dé tang tinh
bdo mat cho hé thong.

4. Thuc hién an toan chuong trinh
dang ngo

a. Chuong trinh ddng ngo la gi?

Khi truy cap vao Internet, ban sé tim duogc vo
van cac Ung dung rat can thiét cho viéc hoc tap
va nghién cttu nhu cdc chuong trinh chéng virus,
cdc ting dung cda cdc thanh vién trong dién dan,
cac sach dién ti, cic phan mém xi ly d6 hoa, xu
ly A&m thanh...
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Tuy nhién, trong nhiéu truong hop, ban khong
thé chic chén vé tinh an toan cia phan mém ma
minh da tdi vé dé thuc hién (chay chuong trinh),
hay cai diat vao hé thong. C6 thé thiét lap kha
ning cai dit “c6 han ché&” cho bat ky phan mém
dang ngo nao bing cach st dung mot tinh ning
hitu ich trong Windows XP.

b. Thuc hién chuong trinh ddng ngo

Pua con tré dén muc cta chuong trinh trong
bang chon Program ho#c biéu tuong cha chuong
trinh trén man hinh Desktop, nhan chudt phai. Khi
nay mot bang chon phu xuat hién nhu hinh sau:

Open

Send To 4

Cut
Copy

Create Shortout
Delete
Rename

Sort by Name
Properties

R’ Xin cdc ban luu y: trong vai truong hop,
ban can 4n va gilt phim <Shift> d€ thay muc Run
as khi mé bang chon.

Trong hop thoai Run As, ban chon Current
user va ddm bdo ring tuy chon Protect my
computer and data from unauthorized program
activity dugc danh dau nhu hinh sau:
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Run As

% ‘Which user account do you want to use to run this program?
@ Current user (HOANGHONG\Hoang Hong)
Protect my computer and data from unauthorized program activity
This option can prevent computer viruses from har ming your

computer or personal data, but selecting it might cause the
program to function improperly.

O The following user:

l OK ][ Cancel ]

Nhan nat .

Khi dugc thuc hién chuong trinh (hoédc Ung
dung) trong ché do nay, chuong trinh c6 thé doc
cdc thong so cai dat Registry, nhung khong thé
thay d6i ching. Ngoai ra, néu dia ciing may tinh
dugc dinh dang theo NTFS thi chuong trinh nay
sé khong thé thay ddi bat ky tép nao gin véi
tai khodn nguoi dung (profile) hién tai, bao gdm
cac cookie va tap tin tam cua trinh duyét, man
hinh nén va thu muc My Documents. Bén canh
kha ning bdo vé may tinh trudc cdc chuong trinh
nguy hai dugc thuc hién trong hé thong thi tuy
chon nay sé ngén can vai ing dung khi ¢6 nhu
cau luu lai tép vao nhitng thu muc néu trén. Do
do6, chi nén 4p dung tuy chon nay cho cdc phan
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mém vé6i lai lich khéng ré rang hay ban chua
ting st dung.

Khong nhiing thé&, khi ban khéi dong trinh
duyét Internet Explorer vdi tuy chon Run as, cac
website sé bi vo hiéu héa kha nang ghi lai di liéu
trén dia ciing nén may tinh ciing sé an toan hon.
Ciing can luu ¥, & ch& d6 nay, ban khong thé st
dung IE dé truy xuat dén bat ky website dugc bdo
mat nao (bat dau bang “https://”). Tham chi mot
vai lénh ciing sé khong dugc thuc hién.

5. Cac bién phap an toan khi tai di liéu
tu Internet

Khi tai tir Internet va cai dat vao mday tinh
mot phan mém méi khong rdé ngudn goc, nguy
co may tinh ban s& nhiém virus hoic spyware 1a
rat cao. Ban hay ghi nhé nhiing diéu sau day dé
download mot cach an toan.

a. Chon site download cdn thdn

Khong phii tdt cd cac site déu c6 kiém tra
virus, spyware, c6 tinh 6n dinh va c6 kha nang
dung dugc ctia phan mém.

b. Poc ddnh gid chuyén nghiép hay nhdn xét
cia nguoi dung

Truée khi download, hay tim doc danh gia
chuyén nghiép hay nhin xét cia nguoi dung. Cac
trang download t6t nhat déu c6é cung cdp thong
tin nhin xét ddanh gia cia nhém bién tap va cho
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phép ngudi dung gti ¥ kién vé uu, nhuge diém
clia phan mém.

c. Cé thdt su cdn phdn mém dé khong

Microsoft cung cdp rat nhiéu tién ich kem
theo mdi phién bdn Windows, nhu tién ich do 16i
va sdp xép dia ciing, tién ich gidm sat hé thong,
va chuong trinh sao luu dir liéu. Tai sao ban lai
phai mat cong dung thi phan mém khong rd
xuat xi trong khi Windows c6 cong cu thuc hién
cung chic nang.

d. Kiém tra xem tdc gid hay hdang phdn mém
c6 cung cdp hé tro ky thudt khong

Thuong thi ban sé tim thay dia chi website,
dia chi email hay s6 dién thoai cta téc gia hay
hang cung cAp phan mém.

e. Doc ky théa thudn s dung phdn mém va
xem xét cdn thdn man hinh cai ddt

Day la hai c4ch t6t nhat dé xem chuong trinh
mién phi c6 kem theo phdn mém gian diép khong.
Néu ban khong hiéu rd théa u6c, hiy kiém tra
¢ spychecker.com, website nay cung cap co s& di
liéu cac chuong trinh download ¢6 kem quang céao
(adware) va gian diép (spyware).

f- Gat bé nguy co

Mot khi ban c6 vAn dé véi phan mém, hay
loai bé né dimg do du. Néu chuong trinh khong
c6 chic nang gd bo cai dat, hay tha dung Add or
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Remove cia Windows hoéc cac chuong trinh khéc
c6 tinh nang tuong tu.

g. Xéa cdc file DLL lién quan dén phdn mém
g0 bé

Hay xé6a sach cac file DLL rac va cac muc
¢ bén trai cia Windows Registry lién quan dén
phan mém da g& bé. Nguoi dung c6 kién thic c6
thé tu tin thuc hién viéc nay bang cach tha cong,
nhung t6t hon nén dung chuong trinh dang tin
cay dé thuc hién.

h. Tim xem phdn mém cé chiic ndng go
b6 khéng

Néu ban da vo tinh download phan mém
quang cdo hay gian diép, va gio ban mudn loai
bbé né, hay tim xem phan mém cé chic ning g&
bé cai dat khong va st dung tinh nidng nay g& bo
phan mém khéi hé thong.
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Chuong VIII

BAO VE THONG TIN CA NHAN
KHI TRUY CAP INTERNET

1. Cai dit cac mat khau

a. Cai ddt account va mdat khdu mdoi

Mot diém quan trong trong viéc bdo vé may
tinh khong bi truy cadp mot cach trai phép la
thiét 1ap mat kh4u cho cidc account. D& cai dit
mot account mdi, tién hanh cdc buéc sau:

e Nhan chudt vao nat Start cia Windows.

* Chon muc Settings, chon Control Panel.
Khi nay hop thoai Control Panel xuat hién.

 Chon biéu tugng Useraccounts . Khi nay hop
thoai User Accounts xudt hién nhu hinh sau:

Qe © 82

Learn About :g User Accounts

2] user acoounts
2] user acoount types
(2] switching users Pick a task...
*®  Change an account
® Create a new account
®  Change the way users log on or off

or pick an account to change

hong hoang Guest
Computer administrator Guest account is off
Password protected
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e Chon muc | ® Create anew account |

* Nhéap tén account méi vao khung Type name
for the new account nhu hinh sau:

Name the new account

Type a name for the new acoount:

[minhquang ]

Cancel

e Nhan chuot vao nit .

* Trong khung Pick an account type, chon dang
cho account: Computer administrator (quan tri may)
hoac Limited (bi gi6i han). Gia st chon Limited.

 Nhan nit |Create Acoount| khi khai bdo xong.
Khi nay quay lai hop thoai User Acccount va phia
dudi hop thoai nay c6 dang nhu hinh sau:

Pick a task...

® Change an acoount

®  Create a new acoount
®* Change the way users log on or off

or pick an account to change

hong hoang
Computer administrator
.‘-, Password protected

fon Guest

@ Guest account is off

e Nhan chudt phai vao account méi tao, hop
thoai User Account tré thanh nhu hinh sau:

minhquang
Limited account

¥ %
'i-"éﬁ,%
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What do you want to change about
minhquang's account?

®  Change the name minhquang

® (Create a password Limited account
®  Change the picture

*®  Change the acoount type

*  Delete the account

« Nhan chudt vao nat |* Createapassword | Khi

nay mot hop thoai xuat hién dé€ ban nhap mat
kh&u cho account vira dugc tao. Khi nhap xong mat
khédu, nhan chudt vao nut | Create Password | d6

khing dinh thiét 1ap mat kh&u cho account
dugc tao.

b. Stta mdt khdu cho account. Xéa, thay déi
mét sé tham sé cho account

C6 thé thuc hién bang mot trong hai cach sau:

» Cdch I:

e Nhan chudt vao nut Start cia Windows,
chon muc Settings. Chon muc Control Panel. Khi
nay hop thoai Control Panel xuit hién.

 Chon biéu tugng Ussraccaunts, Khi nay hop thoai
User Account xuat hién, chon muc Change an account

Khi nay danh sdch cac account xuit hién nhu

hinh sau:
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or pick an account to change

hong hoang 3 " 2472 minhquang
Computer administrator -~ ' Limited account
‘ Password protected 2% password protected

Guest
@ Guest account is off

e Nhan chudt vao account cin stia, vi du

account minhquang. Khi nay hop thoai User
Account xuat hién c6 dang nhu hinh sau:

What do you want to change about
minhquang's account?

Change the name : minhquang

L ]

®  Change the password 3 '*f.‘ Limited account

®  Remove the password 2% S Password protected
® Change the picture N

® Change the account type

L]

Delete the account

* Trong hop thoai nay, chon muc Change the
password. Mot hop thoai xudt hién dé thay déi
lai mat khau hodc chon cac nat khac dé thay
d6i dang mat khau, x6a mat khau (Remove
password), x6a account (Delete the account)...

> Cdch 2: C6 thé thay d6i mat kh&u bang céc
buéc nhu sau:

* Nhéan chudt phéi vao biéu tugng [QHMRITIES .
R~ Xin cdc ban luuy: Néu biéu tugng nay khong
c6 sdn trén man hinh, hiy nhan nat Start cta
Windows d& mé bang chon Start va nhan chuot
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phdi vao muc My Computer. Néu thao tdc nhu
trén van khong tim thdy muc My Computer, tién
hanh nhu sau:

* Nhan chudt phai vao khoang trong trén man
hinh. Khi nay mot hop thoai xuat hién. Chon
muc Properties. Khi nay hoép thoai Properties
xudt hién.

* Chon khung Desktop.

* Chon nit | Customize Desktop... | G phia duégi
man hinh.

* Chon khung General. Hop thoai Desktop
Items c¢6 dang nhu hinh sau:

Desktop Items E E
General ]Web ]
Desktop icons
v My Documents ¥ My Network Places
v My Computer IV Internet Explorer

B O K|
My Computer My Documents My Network  Recycle Bin - Re
Places (full) [v

<| | i

Change |con... | Restore Default |

Desktop cleanup
Desktop cleanup moves unused desktop items to a folder.

[V Run Desktop Cleanup Wizard every 60 days

Clean Desktop Now
oK I Cancel |

e Nhan chudt chon niat W My Computer va nhan
nit , khi nay con tré tré vé man hinh truéc.
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e Nhan chudt vao nat | Apply |, Khi nay biéu

tuong My Computer xudt hién trén man hinh
Desktop.

e Khi nhan chudot phdi vao biéu tugng My
Computer, mot hop thoai xuat hién, chon Manage.
Hop thoai Computer Management xuat hién.

e Tai clia s6 bén trai, nhan chudt vao muc
Local User and Groups. Khi nay phia dudi xuat
hién thém hai muc: User va Group.

* Chon muc User nhu hinh sau:

=} Computer Management l n

g File Acton View Window Help -7 _|
€ &)
Q Computer Management (Local) Name | Full Name
E &Eﬁ}lslem Tools 4 sdministator
+-{g] Event Viewer Qﬁuesl

Local Users and Groups

- Q hong hoang

g s @ SUPPORT_3.. (CN=Microsoft Corporation....
+ Performance Logs and Alerts

) Device Manager

-4 Storage

&3 Removable Storage

' Disk Defragmenter

Disk Management

+ Eﬁ Services and Applications

dl 2]l | o

£ 5 Shared Folders Q Helpdssistant  Remote Desktop Help Assi...

+

» Bén phai ctia s6 xuat hién cdc account, nhan
chuot phai vao account mudn thay déi. Khi nay
mot hop thoai xuat hién.

127

https://tieulun.hopto.org



* Chon Set Password.

e Khi nay mot ctia s6 méi hién ra va nhéap
mat khau méi cho account.

c. Yéu cdu nhdp account va mdt khdu khi
truy cdp

Man hinh Welcome 1a mo6t chidc ndng maéc
dinh trong Windows XP cho phép dang nhéap
vao Windows bing cdch nhan vao biéu tugng
tuong Ung v6i account cia ban. D€ mdy tinh
lam viéc an toan hon vdi nhiing ngudi x4m
nhdp vao mdy tinh mot cdch bat hop phép,
nén vd hiéu héa man hinh nay. Nghia 1a, mdi
nguoi st dung trén mdy phdi gé account cua
minh (cung v6i mat khdu) méi c6 thé truy cap
vao mdy. Viéc lam nay sé lam tdng tinh bdo
mat cia mdy vi nhing ngusi khong duge phép
st dung phdi tim cdch 14y dugc cd account va
mat kh4u tuong Gng méi st dung dugc mdy
tinh. P& thuc hién dugc cong dung trén, cdc
ban tién hanh céc budc sau:

e Nhan nat Start cia Windows, chon muc
Settings.

* Chon muc Control Panel.

* Chon biéu tuong e socauns - Khi nay hop thoai

User account xuét hién.

* Chon nat [* Change the way users log on or off| . Khi

nay hop thoai ¢6 dang nhu hinh sau:
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% User Accounts !Eu
@ Back () 83 Home:

Related Tasks

Select logon and logoff options

Manage acoounts

I” use the welcome screen
By using the Welcome sareen, you can simply click your account name to log on. For added
3] Logon options seaurity, you can turn off this feature and use the classic logon prompt which requires users
to type a user account name.

Learn About

[V Use Fast User Switching
With Fast User Switching, you can quickly switch to another user account without having to
close any programs. Then, when the other user is finished, you Gan switch back to your own
acoount.

Apply Options Cancel

* Trong hop thoai trén, x6a danh d4u trong
nat | Use the Welcome screen.
e Nhan nut | Apply Options |

d. Bdo vé may tinh khi tam thoi khong lam viéc

Né&u ban can rdi khéi may tinh trong mot
thoi gian ngin, may tinh c6 thé bi mot ngudi
khdc truy cap truc ti€p hodc gidn ti€p qua
Internet. C4ch an toan nhat dé bdo vé may tinh
14 ra khdi may tinh bing chic ning Log off cta
Windows. Thao tdc nay doi héi phai thoat khoi
cac chuong trinh tng dung véi cdc tép dang mé
vi vay truée khi thuc hién thao tdc nay, can luu
cac tép dang mdé.

Dé thuc hién chiic ning Log off cia Windows,
tién hanh céc buéc nhu sau:

e Nhan chudt vao nat Start § géc bén trai cha
Windows.

e Nhan nit Log Off. Ciia s6 Log Off Windows
xudt hién.

e Nhan chuot vao nut
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e. Khéa Windows

Thay cho viéc déng céac tép va log off c6 thé
tién hanh khéa Windows bing cich nhu sau:

Néu ban phim c6 phim Windows (phim cé
16g6 nhu la co caa Microsoft):

 Nhan t6 hop phim Windows va L. Khi niay man
hinh Welcome xu4t hién (hay d&n mot hop thoai).

* Dé tré lai Windows, gb 1ai mat khiu (password)
trong man hinh Welcome hay hop thoai.

Néu ban phim khong c¢6 phim Windows thi
tién hanh nhu sau:

e Nhén chugt vao nit Start nadm & phia duéi
bén trai man hinh. Khi nay mot bang chon xuat hién.

e Nhan chudt vao nat Log Off.

e Nhan chudt vao nit g trong hop thoai
Log Off.

Dé tré lai Windows, nhan chuot vao User
name va go Password.

f. Cai ddt chuong trinh bdo vé man hinh

Chuong trinh bdo vé man hinh 1a mot dng
dung ctia Windows dé ngudi st dung cai dit mat
kh4u. Sau mot thoi gian xdc dinh, néu khong
nhan mdt phim nao hoéc kich chugt thi mot man
hinh theo cai dit xudt hién va mudn tré lai man
hinh lam viéc thi phdi nhap mat kh4u. Chic
niang nay giap ban bdo vé dugc may tinh khéi
nguoi khac truy cap khi khong dugc phép va tang
thém kha niang bao mat cia may tinh.
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Dé thuc hién chic nidng trén, tién hanh
nhu sau:

* Vao hop thoai Display Properties theo mot
trong hai cach sau:

- Tai man hinh giao dién cia Windows
(desktop), nhan chuot phai.

- Vao bang chon Start, chon muc Control
Panel, chon biéu tugng é& )

Display

* Sau khi thuc hién mot trong hai cach trén,
hop thoai Display Properties xuat hién.

Chon khung Screen Saver. Hop thoai c¢6 dang
nhu hinh sau:

Display Properties n H

Themes | Desktop  Screen Saver IAppearancel Settings |

Screen saver

| Marquee L‘ Settings Preview

Wait: 1E|: minutes [V On resume, password protect

Monitor power

To adjust monitor power settings and save energy,

click Power.
Power...

oK | Cancel | |

* Pat thoi gian cho trong khung Wait.
* Chon nat On resume, password protect. (Xin
cac ban luu y: Poi v6i Windows XP Home Editor
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thi nat trén trong hop thoai la: On resume,
display Welcome screen).

e Nhan chuot vao nat .

g. Ngdan chan su xdm nhdp chuong trinh bdo
vé man hinh

Windows XP Professional Edition tao kha
ning cho phép nguoi st dung thiét lap ché do:
khi may tinh khong lam viéc trong mot thoi gian
nao dé6 thi mot chuong trinh bdao vé man hinh sé
thuc hién. Khi nay phai tra 16i mat khau thi méi
vao lam viéc tiép dugc.

R’ Xin cdc ban luu y: Ch& dd nay chi thuc hién
khi ban truy cap vao Windows bing mat khau.

Van dé 1a 6 chd, nhitng ké xam nhap vao
may tinh c6 thé thuc hién mét phuong phap phd
bién hién nay la thay thé né bing mot tép céb
thé thi hanh nhim muc dich thay d6i mat khiu
va truy cap vao may tinh cia ban. Ban can ngin
chin kha nang nay clia nhitng ké xAm nhap bang
cach nhu sau:

e Nhan chudt vao nat Start cia Windows.

* Chon muc Run, khi nay bang chon Run
xudt hién. Nhap regedit vao khung Open ctia hop
thoai Run nhu hinh sau:

= Type the name of a program, folder, dooament, or

Internet resource, and Windows will open it for you.

Open: Ireged it] L,
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e Hop thoai Registry Editor xudt hién. Dung

thanh cudn bén phdi ctia hgp thoai, tim va nhan
dap vao nit HKEY_USER.

* Tim va nhan dap 1én muc DEFAULT.
Khi nay hop thoai Registry Editor ¢c6 dang nhu

hinh sau:

#" Registry Editor

File Edit View Favortes Help

SRS DEFALLT |
+ (] AppEvents
(] Console
=11 Control Panel
#-(] Accessibility
+ (] Appearance
(1 Colors
(] Curent

=11 Desktop
(] don'tload
+-(] Intemational

(1 10Procs
<

(] Custom Colors
(1 WindowMetrics

+-(] Input Method

_AJ Name

| ]

My Computer\HKEY_UUSERSY.DEFAULT

[ab) (Defaul)

K —

Type
REG_S:

2

e Tim va nh&n dap chudt vao muc Control

Panel. Khi nay danh sach cdc muc xudt hién phia

du6i muc Control Panel.

e Tim va nhin chudt vao muc Desktop. Céc

muc tuong Gng khi chon muc Desktop xuit hién

trén clia s6 bén trai nhu hinh sau:

. Registry Editor

File Edit View Favoites Help

= ) My Computer
+ (] HKEY_CLASSES_ROOT
+ (] HKEY_CURRENT_USER
+ () HKEY_LOCAL_MACHINE
=] HKEY_USERS
=1 .DEFAULT
+ (] AppEvents
(] Console
=(13 Control Panel
#-(] Accessibility
# () Appearance
{1 Colars
(_J Curent
(] Custom Colors
ERS Desktop |

[l >

Name

LowPowerTimeOut

MenuShowDelay

Eh] Originahw/allpaper

E’-l»ﬂ PaintDesktopVersion
Pattem

[3b] PowerDftbctive

[ab) PowerDifTimeOut

E"] ScreenSavelctive

ScreenSaverlsSecure

[ab) ScreenSaveTimeDut

[aB) SCRNSAVE. EXE

TileWallpaper

UserPreferencesMask.

<

My Computer\HKEY_USERSY.DEFAULT\Control Panel\Desktop

REG_DWO...
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

REG_BINARY e 3e0380 <

Data o
0
400

0x00000000 (0)
(None)

0

0

1

0

600

none

0

3
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e Tim va nhan chudt 1én muc SCRNSAVE.EXE
trén ctra s6 bén phai. Hop thoai Edit String xuit
hién. Trong khung Value data, nhip ti none nhu
hinh sau:

Edit String BE

Yalue name:
|SCRNSAVE.EXE

Value data:

| oK I Cancel |

e Nhén nuat . Khi nay con tré tré
vé man hinh Registry Editor. Trén ctra s6 bén
phai, dung thanh cudn, tim va nhan chudt vao
muc ScreenSaveActive nhu hinh sau:

PowerOffTimeOut

EScreenSavedctive

ScreenSaverlsSecure

e Hop thoai Edit String xuat hién. Trong
khung Value data nhap: No nhu hinh sau:

d 1 ?2Ix

Yalue name:

lScreenSaveAclive

Value data:

INd

| 0K I Cancel
+ Nhitn nat[ ok
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* Nhian nat X § goc phdi trén cung d€ thoat
ra khoi Registry Editor.

h. Déi tén account clia nguoi qudn tri

Windows XP Professional chita mot mat khau
clia ngudi quan tri c6 thé truy cap vao tat ca cac
vung trong may tinh va vi viy, account cuia nguoi
quan tri ludon 1a d6i tugng cia nhitng ké mudn
xam nhap trai phép vao may tinh ctia ban. Chinh
vi vay, account va mat khiu clia ngudi quan tri
phai dugc bdo mat dic biet. P& ddi tén ngudi
quan tri (account), tién hanh cac buéc nhu sau:

e Nhan chuot vao niat Start cia Windows.

* Vao muc Settings, khi nay mét bang chon
phu xuit hién. Chon Control Panel. Khi nay hop
thoai Control Panel xuat hién.

10
¢ Chon biéu tugng “#ninsaive . Hop thoai Administrative

TOO]S XUé/t hlén' u Computer Management
o R ‘;M:'h:m R .
* Chon biéu tugng IJEEII . Hop thoai

Computer Management xuat hién.

* Nhén chudt vao bidu tugng & Local Users and Groups
dé phia dudi xuat hién thém hai biéu tugng mdi
nhu hinh trén.

- & Local Users and Groups

£ Users
() Groups

* Khi nay hop thoai Computer Management
c¢6 dang nhu hinh sau:
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=) File Action View Window Help -18(x]
© =%
E Computer Management (Local] Name l Full Name | Description
= System T°°|_3 mAdminislrator Built-in account for adminis
+- (] EventViewer Guest Builtin account for guest a
+)-§=] Shared Folders mhong hoang
= Local Users and Groups m minhquang minhquang
‘N Users - " L .
31 Groups 5 SUPPORT_3.. CN=Microsoft Corporation,...  This is a vendor's account
+ Performance Logs and lerts
= Device Manager
= @ Storage
+ g8 Removable Storage
> Disk Defragmenter
Disk Management
Q @5 Services and Applications
< > L] i

e Tai clia s6 bén phai, nhan chudt phai vao
biéu tugng . Mot bang chon phu xuit
hién. Chon Rename.

* Nhap tén méi cho account nguoi quan tri.

e C6 thé tang cuong su bdo mat bing cich
nhap mat khdu méi cho ngudi quan tri bang cach
nhan chudt phai vao bidu tugng |4 Adminisiator. Khi
nay mot badng chon xudt hién. Chon muc Set
Password. Mot man hinh xudt hién. Nhan chuot

vao nut . Khi nay mgt man hinh Set

Password for Adminitrator xuit hién nhu hinh sau:

Set Password for Administrator E X

New password: I

Confirm password: I

3 If you click OK, the following will occur:

. This user account will immediately lose access to all of its
encrypted files, stored passwords, and personal security
certificates.

. Any password reset disks the user has created will no longer
work.

If you click Cancel, the password will not be changed and no data loss will

oceur.
Cancel
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e Nhap méat khdu méi vao hai 6 phia trén va
nhan nat 0K

2. Mot s6 van dé can quan tam khi d:it
mat khau

a. Cdc mat khdu can trdanh

Khi st dung m4y tinh, mot loat cdc mat khau
can thiét lap nhu dé truy cap vao may tinh, mé
hop thu dién ti, truy cadp vao mot sd trang web
doi héi c6 account va mat khiu, thanh vién cta
mot s0 dién dan... va viéec nhé cdc mat khau do6
qud that ciing 12 mot vadn dé can quan tam. D&
khong ton nhiéu thoi gian nhé mat khau, ngudi
st dung thuong dung nhing tir ¢6 lién quan nhu:
tén thanh vién trong gia dinh, ngay thdang nam
sinh cda nhitng nguoi than... va diéu nay rat dé dé
nhiing ké gian xam nhép trai phép va bé khoa vi
nhiing ti nay 1a d6i tugng dau tién dé ching quan
tam. Nhin chung, khi d4t mat kh4u nén tranh:

* Tén ctia ban hay thanh vién trong gia dinh.

e S6 nha hay tén dudng ban dang cu trua.

* Céc con s6 lién tiép (Vi du nhu 1234 hay 5678).

e Cac tir lién quan dén nghé nghiép cia ban
(Vi du nhu néu ban 1a kién tric su thi khong nén
dat Kientrucsu...).

e Céc con s6 la ngay sinh cua ban hay nguoi
than trong gia dinh...

b. Nén s dung mdt khdu nhu thé nao

Mat kh&u cang phtc tap thi nhitng ké &n
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trom mat khau cang khé c6 thé an trom duge
biang phuong phédp thi cong la go vao cidc mat
khau ma ching du doan hosc st dung cac phan
mém an trém mat khdu. Mat kh&u nén c6 it nhat
la 6 ky tu va nén c6 cac ky tu dac biét nhu @ # &.

Cé6 thé st dung ky tu dau clia mot doan vin
hay tén mot bai tho ma ban ua thich va dé nhé
dé lam mat khau. Vi du: Héi con séng da tdm cd
doi téi, dé dugc mat khiu hesdtedt.

Nhin chung, v6i bat ky mot phuong phép dit
mat kh&u thé& nao thi viéc bi mat cidp van cé thé
xay ra va viéc thay d6i mat kh&u can dugc thuc
hién thudng xuyén, nhit 1a st dung mat khiu
cho cédc dich vu truc tuyén, thu dién ti...

3. Tao dia cai dit lai mat khau

D€ tang tinh an toan khi d4t mat kh4u, ban
c6 thé tao mot dia cai dit lai mat khau néu vi
mot 1y do nao d6, mat khau bi mat. Cac budc tién
hanh nhu sau:

e Chuan bi mot dia mém trong.

e Nhan chuot vao nat Start cia Windows.

e Dua con tré dén muc Settings, khi nay mot
hop thoai xudt hién. Chon muc Control Panel.
Khi nay hop thoai Control Panel xuit hién.

° Chon blé?u tudng User Accounts « Khi néy XUé,t hlén
hop thoai User Account.
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e Néu Windows stt dung account c6 nhitng dic
quyén quan tri, tim tiéu dé Pick an account to
change va nhan chudt vao tén cia account ¢ dudi
biéu tuong nay, ngugc lai hay chuyén sang céc
buéc tiép theo.

e Nhan chudt vao muc Prevent a forgotten
password nhu hinh sau:

@ Back ‘\_) €2 Home

Related Tasks What do you want to change about your

Manage my network passwords account?

Prevent a forgotten password

Change another account ®  Change myname hong hoang

Create a new account ®  Change mypassword 4 Computer administrator
®  Remove my password E Passiord protected

Learn About

] Change my picture
L?] Deleting your own acoount .

L?j Switching users
Qj Using a .NET Passport

Chanae mv account tvoe

Setup my account to use 3 NET Passport

e Hop thoai Forgotten Password Wizard xuit
hién, nhan nat| Next> |

* Pua dia mém vao § dia A: va nhéin nat .

e Nhap mat khau hién tai vao khung Current
user account password nhu ¢ hinh sau:

Forgotten Password Wizard X

Current User Account Password
The wizard needs to know the current password for this user account.

Make sure the disk is still in the drive, and then type the current user

account password. If the account does not have a password, leave the box
blank.

Current user account password:

< Back I Next > I Cancel |
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e Nhdn nat| Next> | M4y tinh bat dau tao
dia cai dat lai mat kh4u. Khi qud trinh tao dia
cai dit két thic sé bdo hiéu 100%, nhan tiép vao
nut Next >

e Nhan chudt vao niat Finish dé két thiuc. Lay

dia cai dat ra khoi may, ghi tén vao nhan dia va

cat dia vao noi an toan.

Dé cai dat lai khi bi mat mat khau, tién hanh
cac thao tac nhu sau:

* Bat may tinh.

* Sau khi Windows XP tai xuéng, hdy nhan
chudt vao tén user ctia ban. Mot hop thoai xuat hién.

e Trong khung Type Your Password, nhan
chuot vao khodng tring va khong gd tir nao.
Nhan phim Enter trén ban phim.

e Nhan chudt vao nut chAm héi (?) trén thong
bao Did You Forget Password? dé xem phan ggi
y mat kh&u.

e Né&u van khong nhé mat khau, nhan chuot
vao muc: Use Your Password Reset Disk.

e Nhan chudt vao nat | Nest>

* Dua dia cai dit lai mat khdu vao 6 dia mém.
e Nhan nat| Next>
* Trong khung Type a New Password, nhap

mat khdu méi.

* Trong khung Type the Password Again to
Confirm, nh4p lai mat khdu méi mot 1an nita.

* Trong khung Type a New Password Hint nhap
mot vai tir dé gitp ban nhé lai mat khiu méi.
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e Nhan nit Next > va nhan nit Finish.

Khi nay, may tinh quay lai man hinh dang nhap
Windows XP va sé nhap mat khau méi vao khung
Type Your Password dé vao lam viéc v6i may tinh.
®- Xin cdc ban luu y:
Khi thuc hién céac thao tac trén thi trén dia
cai dit lai mat kh4u da tu cap nhat mat khiu méi.
Khong thé st dung dia cai dit lai mat khdu
trén mot may tinh khdc ngay cd khi hai may

cung user va mat khau.

4, Hiy bé mét sé6 chic ning khong that

can thiét
a. Vb hiéu héa Guest account

Windows c6 mot account méc dinh la Guest.
Maic du account nay bi han ché mot s6 chiic ning
truy nhap vao m4y tinh nhung ciing tao diéu kién
cho nhiing ké tin tic mot co hoi. PE ting cudng
tinh bdo mat, nén vo hiéu héa account nay bing
cac budc nhu sau:

e Nhan chudt vao nat Start cia Windows.

* Pua con tré dén muc Settings. Khi nay mot
hop thoai xuat hién. Chon muc Control Panel.
Khi nay hop thoai Control Panel xuit hién.

* Chon biéu tugng “instaive. Hop thoai Administrative

Tools xuat hién.
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Computer b anagement
e Chon biéu tugng S . Hop thoai
Computer Management xuat hién.
* Nhan chudt vao biéu tugng [£ #J Lacal Users and Groups |
dé phia dudi xudt hién thém hai biéu tugng mdi
nhu hinh sau:

- Q Local Uzers and Groups

5 Users
(L Groups

* Trén clia s6 bén phdi, nhan chudt phai vao

biéu tugng , chon Properties. Khi nay hop
thoai Guest Properties xudt hién nhu hinh sau:

Guest Properties nu

General | Member Of | Profie |

\g Guest

Full name: |

Description: IBuiIt-in account for guest access to the computer/de

r
IV User cannot change password
v Password never expires

v Account is disabled

r

| 0K | Cancel | Apply |

e Panh dau nat V¥ Account is disabled va nhan
va nat| 0K |.

’ Xin cdc ban luu y: Poi v6i Windows XP
Home Edition ti€n hanh nhu sau:
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* Nhin nat Start cia Windows. Bang chon
Start xuat hién.

e Nhan muc Control Panel xuit hién trong
bang chon Start, néu khong xuat hién trong bang
chon Start thi chon Settings, va chon Control
Panel.

e Nhan chudt vao biéu tugng User Account.
Khi nay mot cta s6 duge md ra.

e Nhan chuot vao muc Change an Account.

e Nhan chudt vao muc Guest account.

e Nhan chudt vao Turn off the Guest account.

b. V6 hiéu héa Remote Desktop

Windows XP Professional Edition c6 chic
ning Remote Desktop nhim cho phép ban truy
cap vao hé thong cta ban tif vi tri bén ngoai. Vi
du, khi ban di du lich § mot noi nao dé6 véi mot
may tinh c6 k&t noi Internet, ban c6 thé truy cap
vao may tinh dit tai gia dinh dé 14y ra céc thong
tin can thiét ti cac tép dir lieu. Mic du day la
chiic nidng thudn tién, Remote Desktop van tiém
4n mot nguy co ma nhitng ké tin tic c6 thé tan
dung d& xem di liéu trén may tinh cia ban néu
c6 dugc thong tin ddng vé account cia Windows.
Trong truong hop khong st dung chic niang nay,
ban nén vd hiéu héa bing cic buéc nhu sau:

* Nhan chugt phdi vao biéu tugng My
Computer trén man hinh. Néu biéu tugng nay

khong xuat hién trén man hinh, hdy nhan chuot
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vao nat Start cia Windows. Khi nay bang chon
Start xudt hién. Trong bang chon nay néu ciing
khong tim thay biéu tugng My Computer thi tién
hanh cac buéc nhu sau:

e Nhan chudt phai vao khodng trong trén man
hinh. Khi nay mot hop thoai xuat hién. Chon
muc Properties. Khi nay hoép thoai Properties
xudt hién.

* Chon khung Desktop.

e Chon nit & phia duéi man hinh.

Chon khung General. Hop thoai Desktop
Items c¢6 dang nhu hinh sau:

S -

General ]W’eb ]
Desktop icons
vty Documents vty Network Places
v My Computer v Intermet Explarer

$ O 9 g

by Computer My Documentz My Metwork. FRecpcle Bin - Res
Flaces [full) [

< f o

Change lcan... | Restare Default |

Dezsktop cleanup

Desktop cleanup moves unused desktop iterms to a folder.

Iv Run Desktop Cleanup “Wizard every 50 days

Clean Desktop Mow
ak. | Cancel |

 Nhan chudt chon nat # My Computer va nhan
nat[_OK | khi nay con tré tré vé man hinh truée.
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* Nhan chudt vao nat [ Apply  |. Khi nay
biéu tugng My Computer xuat hién trén man
hinh Desktop.

* Chon Properties. Khi nay hop thoai System
Properties xuat hién.

e Nhan chudt vao khung Remote. Hop thoai
System Properties ¢6 dang nhu hinh sau:

System Properties ﬂ E

General | ComputerMame | Hadware | Advanced |
Systemn Restore ] Automatic pdaes Fiemuote

"}‘ Select the ways that thiz computer can be uzed fram anaother
location.

Remate Azzistance

[T Allow Remcte Assiztance invitations to be sent from this computer

[ s |

Wwhat i Remote Assistance’l

Remote Deskton
I Allows users to conhect remotely o this computer
Full computer name:

ugar

Wwihat i Remote Deskiop?

Select Remcte Usears. .

Fer uzers to connect remately to this computer, the user account rmuat
have a password,

vill be configured to allow Remate Desktop
connections ba this computer.

(1.4 | Cancel Apply

* Bb danh dau trong 0 1 s Reneesitance initaions o be sent fom s computr

e Nhén nat va nat | ew |

c. V6 hiéu héa Remote Assistance

Remote Assistance 1a chic nang cia Windows XP
cho phép ban moi mot ngusi nao dé6 thong qua
Internet két néi véi may tinh cla ban dé sta
chita va khic phuc mot su ¢6 phan mém nao dé.
V6i cach thic nay, nhiing ké truy cap trai phép
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c6 thé 1gi dung dé cai dat cdc phan mém xau dé
tdn cong may tinh cda ban hoéc thuc hién nhiing
y d6 khong tot. Trong trudng hgp khong can dén
tinh néng nay, c6 thé ngit bé khoéi hé thong cta
ban (khi can thi c6 thé thiét lap lai) bing c4ach
nhu sau:

e Nhan chudt vao biéu tugng My Computer
trén man hinh. N&u biéu tugng nay khong cé, xin
vui long xem muc: V6 hiéu héa Remote Desktop.

* Chon Properties. Chon khung Remote.

e Trong khung Remote Assistance, bé dau
chon trong 6 Allow Remote Assistance invitations
to be sent from this computer nhu hinh sau:

Remote Assistance

7 Allow Remote Assistance invitations to be sent from this computer

e Nhan nit va nat [ ey |.

e Né&u ban can thiét lap lai chic ning trén
thi chi viéc chon nut trong 6 ¢ hinh trén.

d. Khéng dung chung tép va mdy in khi
khéng cdn thiét

Trong truong hop may tinh cia ban khong
dung chung cac tép hodc may in véi mot may
tinh khéc, nén ngit bé ché do nay dé tang cuong
bao mat cho hé thong ctia ban bing cach nhu sau:

e Nhan chudt vao nit Start cia Windows.

e Dua con tré dén muc Settings, khi nay mot

bang chon xudt hién. Chon Control Panel.
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<

—
R Network
* Chon biéu tugng comections -
-4- Local Area Connection Propeities ?2Ix

General I Authentication | Advanced |

Connect using:

| B9 3Com EtherLink XL 10/100 PCI For C

This connection uses the following items:
B Client for Microsoft Networks

(MWL File and Printer Sharing for Microsoft Networks

421 005 Packet Scheduler
% Internet Protocol (TCP/IP)

Install.. | Uninstall | |

Description
Allows other computers to access resources on your computer
using a Microsoft network.

[V Show icon in natification area when connected
IV Notify me when this connection has limited or no connectivity

oK | Cancel

| &rea Connection

¢ P N .2 “ Lo
* Nhan dap vao biéu tugng ?7 Cnected

( e ewalled
Ll rerLink XL 107100 FCI
]

(tuy theo may tinh ma Card mang c6 thé khac
nhau). Khi nay hop thoai Local Area Connection
Status xuat hién.

* Nhan chudt vao nat [ Peeetes | Hop thoai Local
Area Connection Properties xudt hién nhu
hinh trén.

25 XC ol KR File and Piinter Sharing for Microsoft Networks |

e Nhan nat dé quay vé hop thoai truge
va nhan nut dé két thic.

e. Xoa tép Pagefile

Pagefile 12 mot tép chia rdt nhiéu thong tin
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vé mdy tinh nhu cidc mat kh4u, tén user hoic céc
duong dan t6i cac dif lidu rieng khac. Pay 1a mot
ké hd dé nhiing ngudi truy caAp vao mdy ngoai y
muén c6 thé tim thdy nhitng thong tin bat lgi
cho ngudi st dung. P& ngin dit lieu khong nén
lai trong tép Pagefile, c6 thé thiét 1ap ché& do dé
Windows x6a tép nay modi khi ra khéi hé thong
bang cich nhu sau:

e Nhan chudt vao nat Start cia Windows.

* Chon Run. Khi nay hop thoai Run xuit
hién. Nhéap regedit nhu hinh sau:

- Type the name of a program, folder, dooument, or
= Internet resource, and Windows will open it for you.

Open: I regedit L]

e Nhan nat . Khi nay hop thoai Registry
Editor xuat hién.

e Néu muc HKEY nao c6 dau trir (-) § bén
trai (va phia dudi sé 1a cac thu muc con khac) thi
nhan chuot d€ déng thu muc nay tré thanh dau
cong (+).

e Tién hanh tuong tu cho cidc muc khac dé
hop thoai chi con xuat hién 5 muc nhu hinh sau:

£ Registry Editor

File Edit View Favortes Help

= ) My Computer Name Type D3
+ (] HKEY_CLASSES_ROOT [aB) (Defaul) REG_SZ (vel

+- (] HKEY_CURRENT_USER
+(] HKEY_LOCAL_MACHINE

ERE] HKEY_USERS

+- (] HKEY_CURRENT_CONFIG

My Computer\HKEY_USERS
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e Nhan chudt vio muc # (1 HKEY_LOCAL_MACHINE

* Phia du6i muc nay nhan vao ndt @ (3 SYSTEM.

¢ Phia du6i muc SYSTEM nhan chudt vao muc
=L CurrentControlSet .

 Phia du¢i CurrentControlSet, nhan dip vao
muc Control. Mot danh sach cdc khéa dugc hién
thi nhu hinh sau:

£ Registiy Editor

File Edit View Favortes Help

+ () HKEY_CURRENT_USER 4| | Name Type Da
- (1] HKEY_LOCAL_MACHINE [ab] (Defaul) REG_SZ [ve
+ (] HARDWARE (28] CurentUser REG_SZ us

+ [ 58M SyslemBoolDevice REG_SZ mu
(1 SECURITY 8] SystemStartOptions  REG_SZ NC

; 8 gSS‘EAﬁRE BB waitToKilService... REG_SZ 20

+-(] ControlSet001
+-(_] ControlSet002
=[] CurentControlSet
- S\
(] AGP
+ (] Abiters
+ (] BackupRes
(] Biosinfo
(] BootVerifica
+ (] Class
(] CoDeviceln
() COM Name
-3 CompulerNej
| D

< K 1L

y ComputersHKEY_LOCAL_MACHINESSYSTEM\CurrentControlSetiControl

e St dung thanh cuén dé xem cac muc phia
du6i trong ctia s6 bén trai.

e Nhan dap chudt vao muc Session Manager.

e Phia duéi muc Session Manager, nhan chudt
vao muc Memory Management.

e Tai ctta s6 bén phai nhan ddp vao nut
ClearPageFileAtShutdown nhu hinh sau:
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(1 Server Applications :I Name Type Data

(21 ServiceCurent [ab] (Defaul) REG_SZ (valu
(1 ServiceGroupOrder REG_DWORD 0001
+-(] ServiceProvider 8] DisablePagingExecutive  REG_DWORD 000
=3 Session Manager [28) LargeSystemCache REG_DWORD 0x00
(3 AppCompatbilty B8 NonPagedPoolQuata  REG_DWORD 0400

# Q0 AppPatches %8 NonPagedPoalSize REG_DWORD 0400
8 Efjw')r::;fs 8] PagedPoolOuata REG_DWORD 000!

D Executive PaggdP?oISize REG_DWORD 0=00

(] FileRenameOperations J F‘aglr?gFlles . REG_MULTI_SZ CA\p

(] kemel Phy3|ca|AddressExlenS|on REG_DWORD 0x00

(3 KnownDLLs SecondLeveIDalaCache REG_DWORD 0x00

= 23 Memary Management SessionPooISize REG_DWORD 0x00
(] PrefetchParameters SessionViewSize REG_DWORD 000!

(1 Power : @Svsleml’-‘aqes REG DWORD 000!

e Khi nay hop thoai Edit DWORD Value xuit
hién nhu hinh sau:

Edit DWORD Value

Value name:
|ClearPageFlleAlShuldown
Value data: Base
[ @ Hexadecimal
" Decimal
Cancel

e Trong khung Value data, thay s6 0 bang
s6 1 nhu hinh trén.

« Nhén nit dé khing dinh va thoat khai
Registry Editor, nhan chudt vao nﬁt|z| phia trén
bén phai cia hop thoai.

f. V6 hiéu héa Dump File

Khi Windows bi 16i s& gtii thong tin dén mot
kho di liéu la Dump File. Tuy nhién, trong Dump
File ciing chiia cdc thong tin nhu mat kh4u... sé 1a
noi nhing ké truy nhdp trdi phép khai thdc
va sé anh huéng dén tinh bao mat ctia m4y tinh.
Dé vo hiéu héa chic nang nay, tién hanh cac
budc nhu sau:
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e Nhan chudt vao niat Start cia Windows.

 Dua con tré dén muc Settings. Khi nay mot
hop thoai xuat hién. Chon muc Control Panel.
Nhan chudt vao biéu tugng 3/;3 system . Khi nay
hop thoai System Properties xudt hién.

e Nhan chudt vao khung Advanced.

e Trong khung Startup and Recovery nhan

chudt vao nat | Settngs |nhu hinh sau:

Startup and Recovery
System startup, system failure, and debuaaing information

Settings
Khi nay hop thoai Startup and Recovery xuat
hién nhu hinh sau:

Startup and Recovery n x

System startup
Default operating system:

"Migosoft Windows XP Professional" fnoexeaite=optin ffastdete ﬂ

IV Time to display list of operating systems: 1l 5: seconds
[V Time to display recovery options when needed |20 33 seconds

To edit the starbup options file manually, click Edit. Edit

System failure
[V write an event to the system log
[V send an administrative alert

[V Automatically restart
Write debugging information

ISmaII memory dump (64 KB) LI

none
Small memory dump (64 KB)
Kernel memory dump
Complete memary dump

OK | Cancel |
* Trong khung Write debugging information

nhan chudt vao miii tén xuéng dé xudt hién mot
bang chon va chon muc (none) nhu hinh trén.

* Nhén nit dé két thic.
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g. V6 hiéu héa Simple File Sharing

Simple File Sharing la mot tinh nang cho
phép chia sé mot thu muc 1én mang méay tinh dé
moi nguvi ¢6 thé si dung chung. Néu may tinh
ctia ban khong nim trén mot mang hodc 1a mot
phan ciia mang, ban cling nén ngit chic nang
nay dé tang tinh bdo mat trén mdy tinh. Cac
bude tién hanh nhu sau:

e Nhan ddp vao biéu tugng My Computer.
Néu biéu tugng nay khong cé, xin vui long xem
muc: V6 hiéu héa Remote Desktop.

* Chon khung Tools, chon muc Folder Options.
Khi nay hop thoai Folder Options xu4t hién.

* Chon khung View.

* Dung thanh truot tim muc Use simple file
sharing va x6a nit nhu hinh sau:

Folder Options nu

General View ] File Typesl Offline Files ]

Folder views
You can apply the view (such as Details or Tiles) that
you are using for this folder to all folders.

e
Apply to All Folders Reset &ll Folders |

Advanced settings:
[ Launch folder windows in a separate process :‘
) Managing pairs of Web pages and folders
© Show and manage the pair as a single file
Q Show both parts and manage them individually
Q Show both parts but manage as a single file
Remember each folder's view settings
[ Restore previous folder windows at logon
[ Show Contral Panel in My Computer
Show encrypted or compressed NTFS files in color
Show pop-up description for folder and desktop items

| W] Use simple file sharing (Recommended)

-

Restore Defaults

0K | Cancel | Apply |
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h. Ngdt Web Server

Mot s6 phién ban cia Windows c6 cai dit sdn
chuong trinh Web Server. N&u ban st dung trong
gia dinh hodc ¢ van phong va khoéng st dung
Web Server thi nén ngit chic ning nay dé ting
thém tinh bdo mat cho may tinh. P& ngit chic
niang Web Server, tién hanh cac buéc nhu sau:

e Nhan chudt vao nat Start cia Windows. Khi
nay bang chon Start xu4t hién.

 Dua con tré6 dén muc Settings. Khi nay mot
bang chon xuidt hién nhu hinh sau:

G Control Panel

& Network Connections
4y Printers and Faxes
a Taskbar and Start Menu

* Chon muc Control Panel. Hop thoai Control
Panel xuat hién.

.2 Add or N .
* Chon biéu tugng Remove Hop thoai Add or
L rotg’r\ams
Remove Programs xuét hién.

* Tai clta s6 bén trdi, nhan chugt vao nat:

i

Add/Remove
Windows
Components

* Khi nay hop thoai Windows Components

Wizard xudt hién. Dung thanh cudn tim muc
Internet Information Services (IIS) va x6a danh
d4u cac muc trong hop thoai nhu hinh sau:
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Windows Components Wizard E

Windows Components -
‘You can add or remove components of Windows XP. [@

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.
Components:
& Intemet Explorer 00ME 4|
O % Internet Information Services (I1S) 136MB ]
O gg Management and Monitoring Tools 2,2MB
[ 52 Message Queuing 00MB
Wl = MSN Fxnlarer 2N 7 MR L]

Description:  Includes Windows Accessories and Ulilities for your computer.
Total disk space required: 59,5 MB Details
Space available on disk: 9988,3 MB

< Back | Next > | Cancel I

e Nhan chuot vao nat va nat| Finish |,

i. V6 hiéu héa VBScript

VBScripts - viét tit cha Visual Basic Scripts - 1a
c4c tép dang text chita ma chuong trinh c6 phan
mé rong dang *.vbs. Nhitng ké xdm nhap trai
phép thudng 4n cac virus hay cdc nguy hai trén
Internet bén trong VBScripts va gan ching vao
cac thu dién ti. Khi ban mé tai liéu dinh kem,
ma VBScripts dugc bung ra kem theo cac virus lay
nhiém vao m4ay tinh cia ban. P& ting cuong kha
nang bao mit cda may tinh, ban nén vé hiéu héa
cac VBScripts bing céc bude nhu sau:

e Nhan ddp chudt vao biéu tugng My Computer
trén man hinh. N&u biéu tugng nay khong cé, xin
vui long xem muc: V6 hiéu héa Remote Desktop.
Khi nay hop thoai My Computer xuat hién.
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* Vao bang chon Tools, chon muc Folder Options.
Khi nay hop thoai Folder Options xu4t hién.

* Chon khung File Types. Dung thanh trugt
¢ bén phai cha ctta s6 tim phan mé rong véi
VBScript Script File nhu hinh sau:

Folder Options n E

General | View  File Types | Offiine Fies |
Registered file types:

Extensions I File Types | - l
@ URL Internet Shortcut
BUU  WinR4R archive
BUUE  WinRAR archive
@]UXDC  UXDC File
VBF_ VBScript Encoded Script File 1
E3vBS  VBScipt Script File
SEIvrF wlard File Ll

New l Delete l

Details for VBS' extension
Openswith:  @. Microsoft (1) Windows Basec Change... |

Files with extension "VBS' are of type "/BScript Script File'. To
change settings that affect all "YBScript Script File' files, click

Advanced.
Advanced
oK I Cancel |

* Nhén chujt vao nat dé x6a phan
mé rong VBS. Nhan nit khi Windows héi

Are you sure you want to remove this extension? (bal’l ¢6 chac

chin muén x6a phan mé rong nay khong?).

Lap lai c4c bu6e v6i céc kiéu tép sau:

+ JScript Script File (phan mé rong JS)

+ JScript Encoded Script File (phdn mé
rong JSE)

+ VBScript Encoded Script File (phan mé
rong VBE)

+ Windows Script File (phidn mé rong WSF)
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R~ Xin cdc ban luu y: Néu vAn mudn gilt nguyén
kha nang chay VBScript trong mot thoi diém nao
dé thi khong nén xé6a ching ma chi ngén chéan
ching khong tu khéi dong biang cach nhu sau:

Edit File Type 7] x]
BSaipt Saipt File Change Icon...
Actions:

Edit W,
Open
Print it

Open with Command Prompt
Remove

Set Default

s

IV Confirm open after download

[ Always show extension
-

OK | Cancel

* Trong hop thoai Folder Options néi trén,
nhan nat [avarced, Khi nay mot hop thoai xudt hién
nhu hinh trén.

e Trong khung Actions, nhan chudt vao nit
Edit (khong nhin dap chuot).

* Nhén nat | setpefut |.

* Chon hai nat nhu hinh sau:

[V Confirm open after download

[V Always show extension
e Nhan nut dé tré vé hop thoai Folder
Options. Péng hop thoai nay biang cach nhan nit

Close |.

J. V6 hiéu héa Messenger

Cac nha thiét k& Windows tao chic ning
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Messenger dé cdc nha quan ly mang mdy tinh
gui cdc thong diép dén cac mdy tinh trong mang.
Chinh tinh ning nay di tao nén mot k& hd dé
cdac virus mday tinh va cdc website quang cdo
tham nhéip vao may tinh cua ban.

Dé ngit Messenger cdc ban tién hanh céc
buéc nhu sau:

e Ngit két noi Internet dé ngan chin virus
hoac cac nguy co khac trén Internet thAm nhéap
vao may tinh trudc khi vo hiéu héa Messenger.

e Nhan chudt vao nat Start cia Windows.

* Pua con tré6 dén muc Settings. Khi nay mot
bang chon phu xuit hién.

* Chon muc Control Panel. _ﬁg

Nhén chudt vao bidu tugng “"Tee™ . Khi nay
hop thoai Administrative xuat hién.

St dung thanh trugt, tim va nhan ddp chudt

Services
Shortcut
vao biéu tugng 2k Khi nay hop thoai

Services xuat hién. St dung thanh trugt tim muc

Messenger nhu hinh sau:
i Services - [5]x]

File Action View Help
[} 4

i Services (Local) T SNISTINSN

Messenger ame | Desciiption | Status | Stan 4
R Network DDE DSDM ~ Manages D. Disa
Description: % Network DDE Provides ne. Disa
Transmis net send and Alefer service @b 5 L W Sted M
messages between clients and servers. 3 Network Connections 1anages o. tarte an,
This service is not related to Windows S Netesting Remote .. Enables an ... Man
Messenget If tis service is stopped, &y Net Logon Suppots pa. Man

Aleter messages will not be tansmited. If
s service s Gsabled.any services hat M Soltware Shado.__ Manages s Mar
explicitly depend on it will fail to start. < Messenger
&y Machine Debug Ma... Supportslo.. Stated  Aulc

Transmils .

% Logical Disk Manag... Configures Man
%% Logical Disk Manager  Detects an..  Started Aux:J
R IPSEC Services Manages IP... Stated  Autc
4 Indexing Service Indexes co. Man

% IMPI CD-Buming C... Manages C. Man
4% Human Interface De... Enables ge. Disa
GUHTTP SSL This service. Man v/
< | o

\ Extended A Standard
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e Nhan dap chuot vao muc Messenger. Hop
thoai Messenger Properties xudt hién.

e O gilta clta s6, nhan chudt vao mii tén

xudng va chon Disabled nhu hinh sau:

Startup type: IDisabIed Ll

Automatic
Manual
Disabled

5. Ngan chin cac phan mém gian diép

a. Thiét ldp ché do tu dong

Mot phuong phdp khic dé ngin chian céc
mau quang cdo trén Internet khong mong muén
va céc trang web nguy hiém 1a hiéu chinh mot
Windows file c6 tén 1a hosts. D& thiét 1ap ché
do tu dong hiéu chinh, quan ly cac hosts file,
phai cap nhat cic chuong trinh phan mém chong
trang web gian diép nhu Spy Sweeper hay Spybot
Search and Destroy. Ban cin cap nhat thuong
xuyén vi cdc chuong trinh nay ludn bé sung thém
danh sach cac trang web c6 chuong trinh quang
cdo hodc trang web gian diép dé viéc ngén chin
c6 hiéu qua.

b. Cai dgt bang tay

Cho du ban c¢6 st dung chuong trinh chéng
phin mém gidn diép dé hiéu chinh hosts file hay
khong, ban ciing nén hiéu chinh né bing tay. Cac
budc tién hanh nhu sau:
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Nhan dap vao biéu tugng My Computer trén
man hinh. Néu biéu tugng nay khong cé, xin vui
long xem muc: Vé hiéu héa Remote Desktop.

e Nhan dap chuot vao 6 dia C: (néu Windows
dugc cai dit vao 6 dia khac thi nhan dap chuot
vao 6 dia nay).

e Nhan chudt vao thu muc Windows. Thong
béo nhu hinh sau xuit hién:

This folder contains files that keep your system working properly.
You should not modify its contents.

Show the contents of this folder

(Thu muc nay chia cdc tép gitp hé thong cua
ban hoat dong chinh xdc. Ban khong nén hiéu
chinh noi dung ctaa né).

e Nhan chudt vao Show the contents of this folder .
Khi nay cdc thu muc va cac tép xuat hién trong
clia s6 Windows.

e Nhan chudt vao thu muc System32.

e Nhan chudt vao thu muc Drivers.

e Nhan chuot vao thu muc Ete.

e Tim mot tép c6 tén 1a hosts. Néu chi cé
mot tép nay, tién hanh & budc ti€p theo. (Néu
c6 nhiéu hon mot tép hosts, tién hanh nhu sau:
Nhan chudt phdi vao tép hosts dau tién. Chon
Properties. Khi nay mot ctra s6 xudt hién. Chon
khung General. Néu xudt hién: Bén canh tiéu
dé Type of File sé 1a File va bén canh tiéu dé
Description sé la hosts thi da chon tép hosts

chinh xdc va nhan nat ).
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e Nhan chudt phdi vao tép hosts. Khi nay
mot hop thoai xuat hién.

* Chon muc Open. Hop thoai Open with xuat
hién. Dung thanh trugt tim muc WordPad nhu
hinh sau:

Open ith BE

- ] Choose the program you want to use to open this file:

File:  hosts
Frograms
5] Migosoft Office Excel B

Migosoft Office InfoPath

] Migrosoft Office Picture Manager
P Migosoft Office Publisher

[W] Migosoft Office Word

&9 Migosoft Fhoto Editor

3 Notepad

Y Paint

C') ‘Windows Media Player

& Windows Picture and Fax Viewer
[A wordPad

r

Browse...

e Nhan chuot vao muc WordPad. Chuong
trinh WordPad sé& hién thi noi dung ctia tép hosts
nhu hinh sau:

B hosts - WordPad

File Edit Yiew Insett Format Help

Dl=/d Sl & @8- B

bf Copyright (c) 1993-1999 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host nawmes. Each
entry should be kept on an individual line. The IP address should

be placed in the first colun followed by the corresponding host name.
The IP address and the host nawe should be separated by at least one
space.

Additionally, comwents (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.con # source server
38.25.63.10 X.acwe.comn # x client host

W W I W A W W I I A A AW AW

127.0.0.1 localhost
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e Bén dudi cung tao mot dong trong bat dau
bang 127.0.0.1 tiép theo 1a mot khodng trong va
sau d6 la tén trang web can ngén chin.

Vi du: P& ngéan chin mot trang web c6 tén 1a
www.xxx.com thi nhap vao trong tép trén véi noi
dung nhu sau:

127.0.0.1 www.xxx.com

* Khi da thuc hién xong viéc hiéu chinh tép
hosts, vao bang chon file, chon muc Save.

* D& thoat khéi chuong trinh WordPad, nhan
chudt vao nut |z| bén trai man hinh soan thao
hoac vao bang chon File, chon muc Exit.

6. Mot so thiét lap khac ngin chin virus

a. Khéng dn cdc phdn mé rong file

Windows tu dong 4n cdc phan mé rong cho
cac tép thuong st dung hang ngay. Pay la ké
hé dé nhiéu virus 4n vao trong cac site tan cung
v6i hai phan mé rong khac nhau: Mot phan mé
rong an toan va theo sau mot phan mé rong nguy
hiém. Vi du nhu: BX.txt.vbt. Do ngudi st dung
may tinh chi nhin thdy phin mé rong dau tién
nén cho rang day la tép an toan va mé tép. Tép
nay sé bung ra cédc virus va gdy anh huéng dén
hoat dong ctia may tinh.

D& thiét 1ap ché& do hién thi tat ci cic phan
md rong clia cac tép gidp ngudi st dung c6 thé phat
hién virus va cac nguy co khac c6 thé 4n nap trong
do, cac ban tién hanh cic buc nhu sau:
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Folder Options nu

General Yiew IFiIe Typesl Offline Filesl

Folder views
‘You can apply the view (such as Details or Tiles) that

bt you are using for this folder to all folders.
T
| Reset All Folders

Advanced settings:
E Display the full path in the title bar :'
O Do not cache thumbnails
() Hidden files and folders
® Do not show hidden files and folders
O Show hidden files and folders
O
Hide protected operating system files (R ecommended)
[0 Launch folder windows in a separate process
) Managing pairs of Web pages and folders
® Show and manage the pair as a single file
O Show both parts and manage them individually

O Show both parts but manage as a single file v
Restore Defaults
oK | Cancel | Apply |

e Nhan chudt vao nut Start cia Windows,
dua con tré dén muc Settings. Khi nay mot bang
chon xuit hién.

* Chon muc Control Panel. Khi nay hop thoai
Control Panel xuat hién.

5

e Nhan chudt vao biéu tugng Folderoptions. Khi
nay hop thoai Folder Options xuat hién. Chon
khung View.

e Sit dung thanh trugt bén phai dé tim muc
Hide extensions for known file types nhu hinh trén.

e X6a nut danh dau trong muc nay.

e Nhan chuot vao nat va nat | appp |.

b. Khong dn cdc phdn mé réong ddc biét

Maic du thuc hién cac buéc dé hién cac phan
md rong cdc tép thong dung, nhung van c6 mot
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s6 phan md rong diac biét ma Windows van cho
an, chang han nhu.shs,.Ink.. Piéu nay tao co hoi
cho ké xdm nhap trai phép cai virus danh lua
nguoi st dung.

Dé thiét 1ap ché do hién thi phan mé rong
dac biét, tién hanh cac bude nhu sau:

e Nhan chudt vao nat Start cia Windows.

¢ Chon muc Run. Khi nay hop thoai Run xuét hién.

* Trong khung Open cia hop thoai Run, nhap
regedit nhu hinh sau:

= Type the name of a program, folder, document, or

Internet resource, and Windows will open it for you.

Open: |regedit LI

OK | Cancel | Browse... |
e Nhan nat . Hop thoai Registry
Editor xuat hién.
* Vao bang chon Edit, chon muc Find. Khi
nay hop thoai Find xu4t hién.

* Trongkhung Find what nhap: NeverShowExt

va nhan nat nhu hinh sau:

Find 2| x
Find what: lNeverShowExt Find Next
Look at Cancel
V Keyps
IV Values
IV Data
™ Match whole string only

e Sau mot khodng thoi gian ban sé thdy mot
muc c6 tén 12 NeverShowExt ¢ bén ctia s6 bén
phai cia hop thoai Registry Editor nhu hinh sau:
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£ Registry Editor
File Edit View Favortes Help
- =) My Computer E‘ Name Type
= (] HKEY_CLASSES_ROOT 28] (Defaul) REG_SZ
=3 * 2] sShortCut REG_SZ
0 323 23 NeverShowEst REG_SZ
+- (] .386
.7
(] .aca
(] .ace
2 et <
« | L3 ) KN — 2l
My Computer\HKEY_CLASSES_ROOT\A4ccess.Shortcut.DatadceessPage. 1

e Nhan chuot vao muc NeverShowExt va
nhan phim Delete ho#ic nhan chudt phai vao muc
nay va chon Delete dé xo4.

e Nhan phim F3 dé tim muc NeverShowExt
tiép theo va x6a cho dén khi hét.

* Khi da x6a xong cac muc NeverShowExt, vao
bang chon File, chon muc Exit hoic nhin chudt
vao nat X bén trai cta hop thoai dé két thic.

7. Cookie may tinh

a. Cookie mady tinh la gi?

Cookie mdy tinh la nhing tép nhé luu tria
théng tin ma nguoi st dung truy cap va thuc hién
trén Internet. Nhiing cookie c6 ich gitip ban quan
ly dugc cac dia chi Internet thuong st dung, cac
mat kh&u truy cap vao cac trang web va that 1a
thuan 1gi khi khong phai nhé hoac phai go lai
nhiing thong tin nay. Khi truy ciap vao cac trang
web thuong mai dién ti d€ mua sam, cookie theo
ddi cac mat hang ma ban mua sim. Tap hop céc
cookie lai v6i nhau sé gitup ban quéan ly dugc toan
bo cac cong viéc thuong thuc hién khi truy cap
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vao Internet nhu: Tin tic méi nhat, su kién thé
thao, du bdo thoi tiét... thay cho viéc tim ting
muc trén cac trang web riéng ré.

Tuy nhién, cookie ciing tao diéu kién cho
nhitng ngudi quang cdo va tiép thi theo doi cac
website ma ban thuong truy cdp va xem noi dung.
Ho d4nh gid dugc nhu ciu, sé thich ctia ban va
dua ra cdc chuong trinh quang cdo nim ngoai y
mudn cua ban.

Thuc t& cho thay, cdc trinh duyét nhu Internet
Explorer, Firefox, Opera va nhiéu trinh duyét
khac c6 kha ning ghi lai chinh xdc tat cd hoat
dong luét web cia nguoi st dung mot cach dang
kinh ngac va khong chi 1a nhitng thong tin dugc
hién thi trong ctia s6 History. Viéc x6a sach moi
thong tin trong bd nhd trinh duyét (cache) va
danh sdch website da truy xudt (history) khong
nhiing bao vé su riéng tu cia ngudi dung, ma con
cai thién kha nang hoat dong cia may tinh nho
gidi phéong thém khong gian dia cing.

Nhiéu website da nhing cdc tap tin vin ban
nhé (dung dé luu thong tin vé nguoi dung) vao
may tinh khi ban ghé tham cac website nay. Vé
nguyén tac, cookie khong phai 1a moi de doa dén
su riéng tu cida nguoi dung. Nhiing tdp tin nay
thuong chi trao d6i thong tin v6i vai website nhat
dinh. Nhiing n6i dung nhay cam trong cookie
(nhu thong tin ding nhap va mat khiu) thudng
dugc ma héa. Tuy nhién, trong mot s6 trudsng hop
s& gay ra nhiing tdc hai cAn quan tam. Va bat ky
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ai truy cap vao may tinh cia ban khong chi cé
thé nhin thay cdc website nao dang luu cookie
vao hé thong ma con 1a ndi dung cha cac cookie
khong dugc ma héa.

Cookie cia cdc hang thi ba thudng tiém an
nhitng mo6i de doa 16n hon d6i véi su riéng tu cia
ngudi dung. Cookie dang nay thuong cé ngudn goc
tir cac dich vu quang cdo va ho c6 thé st dung
chiing dé theo ddi nhiing website ban thuong truy
xudt va sau d6 cung cAp nhitng quing cdo co lién
quan dén van dé ma ban quan tam. C4c chuong
trinh chong phan mém gian diép thuong c6 kha
nang phat hién va loai bé cac cookie nhom 3 nay,
nhung ban ciing c6 thé cai dat trinh duyét dé ngin
khong cho ching xAm nhap vao may tinh.

b. Kiém sodt cookie trong Internet Explorer

Vao bang chon Tools, chon Internet Options.
Khi nay hop thoai Internet Options xuat hién
nhu hinh sau:

[ — BE

General | Secury | Privacy | Content | Connections | Programs | Advanced |

Home page
You can change which page to use for your home page.

Address: labout:blank

Use Curent | Use Defaut | UseBlank |

Temporary Internet files
7y Pages you view on the Intemet are stored in a special folder
(@Y for quick viewing later.

Delete Cookies... | Delete Files... Settings..

History

™ The History folder contains links to pages you've visited, for
£4  cick scoessto recenty viewsd pages

Daystokeep pagesinhistoy: |11 =] Clear History

Colors. | Fonts. ] Languages. | Accessibilty. \

3 Cancel | |
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Chon khung General, chon nit . Khi
nay hop thoai Settings xuat hién.

R Xin cdc ban luu y: Cé diém khéac vé thao
tac trong Internet Explorer 7. Ching toi sé gidgi
thiéu ¢ cudi muc nay.

Trong hop thoai Settings, chon muc .
Khi nay ctta s6 Temporary Internet Files xudt

hién c6 dang nhu hinh sau:

& Temporary Intemet Files

File Edit View Favoites Tools Help

<) > ? > ) Search Folders -
Address |_j C:\Documents and Settingsihong hoangtLocal Settings\Temporary Intemet Files
Name | Internet Address l Type | Siil_
Folder Tasks 2 Q Cookie:hong hoang@search Cookiethong hoang...  TextDocument  1KB
7 Share this folder E] Cookie:hong hoang@main.addfreestats  Cookiethong hoang...  Text Document 1 KB
[%) cgibin Cookiethong hoang...  Text Document  1KB
E] Cookie:hong hoang@popularscreens...  Cookiethong hoang. Text Document  1KB
Other Places A f_] Cookie:hong hoang@www.bentre.gov  Cookiethong hoang...  Text Document  1KB
[%] Cookie:hong hoang@adtx. moet.gov Cookiethong hoang...  Text Document  1KB
) Local Settings E] Cookie:hong hoang@sina-fc Cookiehong hoang...  TextDocument  1KB
‘_} My Documents %) forum Cookie:hong hoang...  TextDocument  1KB
() Shared Documents E] lmum{ ) Cnnkie' hong hoana. Text Document  1KB
E] Cookie:hong hoang@www.thienlong Cookiethong hoang...  TextDocument  1KB
&) My Network Places Be § N L
= Cookie:hong hoang@www.tinhte Cookiechong hoang...  Text Document 1 KB

Dé chi xem cookie, nhan chudt vao cot Name,
roi sau dé cudn dén cic tap tin cé tén bat dau
bang chit “Cookie”. P& x6a mot cookie, ban chi
can nhan phai chuot cookie d6 va nhan phim
Delete. Sau khi thuc hién xong, déng ctra s6 thu
muc nay lai.

Néu mudn x6a toan bd cookie trong may, tién
hanh nhu sau:

e Vao bang chon Tools, chon muc Internet
Options, chon khung General.

* Nhan nit | Delete Cookes.. | .

R Xin cdc ban luu y: Trong Internet
Explorer 7, khi vao bang chon Tools, chon muc
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Interrnet Options va chon khung General, hop
thoai Internet Options trong truong hgp nay cé
dang nhu hinh sau:

Internet Options

General | Seaurity | Frivacy | Content | Connections | Frograms | Advanced
Home page
/’ To aeate home page tabs, type each address on its own line.
> aboutblank

[ Use aurrent H Use default ” Use blank ]

Browsing history

Delete temporary files, history, cookies, saved passwords,
/ and web form information.

Search

/C) Change search defaults.
Tabs
Change how webpages are displayed in
tabs.

Appearance

[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

e Nhan chudt vao nat trong viing

Browsing history. Khi nay hop thoai Temporary

Internet Files and History Settings xuidt hién.
Trong hop thoai nay xudt hién thu muc luu cac
cookies nhu hinh sau:

Current location:

C:\Documents and SettingsiHoang HongiLocal
Settings\Temporary Internet Files),

| movefoider.. | | Viewobeets | [ viewfies |

* C6 thé chuyén céc cookies sang mot vi tri

khdc bang cach nhan chudt vao nat [ o foider... .
Khi nay hop thoai Browse for Folder xuit hién

dé chon 6 dia va thu muc can luu cac cookies.
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Nhan nat khi da chon duge thu muc can
luu cookies. Néu can x6a cac cookies, nhan chudt

vao nut [Dekete.|.

* Chon nit [view files |. Khi nay hop thoai Temporary
Internet Files xuat hién. Cac cookies dugc hién
thi trong hop thoai nay.

Trong Internet Explorer 6, néu chi muén ngan
chan cac cookie thugc nhém 3, hay chon khung
Privacy trong hop thoai Internet Options. Trong
khung Settings:

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Settings

o Move the slider to select a privacy setting for the Intemet
& zone.

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that use personally identifiable
LJ information without your implicit consent

- Restricts first-party cookies that use personally identifiable

information without implicit consent

[ Sites... J[ Import... ][Advanced,,.]

Pop-up Blocker
Prevent most pop-up windows from appearing.

Block pop-ups Settings...

Di chuyén thanh trugt d€n mot muic gid tri
phu hgp. Vi duy, gid tri Medium High cho phép
lu6t web mot cach binh thuong ma khong bi gian
doan do IE yéu ciu ban tra 16i c6 chdp nhan
cookie cua mot website cu thé nao d6 hay khong.

D& két thuc, nhan nat [_ok_|. Can luu y rang,
cookie dugc thiét 1ap bdi cdc website ma ban
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mudn st dung cookie ciing sé tu dong bién mat
khi ban x6a toan bd cookie trong IE.

Ngoai ra, c6 thé b6 sung dia chi cidc website
¢6 cookie ma ban ludn mudén ngan chin hay cho
phép xAm nhép vao mdy tinh bang ciach nhu sau:

e Nhan chudt vao nut trong hop
thoai trén.

* Khi nay hop thoai Per Site Privacy Actions
xuat hién nhu hinh sau:

Per Site Privacy Actions &J@

Manage Sites

(5 ‘You can specify which Web sites are always or never allowed to use
& cookies, regardless of their privacy policy.

Type the exact address of the Web site you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the Web site
and click the Remove button.

Address of Web site:

1976.com
Managed Web sites:
[ Domain Setting |

* Nhép tén trang web vao khung Address of
Website. Nhan chudt vao nit dé ngin
chan khong cho tao cookie hodc nhan nut
dé cho phép trang web nhap trong 6 Address of
Website dugc tao cac cookie.

Khi nay tén trang web trén dugc dua vao
khung Managed Websites.

* Trong truong hgp mudn x6a mot trang web
trong khung Managed Websites, nhan chudt vao
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trang web d6 va nh&n niat [ Remove |. Khi cin
x6a toan bo cac trang web trong khung Managed
Websites, nhan nut .

« Nhén nit dé két thic.

c. Kiém sodt cookie trong Firefox

Trinh duyét md nguén mé cha Mozilla
Foundation dugc trang bi mot tinh nang Clear
Private Data rat tién lgi, gitp nguoi dung xé6a
nhanh tat cd thong tin ¢4 nhan dugc luu trong
trinh duyét bang cach:

* Vao bang chon Tools. Khi nay bang chon
Tools c6 dang nhu hinh sau:

Tools

Web Search Cirl+K
Downloads Cirl+
Add-ons

Error Console
Page Info

Clear Private Data... Cirl+Shift+Del

Options...

* Chon muc Clear Private Data hoac thay thao
tac trén bang nhan t6 hgp phim Ctrl+Shift+Del.

Firefox ciing cho phép ban kiém soat cookie
bing cich nhu sau:

* Vao bang chon Tools, chon Options. Khi
nay hop thoai Options xuidt hién.
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» P& xem, x6a céc cookie, nhan chudt vao nit

(show cookies.. . Khi nay hop thoai ¢ dang nhu hinh sau:

Search:

The following cookies are stored on your computer:

Site Cookie Name |
210.245.0.23 A
atdmt.com E |

HE®E&

) castlecops.com
) doubleclick net
) download.mozilla.org v

3]

Name:
Content:
Host:
Path:
Send For:
Expires:

[ Remove Cookie | [ Remove ANl Cookies |

e Trong khung Site, nhan chudt vao cookies
can x6a hodc tim trong khung Search.

e Nhan chudt vao nat dé x6a cookie
da chon ho#c nhan chudt vao niat dé
x0a toan b0 cac cookie.

e Nhan chudt vao nat dé quay vé
hop thoai Options.

Trong hop thoai Options, c6 thé thiét 1ap
cdc ché do ngian khong cho tao cookie hoic cho
phép tao cookie doi véi ting trang web bing
cach nhu sau:

« Nhén chudt vao nat [ Exceptions... | Khi nay hop

thoai xudt hién nhu hinh sau:
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©) Exceptions - Cookies

You can specify which web sites are always or never allowed to use cookies.
Type the exact address of the site you want to manage and then click
Block, Allows for Session, or Allows.

Address of web site:
1962.com [
[ Block ] [Allow for Session ] I Allows ]
Site Status
1976.com Block

| Remove site | | Remove Al Sites |

* Trong khung Address of website, nhap tén
trang web.

e Nhan nat néu mudn ngin khong cho
tao cookie hoac nit dé cho phép tao cookie.

* Trong truong hgp mudn x6a mot trang web
ra khoéi danh sdach (ngan khong cho tao hoéc cho
tao cookie) nhan chudt vao nat . Khi
mudn x6a toan bd cac trang web trong danh sach,
nhan nat .

e Nhan chudt vao nit dé déng hop
thoai lai.

d. Kiém sodt cookie trong Opera

Trinh duyét nay cho phép ngudi dung dé
dang x6a moi ddu vét qud trinh luét web. Giong
v6i Firefox va IE, Opera cho phép ban kiém so4t
tiing cookie bang cach nhu sau:

* Vao bang chon Tools, chon muc Preference.
Hop thoai Preferences xuat hién.
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* Chon khung Advanced. Chon Cookies trén
clia s6 bén trai. Khi nay hop thoai Preferences c6
dang nhu hinh sau:

Preferences

Cookies are small files stored on your computer, They allow Web sites to

Browsing remember you between visits.

Notifications

@ Accept cookies

Content
Fonts
Downloads
Programs Never accept cookies

Accept only cookies from the site I visit

History

Delete new cookies when exiting Opera
Seaurity
Network . Ask me before accepting cookies

Toolbars
Shortouts Cookie settings can be adapted to each site

Voice "
Manage cookies...

* Panh ddu 1én muc v/ Delete new caokies when exiting Opera
dé khong cho phép trinh duyét luu lai cookie méi
do cac website tao ra trong qua trinh lam viéc,
do vay tranh dugc tinh trang cdc mang quang cdo
theo do6i hoat dong trén mang caa ban.

* P& x0a tling cookie riéng 1, nhan nit
trong hop thoai Preferences. Hop thoai Server
manager xuat hién nhu hinh sau:

Server manager

By
'm' adobe.com

L] s_ccitrue

[ s_sq:
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e Sit dung dong tim kiém & phia trén hay
duyét qua clta s6 thu muc dé tim cookie mong
muén. Ciing giong trong Firefox, phdi nhan chuot
l1én ting biéu tuong thu muc ctia website dé hién
thi t4t cd cookie bén trong, cé thé stra déi, xéa,
ciing nhu tao méi ching bing cich chon nit phia
bén phai cua hop thoai.

8. X6a moi dau vét

Internet Explorer luén theo doi cac qua trinh
tai cdc tép tin vé may tinh ciing nhu danh sach
cdc trang web da truy xudt (history). Ban nén
thuc hién theo cdc budc sau day dé xé6a sach moi
dau vét dé.

« An t6 hgp phim tit <Ctrl> + H, ciia s8
History trinh duyét ¢6 dang nhu hinh sau:

History X
iew v @ Search

(5] 2'weeks Ago =
Q Last Week

5] Today

(] baomoi [baomai.com.vn)
(%] baomoai [www. baomoai.com)
(3] dantri [www.dantri.com.vn)
(3] google (www.google.com...
3] home [(home.vnn.vn) -
(3] My Computer
toy poworld [www. poworld. co..
@ TGYT - PCWORLD ...
@] TGVT - PCWORLD ...
@] TGVT - Giai ddp thic m
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* Trong khung nay sé& liét ké tat cad website
da truy cap theo tha tu thoi gian va tén trang web.

Khi nhan chudt phai 1én mot website, mot
bang chon phu xuit hién nhu hinh sau:

Expand

Delete

» Dé x6a tat cd trang web nay, chon Delete.

D& hién thi tat ci trang web bén trong chon
Expand va nhan chuot phdi 1én mot trang web va
chon Delete dé x6a n6 khoéi history cua Internet
Explorer.

Ngoai ra, c¢6 thé nhanh chéng don sach
History bang cach vao bang chon Tools, chon

muc Internet Options, rdi nhan nat | CearHisoy |,

9. Bao vé mat khau

B4t ky trinh duyét nao cling c6 thé luu lai va
tu dong dién thong tin cd nhan cia ngudi dung
vao cic biéu mau trén web. Sau day la cach thic
gitp ban cai bién, phuc héi, hoac x6a bd cac dit
liéu do.

Tinh nang AutoComplete cia IE ¢6 kha nang
giip ban tu dong didng nhip vao mot website
bing cach ghi lai nhiing gi ban d4 nhap vao cac
biéu miu lic trude day 6 chinh website nay. Dé
kich hoat tinh niang AutoComplete, tién hanh
nhu sau:

* Vao bang chon Tools.
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* Chon muc Internet Options. Khi nay hop
thoai Internet Options xuAt hién.
* Chon khung Content.

* Chon nut . Khi nay hop thoai

AutoComplete Settings xudt hién nhu hinh sau:

AutoComplete Settings n X

AutoComplete lists possible matches from entries you've
typed before.

Use AutoComplete for

[V Web addresses

v Forms

IV User names and passwords on forms
™ Prompt me to save passwords

Clear AutoComplete history

Clear Forms | Clear Passwords |

To clear Web address entries, on the General tab in
Internet Options, click Clear History.

OK I Cancel |

e Chon cdc muc mudén AutoComplete kiém
soat hosic nhan Clear Forms hay Clear Passwords
dé x6a nhitng biéu mau va thong tin dang nhap
dugc luu trude day.

» Nhan khi khai bao xong.

®> Xin cdc ban luu y: Trong Internet Explorer 7,
dé mé hop thoai AutoComplete Settings nhu trén

chon nat trong vung AutoComplete nhu

hinh sau:

AutoComplete

AutoComplete stores previous entries Settings ]
on webpages and suggests matches
for you,

177

https://tieulun.hopto.org



10. Can tré nhitng ké an trom thong tin
ca nhan

Khac v6i nhitng vat dung khac, nhiing thong
tin c4 nhan c6 thé bi &n trom ma khong can
dén vii luc. Mot so sudt ciia ngudi st dung cé
thé mang dén nhitng hau qua ddng ti€c. Chinh
do nhiing don gian héa trong qua trinh truy cap
Internet ma moi truong nay dang la mot san
choi rat hdp dan cua nhitng ké chuyén an trom
tai khodan c4a nhan trén mang. Chiang an trom
tai khodn cia nguvi st dung dé mua sam hoac
rat tién nhim vao muc dich khac. Ching con s
dung nhiing thong tin &n trom dugc vao cac muc
dich x4u nhu gti di nhiing bdc thu véi ndi dung
khong lanh manh, tham chi dang ky vao cac dich
vu bat hop phép.

a. Tao cdc mdt khdu khdc nhau

Mot ngudi st dung mang Internet chic chian
s& c6 nhiéu account cho viéc giao dich truc tuyén
nhu giao dich v6i ngan hang, kiém tra cudc dién
thoai di dong, mua sdm qua mang va nhiéu thi
khéc nita. Nhiéu ngudi st dung chung mot account
va mat kh4u dé thuan tién cho viéc quan ly da
gay nén nhiing rui ro dang tiéc vi néu ké trom
kham phé dugc account va mat khau dé, ching
hoan toan c6 thé lam chi duge cdc account con
lai. Hay tu bdo vé minh bing c4ch tao ra cho mbi
mot website mot mat khdu va chung duge ghi
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nhé bing cach viét vao mot quyén s6 va cat vao
mot vi tri can thiét. Viéc ghi cdc mat khiu vao
may tinh cling mAat an toan trir trudng hop ching
dugc ma héa vi viéc may tinh bi thAm nhap bat
hop phdp, mat mat hoic phai sira chita ngoai y
mudn rat c6 thé xay ra.

b. Bdo vé cdc thong tin cd nhdn

Hay than trong véi cac thong tin ca nhan khi
phai khai bao trén Internet. Khi nhiing thong tin
da dugc tiét 16, ban khong thé biét duge nhiing ai
c6 thé tinh co thay dugc va ho st dung chiing nhu
thé& nao. Véi cac thong tin nhu dia chi, s6 dién
thoai, noi cong tac, dia chi email.nhin chung
khong nén ké khai. Truong hop cac website d6
bat budc phai khai bdo, hay ghi mot thong tin
gia nao do, trur truong hop cac website danh cho
thuong mai dién ti va ban da can nhic kj. Tham
chi, ban can st dung mot hop thu phu dé nhan
cac thong tin tu cac trang web ma ban khong
that ciAm thay an toan.

Cong nghé thong tin ¢ nudc ta dang phat
trién manh mé, mot ngay nao d6 khong xa, cac
dich vu dang ky truc tuyén sé& phat trién, cac
thong tin c4 nhan nhu s6 thé tai khodn, s6 bdo
hiém x4 hoi... s& tré thanh ddi tugng dé ké trom
dAu tu thoi gian khai thac va st dung véi muc
dich x4u. Hay than trong vdi cdc trang web yéu
cau dang ky s& thich c4 nhan, bao nhiéu nguvi
trong gia dinh, ban bao nhiéu tudi... vi rat c6 thé
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ban sé nhan dugce vd van cac thu dién ti khong
mong mudn tif nhitng so sudt rat nhé nay.

c. Tranh truy cap tu déong. Pdng xudt ra khoi
website

Mot s6 trang web cho phép ban dua user
name va mat khau va ghi nhé lai dé cdc lan truy
cap sau khong phai nhip lai. Thuén tién nay lai
14 co hoi cho ké trom an cdp mat kh&u dé truy
cap vao cdc trang web va sé giy ra nhiing tén
that. Viéc tranh truy cap tu dong vao cdc trang
web c6 thé 1a bat tién vi mat thoi gian nhap cac
thong tin, nhé account va mat kh4du nhung sé
tdng cuong tinh bdo mat cho cdc thong tin ca
nhéin cua ban.

Trude khi thoat khoi mot trang web cé su
dung account nhu dién dan trao ddi, thu dién ti,
dich vu truc tuyén.. hay thoat khéi trang web
bang cdch diang xuat khi chon cdc nit Log Off,
Log Out, Péng xuit... tuy theo tiing trang web va
ban can tim hiéu cu thé khi st dung cic web nay.
Vé6i cach thic nhu trén, Internet sé dong phién
lam viéc va 1an truy cap vao trang web lan tiép
theo s& phai nhap lai user name va mat khiu
cho du dé la ban hay mot nguoi khac. Mot hop
thu dién ti duge mé va khong ding xudt, mot
nguoi khéc c6 thé mé may va truy cap vao trang
web (nhu Yahoo! chdng han) va duong nhién céc
thong tin ctia ban trong hop thu duge mé ra. Néu
ra khéi trang web ctia mot dién dan trao d6i ma
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khong ding xuat, nguodi khac c6 thé sit dung phim
Back dé quay lai dién dan véi account cia ban.
Diéu gi sé xay ra néu ho dua ra cac thong tin bat
lgi cho ban. Va con nhiéu trang web nhu thuong
mai dién td... sé gy cho ban nhiing thiét hai khi
khong dang xuat néu ra khoi trang web.

d. Khong luu tu dong so thé tin dung. Kiém
tra thé tin dung thuong xuyén

Mot s6 trang web thuong mai dién ti cho
phép ban luu trit s6 thé tin dung cia ban trong
co s6 dif liéu cia ching dé thuc hién céc lan giao
dich tiép theo. Chic ning nay gidp cho cdc thao
tac sé nhanh va thuan tién hon nhung ciing 1a ké
hé cho nhiing ké &n trom thuc hién dugc hanh
vi clia minh. Hay bdo vé thong tin clia ban bing
cdch ludn tur choi tinh ning luu s6 thé tin dung
tu dong.

Cho du ban da thuc hién rat nhiéu bién
phdp bao mat, nhung hay than trong, ké trom
van rinh rap xung quanh va viéc mat trom van
c6 thé xdy ra. Hay thuong xuyén kiém tra thé
tin dung dé kip thoi phat hién, tranh nhitng hau
qua nghiém trong.

e. Bdo vé cdc thong tin luu triz

Khi st dung mot mdy tinh, nhit 14 m4ay tinh
c6 k&t ndi v6i Internet, § van phong hay ¢ gia
dinh, ban ciing s& c6 rat nhiéu thong tin cAn phai
luu trit: cac dia CD/DVD dit liéu, s6 ghi account,
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mat khau cia Windows va cdc trang web, thu dién
tt, dia chi cdc trang web cian quan tam... Diéu gi
sé xay ra khi cac thong tin nay bi ké trom kham
ph4, bi mat (do quén), cdc dia CD/DVD bi hdng...
That 12 khé xi khi mot trang web can quan tam
dé 1ay cac thong tin can thiét khong truy cap duge
do khong nhé user name va mat khau tham chi
quén ca tén trang web, hop thu khong mé duoc,
khong nhé dugec hop thu cha cac doi tac... va vo
van cic van dé khac nita c6 thé xay ra néu céc
thong tin c4 nhan khong dugc luu trit cAn than.
Hay dat cac dia CD/DVD va sé luu trit céc
thong tin c4 nhan vao mot vi tri an toan va
ching phai dugc bao vé tranh nhing rui ro nhu

mat mat, thAm chi cd mua gié va héa hoan.

11. Mot s6 diéu can luu y khi st dung
Internet noi cong cong

a. Gioi thiéu chung

Trong nhiéu truong hgp, ban khong thé vé
nha dé 14y nhitng thong tin can thiét va st dung
may tinh cong cong nhu trong thu vién, quan ca
phé Internet, diém truy cap Internet... déu rat c6
thé x4y ra vi nhanh chéng, ré va tién lgi. Nhung
st dung nhitng may tinh nay ¢6 thuc su an toan
hay khong vi ddy khong phai may tinh riéng cia
ban véi céc cach thie bdo mat da dugc thiét 1ap!

182

https://tieulun.hopto.org



An toan véi may tinh cong cong phu thudc rat
16n vao cach st dung cia nguoi dung. Xin cac ban
luu ¥ mot s6 vAn dé ma ching toi sé gidi thiéu &
cac muc dudi day.

b. St dung phén mém chéng spyware

Hay st dung cdc phan mém chong gian diép
dé quét may tinh cong cong truéc khi st dung.
Day la thao tdc cin thiét dé cac thong tin ca
nhan cta ban khong bi cdc phan mém gian diép
danh cap va dugc st dung v6i muc dich xau.

c. Khong luu lai nhitng théng tin ddang nhdp

Thay vi déng clia s6 trinh duyét hay gd vao dia
chi trang web khac, ban hay thoat khoi (log out)
trang web bang nhan vao nuat hoic lién két log out
trén trang web. Diéu nay han ché& kha niang ngudi
st dung khéc cé thé truy cap vao cic thong tin
trong trang web ma ban vira ghé tham. Rat nhiéu
chuong trinh, dic biét 1a cdc trinh nhin tin nhu
Yahoo! Messenger, MSN,... ¢6 tinh nang tu dong
dang nhap (log in) dé luu lai tén nguovi st dung va
mat kh4u, gitip nguoi st dung khong phai go lai
tén nguoi dung va mat kh4u. Tinh ning nay chi
hitu ich khi st dung trén mdy tinh cta riéng ban,
ching sé& rat nguy hiém khi st dung 6 nhitng may
tinh cong cong. Hay vo hiéu héa chic nang nay

mbi khi st dung mdy tinh cong cong.
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d. Bdo vé mat khdu

Cac trinh duyét cing c6 kha niang ghi nhé
mat kh4u. Tru6c khi truy cdp, néu dang st dung
Internet Explorer, vao bang chon Tools, chon
muc Internet Options, chon khung Content, vao
AutoComplete va bé chon toan bo cdc muc danh
ddu trong hop thoai AutoComplete Settings.

Nhan chudt vao cdc nat |Clear Forms| v [Clear Passworad 4

x6a toan bd mat khdu va céac dir liéu.

Nhiing chuong trinh theo doi thao tac ban
phim c¢6 thé ghi lai mat kh4u cia ban mot cach
don gidn. Nhung ching khong thé ghi lai dugc
néu ban st dung cdc thao tdc sao chép va dan
ting chif cdi vao trong mat khiu. Vi du: néu mat
kh4u 1a “km#6@” hay sao chép tif mot trang nao
doé tung ky tu k', ‘m’, ‘#, ‘6’, ‘@ va dan vao truong
mat kh&u. Tuy c6 hoi phién phtic nhung lai an
toan hon.

e. X6a moi ddu vét

Sau khi st dung mdy tinh cong cong, hay
x6a bé moi tdp tin dém va danh sach History
clia Internet Explorer. P& x6a cac tap tin tam va
History trong IE ban hay thuc hién nhu sau:

* Trong Internet Explorer, vao bang chon
Tools, chon muc Internet Options. Khi nay hop
thoai Internet Options xut hién.

* Chon khung General. Hop thoai Internet
Options ¢6 dang nhu hinh sau:
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Internet Options
General _Security Il Privacy Il Content Il Connections I Programs I Advanced_

Home page
‘You can change which page to use for your home page.

Address:

=68ar=msnhome I

[ Use Current ] [ Use Default I [ Use Blank ]

Temporary Internet files
7 Pages you view on the Intemnet are stored in a special folder
§ - for quick viewing later.

[Delete Cookies...l [ Delete Files... I [ Settings...

History

The History folder containg links to pages you've wvisited, for
quick access to recently viewed pages.

Days to keep pages in history: 20 5| | Clear History

[ Calors... ] [ Fants... J [Languages.. ] [Accessibitily,..J

[ 0K I[ Cancel ]

* Trong khung Temporary Internet files,
nhan chuot vao nat [DeeeCoskies.]) va nit [DeleteFies.. ],

« Trong khung History, nhan nat [CeaHistoy |,

e Nh&n nat 0K .

”> Xin cdc ban luu y: Trong Internet Explorer 7
dé x6a cac cookies va history, tién hanh nhu sau:

* Vao bang chon Tools, chon Internet Options.
Khi nay hop thoai Internet Options xudt hién.
Chon khung General.

* Trong vung Browsing history, chon nit .

Khi nay hop thoai Delete Browsing History
xuat hién nhu hinh sau:
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Delete Browsing History

Temporary Internet Files

Copies of webpages, images, and media that Delete files...
are saved for faster viewing,

Cookies
Files stored on your computer by websites to Delete cookies...
save preferences such as login information.

History
List of websites you have visited. Delete history...

Form data
Saved information that you have typed into Delete forms...
forms.,

Passwords
Passwords that are automatically filled in Delete passwords...
when you log on to a website you've
previously visited.

About deleting browsing [ Delete all... ] l Close
history

Nhén chudt vao cdc nat Pelet fikes.. | [Delete mokies..| -5
petete history.]. Ban ¢6 thé x6a toan bp céc van dé lién
quan dén History khi nh&n nat | Deketeall... |,

f. Khong hién thi nhiing théng tin nhay cdm
trén man hinh

Piing dé may tinh hién thi nhitng thong tin
quan trong, nhu: thong tin cd4 nhan, ma s6 tai
khodn ngan hang, mi s6 thé tin dung... Khi c6
viéc can phai di ra ngoai mot chat, ban hay déng
toan bd cdc cia s6 chuong trinh, thoat khoéi cac
clia s6 c6 chia nhitng thong tin nhay cam.

g. Pung qud tin tudng vao khd ndng ma hoa

Hién nay, c¢6 rat nhiéu phan mém ma héa
trén thi truong. Ching c6 thé duoc st dung dé
ma héa cic email. Tuy nhién, cdc phAn mém nay
chi ma héa cdc thu sau khi da sin sang dé gti
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thu. Piéu nay qua thuc 14 khd mudn mang néu
nhu mdt phadn mém ghi chép moi thao tdc ban
phim da dugc cai dat vao trong may (keylogger).
Ching sé ghi lai toan bd mat khau va noi dung
thu dugc viét ra va gti vé dudi dang email cho
nhiing ké cai dat keylogger ma nguoi st dung
m4y tinh khong hé hay biét. Nhitng cong cu ma
ching st dung sé& vd hiéu héa, va 1ay cap dugc
thong tin cua ban dé dang ngay khi ban da xéa
moi dif liéu lién quan. Vi vay, dé thuc su an toan,
hiay tranh go vao so6 thé tin dung bat ct nhiing
théng tin tai chinh hoéac cdc théng tin nhay cam
vao trong may tinh cong cong.

h. Hay chu y xung quanh

Béi vi c6 rat nhiéu thong tin néi ring nhiing
hacker ¢6 thé st dung nhiing phuong tién k¥
thuat s6 nao d6 dé theo doi nguvi st dung nhim
an cdp mat khau, do d6 ching ta ciing khong nén
sao lang nhiing ki€u tdn cong cd dién nay. Hay
quan sat kj xung quanh va chua y t6i nhiing nguoi
ngoi bén canh mdi khi nhap mat khiu.

i. Phdi thdt thdn trong khi sao chép dit liéu
vé mdy tinh ciia minh

M4y tinh & noi cong cong thuong duge st dung
v6i cuong do 16n hon mot may tinh & gia dinh
trong khi dé y thic bao mét lai khong cao. Kha
ning bi nhiém virus hodc cdc hiém hoa khéc 1a
rat 16n. Trong truong hop khong that can thiét,
khong nén chép dit lidu tif cdc may nay vé may
tinh cta ban.
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Chuong IX

BAO VE DU LIEU KHI TRUY CAP
INTERNET

1. Kiém tra hé thong truée khi truy cap

Trong Chuong VIII: Bdo vé thong tin cd nhdn
khi truy cdp Internet, ching t6i da gigi thiéu cac
thiét 1ap can thiét dé bdo vé thong tin cd nhan
cua ban khi truy cap Internet. Tuy nhién, trong
qué trinh s dung, cédc thiét 14p nay c6 thé da
bi thay d6i do ban vd tinh hay nguoi khéc co
y. Truong hgp dic biét nguy hiém ciing c6 thé
xay ra khi may tinh cia ban da bi nhiing ké
xam nhap danh cdp dugc thong tin truy cap va
dang ngoi tir xa dé st dung may cida ban. Nhin
chung, ban nén kiém tra lai cdc thong tin c6
tinh chdt nhay cdm nhu: user name, mat khau
truy cap Windows va cac thié€t 14p bdo mat khac.
Kiém tra su hoat dong ctia cac buc tudng lira bao
gbdbm buc tudng ltta phan cing va buc tuong lia
phadn mém, dic biét 1a bic tuong lia cia Widows
da duge hd trg véi nhiéu tinh ning quan trong.
Ban cing nén thudng xuyén cdp nhat cac ban
stia 16i phién ban mdéi cia Windows, Office dé
tan dung cdc hd trg cho tinh ning bdo mat cta
hé théng.
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2. Kiém tra viéc dung chung di liéu

Né&u mdy tinh cua ban dung 6 vin phong
khong chung di liéu v6i cac may khac trén mang
va dic biét néu ¢ gia dinh chi st dung mot may
tinh thi t6t nh4t 12 ban nén vo hiéu héa viéc
dung chung dit liéu (tép va thu muc) va cac thiét
bi ngoai vi khdc. Pay 1a mot bién phap can thiét
dé tranh nhiing ké xadm nhap trén Internet #n
trom nhiing thong tin trén may tinh cta ban.

3. Nhitng van dé can quan tam khi xéa
dit liéu

a. Bdn chdt ciia viéc x6a dit liéu

Khi ban x6a mot tép hay thu muc nao dé trén
dia, thuc ch4dt 1énh nay chi danh dau “da x6a”
trong Directory Entry va nhing thong tin lién
quan trong File Allocation Table - FAT (v6i phan
vung dinh dang FAT/FAT32) hoic danh dau “xo4”
trong Master File Table - MFT Entry (v6i phan
vung dinh dang NTFS). Hay néi cach khac, 1énh
nay chi xéa tén cta tép hay thu muc nay trén
dia. Lac nay, cac vung (cluster) chda da liéu cua
tap tin xem nhu tréng va dugce tinh 1a dung lugng
chua dung dén cta dia cing mic du dit liéu van
ton tai. Khi dif lidu méi duge ghi vao, va néu viéc
ghi di liéu mdi trung vao vi tri cta di liéu ci thi
dit lidu cii thuc su bi x6a di va ghi de bang dir liéu

N

méi. Ban khong thé “nhin” thdy dugc nhing dit
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liéu bi ddnh d4au x6a nhung nhitng phan mém ciu
dit liéu vaAn nhin thay ching khi quét qua bé méit
dia. Vi vay ching ta méi cAn dén nhiing phan
mém nay trong viéc khoi phuc ditr lieu. C4c ban
c6 thé hinh dung mot cach tuong d6i (chi dé dé
tudng tuong ma thoi) nhu trong thu vién c6 mot
th gom cdc thé dé ghi tén sach (va cac tham so
khéc). Méi mot tén sich trong thé sé ghi dia chi
dé cuén siach dé. Khi hily modt cudn sach, nguovi
ta chi loai bd thé ciia cudn sach dé trong ti, con
cudn sach vAn nidm & mot vi tri nao dé. Khi kiém
tra dung luong cua kho, nguoi ta tra tung thé
trong ta, tuong Ung v6i bao nhiéu vi tri dat va
dung lugng (cdc ban ci tudng tugng 1a cudn sich
c6 ghi thé tich chiém chd). Nhu vay, vi tri dit
cuén sach bi hiy dugc coi 1a trong vi khong cé
thé tuong Ung v6i né. Khi nhap cuén siach méi
vao kho, nguoi ta cing tra tiung thé va chira ra vi
tri dit cdc cudn sdch tuong Ung véi ting thé doé
va tim vi tri trong (nhu ching t6i da néi, vi tri
cuén sach bi hiy duge coi 1a trong vi khong c6
thé trong ti) va dé sach vao theo mot nguyén tac
nao dé (tir ngoai vao trong ching han). Néu viéc
dat sach méi trung véi vi tri cudn sach da huay thi
khi nay cudn sach cii méi bi hiy hoan toan con
néu khong, né van ton tai trong kho.

b. M6t s6 luu y khi can khoi phuc tép bi xéa

Ban c6 thé st dung bat ci phan mém nao
pht hop véi kha ning tim kiém ctia minh dé ciu
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di liéu, tuy nhién ching t6i xin luu ¥y mot vai
diém sau.

+ Mot s6 phdn mém cho dung thi va chi yéu
cau ngudi dung nhap s6 dang ky (license key)
khi sao luu nhitng dit liéu can khoi phuc. Vi vay,
ban hay tdn dung tinh ning nay thi qua mot vai
phan mém dé tim ra phiAn mém thich hgp nhat
v6i loai dit liéu minh can khéi phuc.

+ Mot s6 phan mém cho phép tao dia khdi
dong va lam viéc trong ché do MS-DOS. Tuy
nhién, ban sé kh6 khan hon trong viéc chon lua
nhitng dit liéu cAn khoi phuc. Néu c6 thé, hay
cai d4t phan mém cdu dit liéu trén mot hé thong
khéc va gén § dia can khoi phuc vao khi da sin
sang. Ban sé dé dang lam viéc hon véi nhitng tap
tin theo c4u truc cay thu muc, xem qua noi dung
nhitng tap tin c¢6 thé khoi phuc truéc khi mua
license key. Luu y: ding lo 14ng khi hé diéu hanh
khong nhan ra dia ciing can khoi phuc, phan
mém khoi phuc s& lam viéc nay t6t hon néu trong
BIOS Setup van nhan dang dugc § cling nay.

+ Khi can khéi phuc lai dit liéu bi x6a, tranh
nhitng thao tac ghi dit liéu 1én dia ciing can khoi
phuc. Sau khi x6a, vi tri nhiing cluster ctua tap tin
khong duge bdo vé, san sang cho viéc ghi de di
liéu mdgi. Ca khi nguoi dung khong tao ra nhing
tép méi, hoat dong ctia hé diéu hanh ciing 4nh
huéng dén dir liéu da xé6a khi tao ra nhiing tap
tin nhat ky (log) ghi lai hoat dong ctia hé théng.
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Ngoai ra, viéc truy cadp Internet sé& tdi vé kha
nhiéu tap tin tam ciing dugc ghi trén dia cing.
T6t nhat ban nén nging ngay viéc st dung &
cling nay, chi gdn né vao mot hé thong khac sau
khi da chudn bi sdn sang cho viéc ctu dif liéu.

+ Ding cham tré khi ctu dir lieu. Hay hanh
dong that nhanh khi nhan th4iy sai 1dm cia minh,
ban sé& c6 nhiéu co hoi 18y lai dugc dir lieu da x6a
mat. Ngoai ra, kha ning khéi phuc phu thudc vao
loai dit liéu. Néu 1a nhitng tap tin hinh, ban c6
thé 14y lai dugc 9 trén 10 hinh. Tuy nhién, néu
1a co s§ dit liéu (database), bang biéu... du 18y lai
duge 90% nhung c6 thé ching vin khong st dung
dugc vi cau trac dit liéu bi pha v, ma khong mé
dugc cac tép nay - Mot dia cing héng néu BIOS
hay tién ich quan ly dia cing khong thé nhan
dang dugec. 0 cing hong thuong c¢6 nhiing hién
tuong la nhu khong nghe tiéng moto quay, phat
ra nhiing tiéng dong lach cach khi hoat dong...
Pay la nhiing héng héc vat 1y ctia bo mach diéu
khién, dau doc, moto, dia tu... Hay c6 ging tao
ban sao anh cua dia cing vdi Norton Ghost, Drive
Image ho#c tinh ning tuong tu cla mot s phan
mém ctu dif lieu. Khi dia ciing gép su ¢, ban c6
thé 14y lai dir liéu tir ban sao dnh cta dia cing.

+ Néu dir liéu thuc su rat quan trong, ban
nén dem § cing dén nhiing dich vu ctu dif liéu c6
uy tin dé kiém tra, ding thao tac trén dia cing
vi s& anh huéng dén kha niang khéi phuc dit liéu
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hodc lam tinh hinh thém nghiém trong. Va di
nhién, cdi gia phai tra cho viéc nay sé khong ré
chit nao. Tuy nhién, ban diing trong cho nhiéu
vao viéc ctu dif lieu khi 6 ciing héng vi viéc nay
khong phai lic nao ciing thanh coéng.

Dit liéu da bi x6a ctia ban c6 thé dugc khoi
phuc béi mdét phan mém thich hgp. Pay 1a mot
tin t6t lanh né&u ban khong may xéa nham mot
tép nhung lai 12 mot diéu toi té néu may tinh cta
ban bi mat, mang di sta chita § nhiing noi khong
that an toan, mang di tang hoac ban.

Hay than trong, néu m4y tinh ctia ban khong
dugc x6a bé dif liéu mot cach an toan bing nhitng
bién phap thich hgp.

c. X6a du lieu mot cdch an toan

Dé x6a dit litu mot cach an toan ma nguoi
khac khong khoi phuc lai duge, ban phai st dung
mot chuong trinh xéa dic biét. Hau nhu hang
nao viét chuong trinh khoi phuc dit liéu bi xéa
(mot cach binh thudng) déu viét chuong trinh
x6a di liéu.

Céc ban c6 thé tham khdo & hai trang web:

* Active@ KillDisk (http:/www.killdisk.com/),
mién phi

* DataEraser (http://www.ontrack.com/
dataeraser/)

d. An toan dit liéu khi bdn, tgng va vut bé
mady tinh

Nhu chiing t6i da gidi thiéu & phan trén, khi
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mot s tép bi x6a va da loai bd ching ra khoi
Recycle Bin thi van c6 thé khéi phuc lai dugc
thong tin trong cac tép d6. Chinh vi vay, ban hay
than trong khi dem di ban, ho&dc cho hay tiang
mady tinh, nh4t 1a khi trong may tinh chia nhiéu
thong tin cAn phai bao mat.

Can sao chép dif liéu c6 trong may tinh dem
ban hay tang sang mot may tinh mdi hoéc vao
cac thiét bi luu trit va xé6a dif liéu trong may tinh
bing cac chuong trinh x6a chuyén dung. D& thong
tin dugc bao mat cao hon, ban nén cai dat lai
Windows sau khi x6a xong dit liéu dé loai bé hoan
toan céac thong tin c6 thé con luu trén hé thong.

Né&u mudn vit bd may tinh ho#c § cling, bién
phap an toan nhat 14 ph4 hiy 6 cing vé mait
vat ly. Tuy nhién, ban ciing can luu y ring, mot
6 dia cing bi héong khong dong nghia vé6i viéc
dit liéu khong thé khoi phuc duge. Bing nhiing
phan mém chuyén dung ngudi ta van soi va lay
ra dugc ting phan dif liéu trén & dia. Tot nhat,
trong truong hop nay la ph4 hiy 6 cing é mdc
do cao nhat.

Doi véi cac dia mém, CD/DVD chiia cdc thong
tin quan trong khi viit bé ciing can duge xt ly
¢ mic do can thiét. Tot nhat 1a tiéu hdy ching
thanh cac manh nhé.

4. Sao luu du phong di liéu
a. Tai sao phdi sao luu du phong di liéu
bia cing ciing nhu bat ky mot thiét bi nao
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khéc duge san xuit va st dung c6 thoi han nhat
dinh, nghia 1a khong phai la v6 han. Ngoai ra
con mot loat cdc nguyén nhan khac nhu: su cd
vé dién, nhitng héng héc do do 4m cao... va ciing
rat c6 thé mot bo phan co hay dién cia 6 cing
bi héong khi chua dat dugce thoi gian nhu du dinh
kéo theo cd 6 cing cung véi vo s6 dir liéu bén
trong khong 14y ra dugc dé phuc vu cong viéc
can thiét. Ciing khong loai trit cdc méi hiém hoa
khéac nhu mua béo, 1ii lut, bién dong cha thoi tiét
c6 thé khién dit liéu cia ban bdng chéc khong
con st dung duge. Ciing can phdi néi thém rang,
khong chi nhitng su ¢6 vé phan ciing ma mot
hiém hoa rat 16n dang tiém an: d6 1a virus may
tinh. Khong thé loai trit khd nang bdng nhién
may tinh khong lam viéc, § cing bi mat hét dit
liéu hoac du liéu khéng mé ra duoc.

Ngoai ra, su truy cdp vao may tinh cia nguoi
khéc v6i su vo tinh hay c¢6 y cling c6 thé lam
mat, hong dit liéu trén may tinh. Ciing c6 thé dit
liéu bi mat ma ké 1ay cap da st dung cac thong
tin 14y duge v6i muc dich x4u nhu st dung cac
user name, mat kh4u dé thuc hién cdc hanh dong
pham phap trong khi ban khong c¢6 cac thong tin
can thiét dé vo hiéu héa hanh dong cia ké cip
kip thoi. That 1a tai hai khi ké trom xuyén tac
nhiing dit liéu 14y duge va dua ra véi danh nghia
clia ban, trong khi ban khong c6 ban géc dé bao
vé minh.
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Cing khong loai trt khda nang do mot chit so
suat, ban da xéa nham di nhitng thong tin quan
trong va can phai c6 ban du phong dé 14y lai cac
di liéu do.

Tém lai, viéc sao luu dit liéu 124 mot van dé rat
can thiét cho ngudi sit dung may tinh khong phai
chi 6 co quan ma do6i véi tdt cd nhiing ai st dung
mady tinh, ké cd m4y tinh don 1é tai gia dinh.

Viéc sau luu di liéu phu thudc vao mdac do
st dung ctia mdi ngudi va tdm quan trong cla
dir lieu d6 ma khong nhat thiét theo mot cong
thic nao. Véi cac dir liéu quan trong, ban nén sao
luu thuong xuyén khi c6 cdp nhat mdi sang cac
thiét bi luu du phong ma ching toi sé gidi thiéu &
muc sau. Tham chi, v6i cac tai liéu dac biét quan
trong, c6 thé ban nén sao luu sang ba, bon vi tri
khac dé dé phong nhiing su c6 xay ra. Tuy nhién,
ciing can phai khang dinh rang, ding dé viéc sao
luu dif lidu chiém mot khodng thoi gian qué 16n
lam &dnh huéng dén cong viéc hang ngay. Ban
nén xay dung cho minh mot k& hoach sao luu du
phong cac di liéu mot cach hgp ly, dap dng muc
dich st dung cua ban.

b. Cdc thiét bi st dung khi sao luu du phong

Khong c6 mot thiét bi sao luu dit liéu nao 1a
tuyét do6i hoan hdo xét cad vé géc do an toan dit
lieu va kinh té&. Viéc st dung thiét bi con theo

théi quen va sG thich cia nguoi st dung.
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0] cuing ngoai

Pay 1a mot 6 cling may tinh binh thudng dugc
dat trong mot hop ciing nham muc dich tranh cac
tac dong nhe nhu va cham.. 0 ciing ngoai dugc
ndi v6i may tinh qua cé6ng USB.

Uu diém cta thiét bi nay la luu trit duge mot
dung lugng 16n, d& di chuyén va cé thé si dung
dugc v6i nhiéu may tinh. Nhung loai nay cé
nhugc diém 1a kich thu6c 16n, d& bi nguoi khéc
truy nhap va gia thanh cao.

0] cung bén trong

Loai § ciing nay dugc lap truc ti€p vao mAay
tinh nén thuong c6 gia thanh ré hon § cling ngoai
cung tham s6 va ciing luu trit dugc dung luong 16n
dir lieu. Tuy nhién né ciing dé bi truy cap trai
phép va trong truong hop rdi ro nhu ting dién
dot ngot (va khong c6 bo diéu chinh dién &p),
mua bido ho#c bi mit mat m4y tinh, bi ph4 hoai...
thi cting bi m4t luén cung véi dif liéu chinh.

Cdc loai dia CD/DVD

Dé st dung ghi dit liéu 1én cac loai dia nay
can c¢6 dau ghi vi loai CD-ROM thong thuong chi
c6 thé doc dugc dit lieu. Cac dia thudc nhém nay
c6 nhiéu loai. Theo s6 1an ghi thi chia thanh: loai
ghi mot 1an (CD-R) va loai ghi nhiéu lan (CD-RW).
Theo dung lugng ghi thi chia theo: Pia CD ghi
dugc 650MB dén 700MB dit liéu; Dia DVD c6 thé
luu trit duge t6i 4,7GB dir liéu va lai dugc chia
thanh nhiéu loai.
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0 USB

Day 1a cdc thiét bi hién nay dang dugc su
dung rong rai do kich thuéc nho, thoi gian ghi,
x6a nhanh va gia thanh ciing hgp ly. Cac loai 6
nay dugc cdm qua cong USB va déi véi cdc may
st dung hé diéu hanh théng dung hién nay la
Windows XP déu c6 thé tu nhan dugc nén khong
can phai cai driver khi st dung. Dung lugng ctia
cdac 6 loai nay 1la 128MB; 256MB; 512MB; 1GB;
2GB... va ngay cang dudc nang cao thém vé dung
lugng. Nhin chung, véi 6 loai nay chi nén sao luu
tam thoi hodc chuyén dit liéu dén mot vi tri khac
ma khong nén luu cac dif lidu c6 tinh 6n dinh nhu
mot ndm sau mé6i st dung. Ciing do dé& st dung
nén tinh bao mat caa loai nay khong cao.

Cdc 6 bang tu

Thiét bi loai nay thudng chi dugce st dung
trong cac linh vuc doi héi phai luu duge di liéu
v6i dung luong 16n t6i hang tram GB.

Si dung song song hai 6 cing

Day 1a mot bién phap dua dit liéu vao hai 6
cing c6 trong modt may tinh. RAID (viét tit cta
Redundant Array of Independent Disks) la tao
trong may hai 6 dia giong hét nhau ci tir hé diéu
hanh dén cdc chuong trinh, cic tép va dugc cai
dat theo cach nhu nhau. Pay la cach thic hiéu
qua nhung phic tap doi hdi ban phai la nguoi c6
am hiéu vé ky thuat. Ngoai ra con doi héi bo mach
cht cia m4y tinh phai tuong thich véi RAID.
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Néu chua c6 dugec mot trong cac thiét bi luu
du phong & trén, ban ciing nén luu nhiing di liéu
quan trong sang mot thu muc khéc trén dia cing
clla may tinh dé st dung trong truong hop can
thiét. Viéc 1am nay don gidn, khong phai dau tu
thém thiét bi nhung sé rat hiéu qua khi dir liéu
bi mat do x6a nham, bi nguvi khac c6 tinh lam
héng hoic stta d6i nhung khong biét c¢6 ban luu
du phong trén cung dia, bi nguoi khac vo tinh
hay c6 y stta d6i va ban mudn 14y lai ban goc...

c. Bdo vé dit liéu luu du phong

Dit lidu khi da duge luu du phong thi can
phai dugc bdo vé tranh dé mAat mat hodc roi vao
tay cua nhiing ké chuyén rinh mo thoéng tin cua
ban. Vi nhu vay, vo hinh trung, ban di tiép tay
cho hanh dong cta ho. Vi la dit liéu du phong,
ban ciing cin tinh d&én nhitng kha ning nhu mat
cip, chap dién hay mua bdo dnh huéng dén vi tri
dat thiét bi c6 dit lieu chinh (mdy tinh dang lam
viéc)... thi dir liéu luu du phong van khong bi téc
dong dén.
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Phan IV

Suf dung Internet an toan
cho tré em
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Chuong X

NHUNG NGUY CG TIEM AN KHI TRE EM
TRUY CAP INTERNET

1. Nhitng co hdi va nguy co tiém an cua

Internet d6i vé4i tré em

a. Nhitng co hoi ctia tré em truée su bung né
cia Internet

Ngay nay, thé hé tré dang 16n 1én cung véi su
phét trién cia m4y tinh va mang thong tin toan
cau Internet. DPiéu nay gitp tré em sém dugc hoc
tap, vui choi, gidi tri trong mot diéu kién moi
trudng hoan toan méi mé. Ching c6 thé ngdi &
nha tham gia cdc dién dan dé thu dugc nhiéu
diéu bo ich. Tré em khong phai xin phép b6 me
dén nha ban be dé cung lam bai tdp nhung van
c6 thé trao d6i duge nhitng y tuéng hay dé giai
mot bai toan kho qua viéc chat trén mang. Ching
thu nhan dugc cdc kién thic sidu rong qua cac
budi hoc qua mang Internet, tim hiéu dugc tinh
hinh chinh tri, x4 hoi ma khong phdi mua béo.
Vé6i viéc truy cap vao Internet, tré em c6 thé hoc
ngoai ngii v6i nhilng phuong phap tric nghiém
tién tién va hién dai...

Ngay tir 16p mot, nhiéu em da dugc bo me
trang bi mdy tinh ¢ nha dé néi vao mang hoc
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tap, trao d6i thu tir va choi tro choi dién ti. Trén
16p, cac hoc sinh dugc cdc thiy co6 gidng mot so
mon bing gido trinh dién ti. Vi vay, kién thic vé
may tinh, vé mang Internet.. dugc cdc em quan
tam va tng dung thanh thao. Nho d6, kién thic
vé x4 hoi, cac moén hoc phé thong, trong dé cé
mon ngoai ngit, dic biét 1a tiéng Anh cta cdc em
dugc nang cao.

R4t nhiéu em da c6 trang web va d6 1a mot
thé& gidi riéeng dé cic em siang tao, thiét k& do
hoa cho giao dién va trinh bay nhiing chinh kién
va kinh nghiém hoc tdp cia minh. Cac em da trg
nén niang dong, thong minh va tu tin hon.

Thong qua Internet, nhiéu tré em da nhan
thic dugc nhitng van dé xa hoi mang tAm qudc
té&, 1am quen v6i nhitng ky thuat cong nghé hién
dai ma chinh cha me ching c6 thé chua biét.

Khong thé phii nhan dudgc 1a cong nghé
thong tin cing mang tin hoc toan cau da va dang
mé ra nhitng diéu méi mé vé thé gidi khoa hoc,
kién thic can thiét cho cudc song. Mang thong
tin toan cau da va dang mang lai cho tré em nhiéu
co hoi mdi.

Theo nhiéu chuyén gia tin hoc nhan dinh:
“Tré em la thé& hé tiép thu cong nghé thong tin
dé dang hon nguoi 16n. Ching 16n 1én cung véi
su phat trién cta cong nghé chit khong phai hoc
lai tir dau nhu nguvi 16n”.
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Tuy nhién, gidi tré va cac bac phu huynh cung
ding truéc mdt moi lo ngai 16n: Nhitng hiém hoa
tiém 4n khi tré em st dung mang Internet.

b. Nhiing hiém hoa tiém dn khi tré em si
dung mang Internet

That dang lo ngai khi vao mang Internet
ngay nay, nguy cd tiép xic vdi cdc trang web
bao luc, khiéu dam doi truy la rat 16n. Theo mot
thong ké gan day cho thdy: trén mang Internet
chi ¢6 khodng hon 3 triéu trang web vé chinh
tri nhung c6 téi gan 20 triéu trang web cé lién
quan dén sex, hon 3 triéu trang lién quan dén
rugu... Ngoai ra con c¢6 hang tram, nghin trang
web lién quan dén céc tro choi bao luc, chém giét,
ban sing, bom va khing b6 cung nhiéu trang
web vé truyén ti€u 1am tho tuc, ban ludn nhiing
chuyén bay ba rat dé kich thich tinh to mo cta
tré em. Hang tram, hang triéu trang web cung
cdp phim dnh bat hgp phdp v6i ndi dung khong
lanh manh. Nguy co tré em di lac vao cac trang
web d6 1a rat 16n va thuong xuyén.

Ngay cang nhiéu bac cha me phan nan vi
cic ¢o6 cau hoc tro danh qua nhiéu thoi gian cho
viéce choi tro choi dién ti truc tuyén. Tuy chua
c6 minh ching cu thé nao vé méi lién hé gita
cac tro choi bao luc trén Internet véi ti 1& bao
luc trong giéi thanh thiéu nién dang ngay cang
gia tang, nhung néu dé tré em tiép xic nhiéu véi
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bao luc s& bi mat dan cdm xic trudc bao luc. Rat
nhiéu tré em c6 nhitng hanh vi hung bao déi véi
ban be, nguti than trong gia dinh ma ban than
ching lai vAn nghi 14 dang trong trd choi trén
mang. Nhitng gia dinh n6i mang Internet néu
khong c¢6 su quan ly chét ché cung véi viée ap
dung cac cong nghé can thiét d€ dinh huéng cho
tré em st dung Internet mot cach hiéu qua va an
toan sé c6 thé gay ra nhitng hau qua déng tiéc.

Nhiéu bac cha me dang that su lo ngai vé
cong nghé thong tin do trén mang. Céng nghé
nay lam cho con nguoi ngay cang xa roi véi thuc
t&, d61 vGi tré em thi loai hinh cong nghé nay con
nguy hiém hon nhiéu. Hanh vi va tinh cach cta
tré em ciing thay déi khi lot vao mot thé gi6i o,
khong tinh cdm. Khi lang thang trén mang, tré
em con c6 thé géip phdi cic van dé lién quan dén
su mat an toan ctia ban than va gia dinh. Bing hé
thong thu dién ti, khong it tré em bi du dd cung
cAp cdc thong tin vé ban than, cha me, be ban.

Trén mang hodc qua thu dién t, nhiéu 14
thu qudy roi tinh duc, kich dong sé tré nén nguy
hiém khi roi vao tay tré em. Ngoai ra khong loai
trir kha ning két ban qua Internet, nhiing cudc
hen ho, du dé tham gia vao cac bang dang xau,
t6 chiic hanh vi tong tién, bat céc.

Cong nghé thong tin tdc dong manh mé dén
doi song cla tré em, tham chi thay déi ca cudc song

clia cac em. Nhiéu em khi stt dung may tinh nhiéu,
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hoc va choi v6i may tinh, trd chuyén nhiéu véi
may tinh nén da ngai tiép xdc, chay nhay véi be
ban, ngai ti€p xic v6i xa hoi.

Nhiéu gido vién phan nan ring cé nhiing hoc
sinh ¢ bac ti€u hoc khong chiu tap viét vi “da
c6 may tinh viét ho”. Nhiéu hoc sinh phd thong
co s&, pho thong trung hoc, tham chi c4 hoc sinh
tiéu hoc, da nop bai tdp & nha cho thay co6 biang
vin ban dugc in tif m4y tinh. Nhiéu hoc sinh con
tai phim, truyén trén mang rdi sao chép sang dia
dé tang beé ban & trudong.

Hién c6 qua nhiéu diém cung cdp dich vu
Internet céong cong. Nhing 161 moi chao hap
dan nhu két ban qua mang, tro chuyén qua
mang, truy cdp Internet gid ré vdi gia cudce cuc
ky hap dan, cdu hinh mdy tinh manh, game
online véi nhiing tro choi quyén ri.. da va dang
thu hat giéi tré. Nhiéu thanh thi€u nién da tim
moi cdch dé€ c6 tién dén véi cdc dich vu Internet
cong cong. Qua thuc, Internet c6 mit tot va

cling c6 mit xau.

2. Trach nhiém cua ngudi 16n

Trong boi cdnh phat trién manh mé Internet,
cac bac lam cha me hay canh giac khi cho con em
minh ti€p xdc v6i mit x4u cha Internet. Vi vay,
ngudi 16n, bao gom: gia dinh (b6, me, dong ba..),
nha truong (thay, c6) va xa hoi (cac doan thé)
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can phai quan tAm hon, gido duc, quan 1y chit ché
hon, cAn quan tAm dén c4c trang web c6 1gi cho su
phat trién cla tré em, tao cho cdc em c6 modt moi
truong tot trén Internet phuc vu cho viéc hoc tap,
tim hiéu van héa, xa hoi c6 hiéu qua.

Viéc tim hiéu va ngin chin cdc hiém hoa tir
Internet bing cac bién phap k§j thuat va cong
nghé ma ching to6i da gi6i thiéu ¢ mot s6 chuong
trong cudn sach nay la rat can thiét. Tuy nhién,
nhu ching t6i da gidi thiéu ¢ trén, cac em rat am
hiéu vé may tinh va mang Internet. Vi vay néu
khong c6 dinh huéng tot, thi chinh cdc em sé& loai
bé cac bién phap phong ngita biang cong nghé dé
dugc tu do ti€p xuic vdi tat cd nhilng gi Internet
mang lai, bao gdm cd mit t6t va miat xau cha
né. Van dé 1a gidp cdc em phan biét dugc nhitng
mat tich cuc clia Internet dé bién né thanh cong
cu hitu ich cho su phat trién ctia ban than, thay
dugc nhitng nguy co tiém 4n cta Internet, tim
cach khiac phuc hoidc lang tranh né va biét cach
tu bdo vé minh.
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Chuong XI

SU DUNG INTERNET AN TOAN
CHO TRE EM

1. Cai dit hé thong

a. Tao cdc account riéng biét

Nén tao mot account riéng cho con cdi cua
ban va account nay khong cho phép dugce stra cac
tham s6 hé thong, cai dat phan cing hay phan
mém méi. C4c bude tién hanh nhu sau:

e Nhan chudt vao nat Start cia Windows.

* Vao muc chon Settings, chon Control Panel.
Khi nay hop thoai Control Panel xuit hién.

e Nhan chudt vao biéu tugng USE,‘;ﬁmm. Hop thoai
User Account xuat hién.

* Chon muc e createanewacoount -

* Nhap tén account trong 6 Type a name for
the new account. Vi du: VanTrinh.

e Nhan chudt vao nut [ rext>].

e Nhan nit Limited nhu hinh sau:

Pick an account type

" Computer administrator ¢ Limited

+ Nhén niit [CGeesmm].
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b. Kiém tra cdc trang web duogc cdp nhdt
hdng ngay

Kiém tra nhitng trang web nao con cdi ban
hay truy cap bing cdch xem lai Internet History
nhu sau:

(1) Péi v6i Internet Explorer

* Khéi dong Internet Explorer.

’ ? @

* Nhan chudt vao biéu tuong . Khi nay
mot danh sach cac trang web duoc truy cap trong
tudn xudt hién & clta s6 bén trai.

History X
View v 38 Search

(5] Last Week
[E] Monday

5] Today
&1 bkav (bkav.com.vn)

&] Béch Khoa Antivirus...

(%] bkay (www bkav.coman)

[>

#] hanoi (hanoi.vmn.m)
%] home (home.vmin.vm)
] My Computer

(3] sdevietnam (sdovietnam.c...

3] sdevietnam (www.sdeviet..,
(2) Poi v6i Firefox

* Khdi dong Firefox.

* Vao bang chon History. Khi nay ¢ bén trai

man hinh xuit hién ctra s6 History nhu hinh sau:
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[+ ) Yesterday
[+ | ) 2days ago

e Chon thoi gian can xem, vi du Today, danh
sach cac trang web truy cap trong ngay sé xuit
hién. C6 thé nhan chudt vao ting trang dé kiém
tra noi dung.

e Nhap mot doan van ban dé loc cac trang
web theo mot chi tiéu nao dé trong khung Search.

2. Cai diat han ché&

a. Cai ddt han ché cdc website va noi dung

Dé ng#n chin tré em truy cap cac trang web
c6 nodoi dung khong phu hogp, c6 thé cai dit cac
phan mém chon loc ndi dung hoéc st dung chic
nang Content Advisor cia Internet Explorer.

Cac budc tién hanh nhu sau:

* Khéi dong Internet Explorer.

* Vao bang chon Tools, chon muc Internet
Options. Khi nay hop thoai Internet Options
xudt hién.

* Chon khung Content.

* Nhén chudt vao nat [ Enable.. |. Hop thoai

Internet Options tré thanh nhu hinh sau:
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Content Advisor

Ratings | Approved Sites | General | Advanced

Select a category to view the rating levels:

3 RsAC
4] Language
@ Nudity
®w Sex
& Violence

Adjust the slider to specify what users are allowed to see:

Description

Level 0 Inoffensive slang

Inoffensive slang; no profanity.

To view the Internet page for this rating service,
click More Info.

* Trong khung Select a category to view the
rating levels ¢6 bon hang muc: Language, Nudity,
Sex va Violence. Ban c6 thé han ché& Internet
Explorer khong truy cdp noi dung trong cac hang
muc nay bang cach st dung céc thanh trugt. Gia
st chon Sex, va kéo thanh truot sang trai, ban sé
tang cuong bdo vé ngin truy cip vao cdc trang
web c¢6 noi dung la Sex.

”> Xin cdc ban luu y: Khi mic d) gia tang, nghia
la thanh trugt dugc kéo sang bén phai thi mdc do
bao vé giam xuong. Trong Internet Explorer 7, nhan
nat | Settings |,

b. Thiét lap danh muc cdc trang web khong
duoc truy cdp

Trong hop thoai Content Advisor, nhin chudt

vao khung |4pprovedSites|. Ban c¢6 thé khai bdo danh

sach cac trang web ma con cai ban khéng duoc
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truy cdp bing cach nhap tén trang web trong

khung Allow this Website va nhan nut

va cac trang web duoc truy cdp bang ciach nhan
nat . Néu muén x6a mot trang web khoi

danh sach cdc trang web bi cAm truy cap, chon

trang web nay va nhén nut . Két qua,
ban dugc mot danh sach cac trang web dugc phép
truy cap va khong dugc truy cap nhu hinh sau:

Content Advisor @

| Ratings | Approved Sites | General | Advanced

@) You can create a list of Web sites that are always viewable or
. never viewable regardless of how they are rated.

Allow this Web site:
[

List of approved and disapproved Web sites:

&) home.wnn.an

® sdovietnam.com

@ tienphongonline.com
& yyy.com

[ 0K J[ Cancel ]

Ban c6 thé khai bdo mot loat cac trang web
bi cAm truy cap. Trong truong hgp nay, khong
xét t6i muc do truy cap va nhan nut khi
da khai bdo xong danh sach céc trang web bi cAm
truy cap.

Khi nay trang web bi ngidn khong dugc phép
truy cap xuat hién trong khung List of approved
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and disappoved Website va c¢6 dang mot bién
cAm nhu sau:
& yyy.com

Cac trang web dugc phép truy cap dugec danh
d4u c6 dang nhu sau: @ homewnnan .

c. Cai dgt mat khdu dé truy cap han ché

”> Xin cdc ban luu y: Cac thao tac dudi day
chi 4p dung khi ban 1an dau tién tao mat khau
trong trinh duyét. Viéc x6a hoan toan hoac sta
lai mat kh&u ching tbi sé gidi thiéu ¢ muc sau.

Dé cai dat mat khiu cho céic trang web céc
ban tién hanh nhu sau:

* Khéi dong Internet Explorer.

* Vao bang chon Tools, chon Internet Options.
Khi nay hop thoai Internet Options xudt hién.
Chon khung Content. Nhadn nat [ Enable.. |.

R’ (Xin cdc ban luu y: Trong Internet Explorer 7
nhan nat trong viing Content Advisor).

 Hop thoai Content Advisor xudt hién.
Chon khung General. Khi nay hop thoai Content

Advisor c6 dang nhu hinh sau:
Content Advisor

Ratings | Approved Sites | General | Advanced

User options

[[JUsers can see sites that have no rating

Supervisor can type a password to allow users to view
restricted content

Supervisor password

/@) The supervisor passward allows you to change Cantent
7 dvisor settings of tum Content Advisor on or off. To
change the supervisar passward, click Change

Password.
Create Password...

Rating systems
The rating systems you use are provided by other companies
and organizations. To view or madfy the lst, click Rating
Systems

[ Find Rating Systems | [ Rating Systems... |

214

https://tieulun.hopto.org



R’ Xin cdc ban chu y: Hai nat trong khung
User options c6 § nghia khac nhau. Ban hay chon nit

Supervisor can type a password to allow users to view
restricted content

. bay la chidc nang
ngam dinh.

e Nhén chudt vao nat | CesePasswod.. | Khi nay
hop thoai Create Supervisor Password xu4t hién.
Nhap mat khau vao khung Password va nhap
lai mat khau nay vao khung Confirm password.
Nhap mot 1oi ggi ¥ vao khung Hint nhu hinh sau:

Create Supervisor Password

To prevent unauthorized users from changing
Content Advisor settings, provide a password.

Content Advisor settings can be changed or
tumed on or off only by people who know the
password.

Password: esee

Confirm password: [eone

Provide a hint to help you remember your password. Set the hint
s0 that others cannot use it to easily guess your password.

Hint: Mot con song

l 0K l [ Cancel ]

e Nhan nat [ 0K ]. Khi nay con tré trd lai
hop thoai Content Advisor.

e Nhin nat [ Sefings. ] .

Nhu vay, ban da tao dugc mat kh&u dé truy
cap vao cac trang web. V6i cach thiét 1ap nhu

trén thi cdc kha néng sau sé xay ra:

(1) Cac trang web dugc phép truy cap, vi du
nhu trang # home.annan trong hop thoai trén, dugce
truy cap binh thuong.
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(2) Khi truy cap vao cdc trang bi cAm truy cap
hoac khong c6 trong danh muc duge truy cip sé
xuat hién mot hop thoai nhu hinh sau:

Content Advisor,

Sorryl Content Advisor will not allow you to see this site.

This page may contain some or all of the following:

This Page was blocked by your &pproved Sites list.

f &) |If you still want to see this site, someone must type in the
supervisor password.

O Always allow this Web site to be viewed
O Always allow this Web page to be viewed
) dllow viewing only this time

Hint: Mot con song

Password: ’

Ban phdi nhap mat khiu da thiét 1ap mdéi
truy cap vao dugc trang web.

d. Stia doi mat khdu dé truy cap han ché

Mat khiu dé€ truy cap vao mot s trang web bi
han ché& c6 thé dugc stta ddi bang c4c budec nhu sau:

* Khéi dong Internet Explorer.

* Vao bang chon Tools, chon Internet Options.
Khi nay hop thoai Internet Options xuat hién.

* Chon khung Content.

* Chon nat . Khi nay mot hop thoai
xudt hién va ban phai tra 161 mat khau da thiét

lap nhu hinh sau:
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Superyisor Password Required .@

(%) The supervisor password is required before
you cah continue.

Hint: Mot con song

Password: ["" }

e Nhan nat [ ok |. Khi nay con tré tré vé
hop thoai Content Advisor. Chon khung General
va nhan nit [ChengePasswod.. ]. Hop thoai Change
Supervisor Password xuat hién. Nhap mat khau
cii vao khung Old password. Nhap mat khdu méi
vao khung New password va khung Confirm new
password. Nhap mot 16i nhic nhé vé mat khau
¢ khung Enter a hint for your new password nhu
hinh sau:

Change Supervisor, Password

Hint: Mot con song

Old password:

cose ‘

New password: sccse ‘

Confirm new password:

[ ‘

Enter a hint for your new password:

Ten mot thanh pho

[ ok | | cancel |

e Nhan nat [_oc_J.
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®> Xin cdc ban luu y: Sau khi cai dat cac tham
s6 va mat khau, cdc ban nén ra khéi Internet
Explorer va khéi dong lai. Khi da cai dit ché
do Content Addvisor va trong hop thoai Internet
Options khi chon khung Content va trong vung
Content Advisor xuat hién nat thi
ché& do nay dang ¢ ché do mé (On), nguoc lai, néu
xuat hién nat thi dang ngit ché& do.
Dé chuyén ddi gitta mé va ngit Content Advisor,
ban can phai tra 16i ding mat khau.

e. Thiét ldp ché dé ngdn truy cdp twyét doi

Dé ngén truy cap tuyét doi vao cac trang web
cam truy cap, vi du nhu trang @ yyy.com trong hop
thoai Content Advisor néi trén, va cac trang web
khéng nam trong danh muc dugc truy cap, ké ca
c6 mat khau tién hanh nhu sau:

* Khéi dong Internet Explorer, chon muc
Options. Khi nay hop thoai Internet Options xuat
hién. Chon khung Content. Chon nut E
Tra 161 ding mat kh&u dé vao hop thoai Content
Advisor.

* Chon khung General. Trong khung User
Options bd nit danh dau trong muc thi hai nhu
hinh sau:

User options

[J Users can see sites that have no rating

0 Supervisor can type a password to allow users to view
restricted content
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Khi truy cap vao mot trang web khong dugc
khai bao dugc phép truy cép, vi du nhu trang
www.sdevietnam.com, ban khong thé vao dugce
va trinh duyét thong bao.

Content Advisorn - http:/fwww.sdcvietnam.com/ @

Sory! Content Advisor will not allow you to see this site.

This page may contain some or all of the following:

This page does not have a rating.

® Xin cdc ban chi y: Néu trong vung User
options ¢ trén chon nit [ Users can see sites that have na rating
thi tdt cd moi trang web déu dugc truy cap
binh thuong.

f. X6a mat khdu cia Content Advisor

Pé ting tinh bdo mat cao, nguvi st dung
khong thé x6a dugc mat kh&u trong hop thoai
Content Advisor ma phai x6a trong c4du hinh cta
Windows bing cdch nhu sau:

e Nhan chudt vao nut Start cia Windows,
chon muc Run.

* Nhéap regedit nhu hinh sau:

Run
= Type the name of a program, folder, dooument, or
3 Internet resource, and Windows will open it for you.
Open: [regedit v }

I OK I[ Cancel ][ Browse... ]
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* Nhan nat [_ox_]|. Khi nay hop thoai Registry
Editor xu4dt hién.

* Chon muc HKEY_LOCAL_MACHINE. Trong
muc nay, tim va chon SOFTWARE. Trong cdc muc
nam phia du6i thudc muc nay, chon Microsoft,
chon ti€p cac muc con thudc ciac muc 16n theo thi
tu sau:

Windows\CurrentVersion\Policies\Ratings

Két qua dugc hop thoai nhu hinh sau: (céc
ban chd y dudng dan phia du6i hop thoai).

£ Registry Editor

File Edit View Fawrites Help
(] H323TSP Al rame Type
(2 Hints [aB)(Defaulty REG_SZ
& g Installer [ab] FileNamen REG_SZ
@ = :';?‘"fe_:ss:mngs [ab] Hint REG_SZ
i on ) Key REG_BINARY
#- (] Ms-DOS Emulation F— REG DWORD
- Nis rnon -
(] optimalLayout
= (1 policies
(] NonEnum
CR= covio:
# (] .Default
(] PICSRules
(] system -
< 3 ||« | >
My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Micosoft\Windows\CurrentVersionipolicies\Ratings

e Nhan chudt phai vao muc [y REG_BINARY |

bén phai ctia hop thoai, mot bang chon xuat hién,
chon muc Delete. Khi nay hop thoai Confirm
Delete Value xuat hién.

* Chon nuat .
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PHU LUC

Céc trang web can quan tdm dé si dung
Internet an toan va hiéu qua

1. Cac trang web tim kiém

www.google.com.vn

www.yahoo.com

2. Cap nhat ban sia 16i cia Windows va
Microsoft Office

www.microsoft.com

3. Cac trang web c6 phan mém chéng
virus nudc ngoai

e Phan mém mién phi Active Virus Shield

http://www.activevirusshield.com/antivirus/
freeav/index.adp

e Phan mém Microsoft Windows AntiSpyware

www.microsoft.com/downloads

* Quét virus truc tuyén mién phi

» Avast:

http://onlinescan.avast.com/

» Kaspersky:

http://www.kaspersky.com/virusscanner
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» Symantec:

http://security.symantec.com/default.asp?

productid=symhome&langid=ie&venid=sym

* TrendMicro:

http://housecall.trendmicro.com/

» Quét spyware truc tuyén

http://www.trendmicro.com/spyware-scan

* ClamWin

http://www.clamwin.com/

e Céc trang web cung c4p phan mém chdong
virus mién phi

http://www.pandasoftware.com/activescan/
com/activescan_principal.htm

http://www.kaspersky.com/scanforvirus

http://www.ravantivirus.com/scan/

4. Cac trang web tai cidc phan mém
chéng virus trong nuée

Bkav: www.bkav.com.vn

D32: www.echip.com.vn/echiproot/html/d32.html

5. Cac trang web ctia Viét Nam vé cong nghée
thong tin

* Tap chi PCWORLD

http://www.pcwolrd.com.vn/

* VnExpress

http://vnexpress.net/Vietnam/Vi-tinh/

* VDC

http://www.vnmedia.vn/ShowCat.asp?Catld=30

* Cong ty FPT

http://www.fpt.vn/
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* Vietnamnet

http://vietnamnet.vn/vi-tinh/

6. Danh sach cac trang web cia mot sé
truong dai hoc ¢6 chuyén muc va dién dan
trao d6i vé cong nghé thong tin, trong dé
c6 bao mat cho may tinh

e Truong Pai hoc quoc gia Ha Noi

http://www.vnu.edu.vn

* Truong Pai hoc dan 1ap Hai Phong

http://www.hpu.edu.vn

* Pai hoc mé Ha No6i

http://www.fithou.edu.vn/

* Truong Pai hoc Phuong Pong.

http://www.phuongdong.edu.vn

* Pai hoc Su pham Hai Phong

http://www.dhhp.edu.vn

* Pai hoc Su pham Thai Nguyén

http://www.dhsptn.edu.vn

* Pai hoc Thang Long

http://www.dhthanglong.com

e Hoc vién Cong nghé buu chinh vién thong

http://www.e-ptit.edu.vn

* Hoc vién Mang Cisco Bach khoa

http://www.ciscobachkhoa.com

* Hoc vién Ngan hang

http://www.hvnh.edu.vn

* Khoa Cong nghé thong tin - Truong Pai hoc
Su pham Ha Noi

http:/cntt.dhsphn.edu.vn
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* Truong Pai hoc Nong nghiép I Ha Noi

http://www.haul.edu.vn

e Pai hoc Can Tho

http:/www.ctu.edu.vn

e Pai hoc Cong nghiép thanh phé H6 Chi Minh

http://www.hui.edu.vn

* Pai hoc Quéc gia thanh phd H6 Chi Minh

http://www.vnuhcm.edu.vn

e Trudng DPai hoc Khoa hoc tu nhién thanh pho
Ho Chi Minh

http://www.hcmuns.edu.vn

7. Cac trang web tai trinh duyét Internet

e Internet Explorer

http://www.microsoft.com/Windows/ie/ie7/
default.mspx

* Trinh duyét Opera

http://www.opera.com

* Firefox

http://ww.molliza.org/product/firefox

* Netscape

http://browser.netscape.com/ns8/download/
default.jsp
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