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LG1 MG PAU

Ban cé biét, méi gidy trdi qua, hang triéu thiét bi méi dugc két néi vao mang
Internet, nhung khéng gian dia chi IPv4 da khéng con du dé ddap ung lan
séng bung né nay. IPvé la chia khéa mé ra tuong lai cia mét Internetlén hon,
an toan hon va khéng giéi han.

Chung ta dang s&ng trong ky nguyén bung né k&t ndi, noi Internet tré thanh huy&t mach ctia nén
kinh t& s& va cudc cach mang céng nghiép 4.0. Giao thuc, dia chi Internet thé hé méi IPv6 1o gidii
phap tdt yéu dé ddap ung nhu cau két ndi ngay cang tang, huéng dén mét ha tang Internet hién
dai, linh hoat v bén ving.

Cdc sy kien mang tinh lich st “World IPvé Day” (2011) var “World IPvé Launch” (2012), nhiing tap
dodan céng nghé nhu Google, Meta, Akamai d& md dusng cho viéc hinh thanh thé hé Internet IPvé
mai. Tai Viet Nam, hanh trinh phat trién IPvé bat déu tir ném 2008 véi Chi thi sé 03/2008/CT-
BTTTT clia Bo truéng Bé Thong tin va Truyén théng (nay la BO Khoa hoc va Cong nghé) var sura di
clia Ban Céng tdc thuc ddy phat trién IPvé quéce gia. Ddu mdc quan trong tiép theo & sy kién khai
truong Mang IPvé quéc gia “Viet Nam IPvé Launch” vaio “Ngay IPvé Viét Nam” ndm 2013. Dén cudi
ndm 2024, ty 1é ngudi dung IPvé tai Viét Nam dé dat 65,5%, dua nudc ta vuon 1én dung thur 7 toan
cdu - minh ching rd nét cho t&m nhin va quyét tdm cta Viét Nam trong viéc bdt kip xu thé
toan cAu.

Trong hanh trinh nay, Trung tam Internet Viét Nam (VNNIC) dong vai trd ndng ¢t — khéng chi trong
quan ly tai nguyén Internet ma con thuc ddy trién khai IPv6 théng qua dao tao, hdi thdo, qua nén
tang hoc tap tryc tuyén VNNIC Internet Academy (academywvnnicvn) va xdy dung nding luc ndng
cao cho céng déng ky thudt.

Tuy nhién, dé tién xa hon, Viét Nam cén mét tailiéu chuyén sau, bdi ban va thuc tién dé hd tro trién
khai IPvé6 trong thuc t&. Cdc t8 chuc, doanh nghiép, chuyén gia kY thuat, cac trusng dai hoc cén
mét cudn cdm nang via cung cdip kién thic, vira huéng dén chi tiét quy hoach dia chi, thiét 1ap hé
th&ng va chuyén déi tur IPv4 sang Dual Stack var ti Dual Stack sang IPvé6 Only.

“|Pvé todin tap - Lam chu giao thuc Internet thé hé méi” ra déi nhdim ddp Ung nhu cdu dé va ld tai
liéu hiru ich cho cdc sinh vién, kY su, qudn tri hé théng va nhiing ngusi dang chudn bi cho tuong lai
s8. Cudn sdach khéng chi di tr cdin ban dén nding cao, ma con tich hop vi du thuc t&, bai tp var
cdng cu hd trg, gitp trién khai IPvé hiéu qud, tiét kiém vér an todin.

Day cling la I&i tri &n dén cdng déng cdng nghé Viét Nam - nhiing ngudi dang kién tao tuong lai s&
cho dét nuéce. Hanh trinh tu IPv4 sang IPvé khdng chi la d8i mai k§ thudt, ma la cude cdch mang
x@y dung néntang Internet sén saing cho loT, 5G, Al vé cdc cdng nghé tuong lai.

Hay cung VNNIC kham phd, hoc héi va lam chu IPvé - vi mét Viét Nam s6 an toan, hién dai va
héinhap.

Trung tam Internet Viét Nam (VNNIC)
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TU VIET TAT R

Gidi phap chuyén ddi hé tro ung dung IPv4 chay trén moi

LOLXLAT LOLXLAT trusng IPv6 Only:.
5G NSA 5G Non-Standalone Kién truc mang 5G st dung ha téng LTE hién cé.
5G SA 5G Standalone Kién tric mang 5G déc lap, khéng phu thudce vao LTE.
6LoWPAN IPvé over Low-Power Chudn cho viéc truyén tai goi tin IPvé6 qua cac mang
Wireless Personal Area khéong day cdng sudt thép (IoT).
Networks
) Ky thudrit trién khai IPvé cho Router bién clia nha cung cdip
OPE IPv6 Provider Edge dich vu trong méi trudng MPLS,
Ph hap trién khai nhanh IP ha téang IPv4
6RD IPv6 Rapid Deployment huuon’g phdp trién khai nhanh IPvé qua ha tang IPv:
ién co.
6toh 6tos Tunnel Co ché ty ddng tao dusng hdm cho IPv6 qua mang IPv4.
) Gidi phdp trién khai IPv6 cho cdéc dich vu VPN trén ha téng
6VPE IPv6 VPN Provider Edge MPLS clia nha cung cap.
AAAA Record Quad-A (AAAA) Record Ban ghi DNS anh xa tén mién thanh dia chi IPvé.

) African Network P 1 R N )
AfriNIC Information Centre T6 chuc quan ly tai nguyén Internet cho khu vuc chéu Phi.

AH Authentication Header Thanh phén clia IPSec dam bao xac thuc goi tin.
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APNIC

ARP

BGP

BIND

CIDR

CLAT

DHCP

DNS

DNS64

DS-Lite

ESP

EUI-64

GUA

Hextex

IAB

IANA

ICANN

ICMPV6

IETF

IGMP

Asia-Pacific Network
Information Centre

Address Resolution
Protocol

Border Gateway Protocol

Berkeley Internet Name
Domain

Classless Inter-Domain
Routing

Customer-side Translator

Dynamic Host
Configuration Protocol

Domain Name System

DNS64

Dual Stack Lite

Encapsulating Security
Payload

Extended Unique
Identifier 64bit

Global Unicast Address

Hexadecimal Text
Representation

Internet Architecture
Board

Internet Assigned
Numbers Authority

Internet Corporation for
Assigned Names and
Numbers

Internet Control Message
Protocol for IPv6

Internet Engineering
Task Force

Internet Group
Management Protocol

T8 chuic qudn ly tai nguyén Internet IP/ASN khu vuc
Chéu A - Thai Binh Ducng

Giao thuc phan gidi dia chi IP sang dia chi vat ly
(cho IPv4).

Giao thuc dinh tuyén gitia cdc hé théng mang tu quan
trén Internet.

Ph&n mém may chti DNS phd bién.

Phuong phdp phén bd dia chi IP khéng theo I6p
truyén théng.

Thanh phén chuyén déi & phia khdch hang trong
gidi phap 464XLAT.

Giao thuc cdp phat dia chi IP tu déng cho thiét bi.

Hé th&ng phan gidi tén mién sang dia chi IP.

Co ché anh xa tén mién IPv4 thanh bdn ghi IPvé dé
hé trs NAT64.

Gidi phdp két ndi IPv4 qua mang IPvé ma khéng can
dia chi IPv4 céng khai.

Thanh phan cla IPSec cung cdip bdo mat dir liéu qua
ma hoéa.

Phuong phdp tao Interface ID cho IPvé dua trén
dia chi MAC.

Pia chi IPv6 dinh tuyén todn céu.

Biéu dién dia chi IPv6 dudi dang s hé thap luc phan.

Co quan tu vén vé kién trac va phat trién Internet.

L& co quan truc thude ICANN, chiu trach nhiém quan ly
mdy chu DNS Root, dia chi IP, s6 hiéu mang ASN va
tham s& clia cdc giao thic mang.

T8 chuic quan ly tén, s& toan cdu

Giao thuc bdo 18 v& chdin dodn hoat déng clia mang IPvé.

T8 chic chudn hoa cac giao thuc va cdng nghé Internet.

Giao thuc quén ly thanh vién clia nhom Multicast (IPv4).
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IPSec

Jool

LLA

LPWAN

MLD

MPLS

MTU

NA

NAT

NAT64

NDP

Nibble

NIR

NPTv6

NS

PLAT

PMTUD

PTB

RA

RIPE NCC

Internet Protocol Security

Jool

Link-Local Address

Low-Power Wide-Area
Network

Multicast Listener
Discovery

Multiprotocol Label
Switching

Maximum Transmission
Unit

Neighbor Advertisement

Network Address
Translation

Network Address
Translation 64

Neighbor Discovery
Protocol

Nibble

National Internet Registry

Network Prefix Translation
for IPvé

Neighbor Solicitation

Provider-side Translator

Path MTU Discovery

Packet Too Big

Router Advertisement

Réseaux IP Européens
Network Coordination
Centre

B& gico thuic bdo méat cho giao tiép qua IP.

Ung dung mé& ngudn mé cho NAT64 va SIIT.

Dia chi IPvé chi hoat déng trong pham vi mot lién két
mang cu thé.

Mang dién réng co cong sudt thdp, thusng dp dung cho
thiét bi loT.

Giao thuc quan ly thanh vién cia nhdom multicast
trong IPvé.

Céng nghé chuy&n mach nhén da giao thuc, hé tro
dinh tuyén nhanh.

Kich thuéc t8i da clia goi tin cé thé truyén qua mot
lién k&t mang.

Théng diép phan héi théng tin ti node 1an can trong IPv6.

Ky thudit chuyén déi gitta cac dia chi IP

K§ thudt chuyén ddi dia chi gitia IPvé va IP4.

Giao thuc thay thé ARP trong IPv6, quan ly théng tin clia
cdac node 1&n can.

Don vi théng tin gém 4 bit, dung trong biéu dién
dia chi IPvé.

T8 chuc quan ly dia chi Internet, s& hiéu mang (ASN)
cdp qudc gia

Co ché& chuy&n déi tién t6 mang trong IPvé.

Théng diép yéu cau phan héi tir node lan can trong IPvé.

Thanh phan chuyén ddi & phia nha cung cép trong
gidi phap L6LXLAT.

Co ché tim kiém kich thuéc MTU t8i uu trén dudng truyén.

Thoéng diép 16i ICMPvé6 bdo hiéu géi tin vust qud kich thuse
MTU cla lién két.

Thong diép qudng bd thdng tin cdiu hinh tir Router
trong IPvé.

T8 chuic quan ly tai nguyén Internet IP/ASN khu vuc
Chau Au va Trung Béng
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RIR

RS

SIPP

SLAAC

SRv6

TCP/IP

TUBA

ULA

VLSM

VNNIC

Regional Internet Registry

Router Solicitation

Simple Internet
Protocol Plus

Stateless Address
Autoconfiguration

Segment Routing
over IPvé

Transmission Control
Protocol/Internet Protocol

TCP/UDP with Bigger
Addresses

Unique Local Address

Variable Length
Subnet Mask

Vietnam Internet Network
Information Center

Cdc t8 chuc quan ly dia chi IP theo khu vuc dia ly.

Théng diép yéu cau théng tin cdu hinh tir Router trong IPvé.

DBé xudt cai tién gico thuc IP trong qud trinh chuyén déi
sang IPvé.

Co ché tu déng cdu hinh dia chi IPvé ma khéng can DHCP.

K¥ thudt dinh tuyén dua trén phan doan trong IPv6.

B& giao thuc truyén thdong co bdn cho mang mdy tinh
va Internet.

Pé xudt ma réng giao thuc TCP/UDP nhé&m hd tro
khéng gian dia chi IP I&n.

Bia chi IPv6 dung cho mang ndi b, khéng dinh tuyén
trén Internet.

K§ thudit phén chia mang con véi dé dai Subnet Mask
khac nhau.

Trung tém Internet Viét Nam, quan ly, phén bé, cép
i nguyén Internet Viét Nam (tén mién vn, dia chi IP, ASN)
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CHUONG 1

TONG QUAN VE GIAO THUC IPv4 & IPvé

Khi mang may tinh ra dai, nhiéu gico thic dé duge phat trién, nhung TCP/IP phién ban 4 (IPv4) véi
nhiing uu diém vuot troi dé tré thanh nén tang duy nhdt cla Internet. Tuy nhién, sy phat trién nhanh
chéng cuia Internet dé bdc 16 cdc han ché cla IPv4, ddc biét la khdng gian dia chihan ché, tirdo thuc
ddy sura ddi clia giao thuc IPvé.

Hanh trinh t& IPv4 dén IPv6 Ia mot qud trinh dai va khdng don gidin, nhung dén nay, IPv6 dé dugc don
nhan réng réi bai cdc co quan, doanh nghiép va ngudi dung todn céu.

Chuong 1 sé& gidi thiéu lich sir phdt trién clia gico thuc Internet, lam rd cac han ché cla IPv4 va ly do
cén chuyén déi sang IPvé. Noi dung sé phan tich nhing Isi ich néi bat clia IPvé nhu khéng gian dia chi
mé réng, hiéu sudit cao hon varkhd néing hd tre cac cdng nghé méi nhu 5G, loT. Béng thdi, chusng nay
cling trinh bay vai trd clia cac t8 chic quadn ly tai nguyén Internet todn cau, dac biét I VNNIC trong
thuc d8y trién khai IPvé tai Viet Nam.

CU THE, CHUONG | SE CUNG CAP CHO BAN NHUNG NOI DUNG SAU:

Lich st phdt trién cla gico thuc Internet tur IPv4 dén IPvé, bao gém ly do
ra daicua IPvé.

Cac giai phép tinh thé dugc trién khai dé han ché su can kiét cla IPv4, nhu
CIDR, VLSM, dia chiriéng va NAT.

Qud trinh hinh thanh véa phat trién cta IPv6, bao gém cac dé xudt
ban déu va sulua chon IPv6 véi dia chi 128 bit.

Su ra déi vé vai trd cua cdc té chuc quadn ly tai nguyén Internet todan céu
(IANA, RIRs) trong viéc cdp phat dia chilP.

Vai tro cua VNNIC trong viéc quan ly tai nguyén Internet tai Viét Nam va
thuc d8y chuyé&n déisang IPvé.

Hién trang chuyén déi sang IPvé6 trén thé gisi va tai Viét Nam, bao gém
cdc sukién quan trong nhu World IPvé Day va World IPvé Launch.

Méilién hé va tdm quan trong cua IPvé ddi vai cdc cdng nghé hién dainhu
mang 5GvaloT.

Nhung loiich vuot tréi clia giao thuc IPvé so vdi IPVA4.

Cac phan vung ctia khdéng gian dia chi IPvé va cdch IANA phén bd chang
cho cactd chuc khu vuc.
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CHUONG I: TONG QUAN VE GIAQ THUC IPv4 VA IPve 4

1.1. VAI NET LICH SU VE IPv4

Tu thé@p nién 1960, nhu céu k&t ndi mang cho cdc hé thdng may tinh véi nhau dé xudt hién. DEn nhimg nam 1970,
rdt nhiéu hé thdng mang ra dsi, trong dé ddc biét néi tiéng 1& mang ARPANet clia My, NPL ctia Anh, CYCLADES
cua Phdp. Tat ca cde hé théng mang giai doan ndly déu sir dung giao thuc két ndi riéng va déc quyén. Diéu nay
dé&n dén viéc chia sé cong viéc va phdi hop nghién cuu gitia céc co quan, té chiic bi han ché, vi thé réit nhiéu giao
thuc lién mang (Internetworking) dugc dé xudit va xdy dung trong sudt cac thap nién 1980 var 1990 dé két ndi cac
hé thdng mang mdy tinh. Biéu ndly d&in dén nhiing cudc chién giao thuc (Protocol Wars) gitia nhiing ngusi lam kg
thudt, cac nhd nghién cuu, cdc té chic va chinh phd nhiéu nuéce, nhdm chon ra giao thic mang lam tiéu chuén
chung cho viéc truyén tai dirliéu toan cau.

Bob Kahn v& Vint Cerf & hai chuy@n gia trong du an “Xay dung kién tric mé vé két ndi lién mang” (Open-
architecture interconnection models) nh&m két néi cac hé théng mang clia quain déi My, cdc trusng dai hoc va
vién nghién cuu voi hé thdng mang clia ARPANet (do co quan nghién cuu ARPA quadn ly). Vao thang 12/1974 ho
gi6i thiéu nhimg mé ta dau tién vé bo giao thuc Internet Protocol trong RFC 675, sau dé bd giao thuc nay dugc
thirnghiém va thay d&i rét nhiéu Ian turphién ban 1dén 3. Bén thang 9/1981, phién ban 4 clia bd giao thic TCP/IP
duoc cdng bé chinh thic trong RFC 791 (dainh cho giao thuc IP) vél RFC 793 (danh cho gico thic TCP). Bay la
phién ban rét thanh céng va con dugc dung phé bién hién nay.

B giao thuc TCP/IP tukhi dugc gidi thiéu chinh thic dé gay dugc tiéng vang 16n béi vind dai dién cho mot kién
tric mé (open-architecture), khéng ban quyén (royalty-free) va khéng déc quyén (non-proprietary). N6 cho
phép bdt ky loai mdy tinh ndio cling cé thé giao tiép véi nhau théng qua béit ky maéi trusng truyén déin nao. Ngodi
ra TCP/IP chi don gidn I& thanh phén phan mém ducc cai dat trén cde mdy tinh nén khé ndng trién khai nhanh
chéng va dé daing tucng thich nhimg hé théng mang hién cé.

Ngay 01/01/1983 dugc coi la "ngdy giuong c&" (Flag day) ctia bd giao thiic TCP/IP khi todin bd mang ARPNet
chinh thic chuyén sang strdung chudn ndly (theo husng dén ctia RFC 801 trusc dé). Tuy nhién, phdi hon mét thap
ky sau, dén gitia nhimg ndm 1990, bd giao thuc ndy mai thuc su chi€ém uu thé todin cu va trd thanh tiéu chudn
phd bién.

1.2. LICH SU PHAT TRIEN CUA MANG INTERNET

Nam 1986, mang NSFNet (National Science Foundation Network) ra déi nhé&m k&t néi cac trung tém siéu mdy tinh
(Supercomputer center) va cac trusng dai hoc tai My. DEn ndm 1989, NSFNet c6 khodng 1000 hé thdng mang két
n&i (theo RFC 1118) v&i 3 triéu ngudi dung.

Hinh 1. Mang NSFNet ndm 1991 (ngudn: Internet)
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DPay ducc coi nhuld mang truc déu tién clia Internet. Sang ndm 1993, mang Internet bdt déu lan ra quy mé toan
cdu. Cung luc dé céng nghé két ndi Internet Dial-up dugc thuong mai hdéa ndm 1992, réi cae cédng nghé bang
réng (Broadband) lén luct ra dai, k&t hop véi mang WWW (World Wide Web), may tinh cé nhan ... Tét cd nhing
diéu nay thuc sy khién cho mang Internet bung nd. Luc nay cdc chuyén gia Internet d& bdt déu nhan ra véin dé
cla IPv4, RFC 1287 vaio thang 12/1991dé du dodn cé thé co dén 10°-10"° hé théng mang sé két néi Internet, déng
nghia khéng gian dia chilPv4 sé bicankiét.

ngusi dung (triéu)
A
7000
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2.000
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Hinh 2. S6 luong ngudi ding Internet qua cdc ndm (ngudn: www.statista.com)

1.3. CAC GIAI PHAP TiNH THE CHO VAN DE CUA IPv4

TUn&M 1992, céc chuyén gia var t8 chiic da bét déau thao ludn vé gidi phap thay thé IPv4. Nam 1993, IETF kéu goi
dé xudt cho thé hé giao thuic IP méi mang tén IPng. BEn ndm 1994, IETF th&ng nhdit sir dung dia chi IP d&i 128 bit
(RFC1752) v&r dgt tén chinh thirc [&IPvé trong RFC 1883.

Trong b&i canh Internet phat trién manh, mang lai Ioi ich 16n cho nha cung cdip dich vy, ndi dung, thiét bi vé ha
t&ng mang, viéc chuyén déi sang IPvé6 bi xem I& rdi ro do ¢ thé anh hudng dén dich vu va doanh thu hién tai. Do
do, nhiéu gidi phap da dugc trién khai nhdm lam chém quad trinh can kiét ctia dia chi IPv4 trong khi tiép tuc déu
tu, chuyén déi sang giao thuc th& hé mai. Mét s gidi phdp nay rdt thanh céng trong viéc téi uu st dung dia chi
IPv4 vérhé tro qud trinh chuyén ddi sang IPvé:

. RFC 1519 (9/1993): Ky thuért CIDR (Classless Inter-Domain Routing) dé xéa y nghia clia viéc
phdn chia dia chiIPv4 thanh cdc I8p mdc dinh A, B, C ...thay vao dé cho phép gom cdc 16p
dia chi ndly thanh cac day mang 16n hon goi la Supernet. Viéc ndy gilp cho viéc phan bé
dia chi IPv4 hiéu qud hon, vi du cho phép cdp cac déy dia chi /14, /15 thay vi /8 hodc /20,
/23 thay cho /16. Bdc biét kY thudt ndy gilp bang dinh tuyén (Routing table) toan céu gon
hon, gidm yéu cdu bd nhé va téng téc dd x ly trén cdac thidt bi dinh tuyé&n.

. RFC 1878 (10/1993): Ky thuat VLSM (Variable Length Subnet Mask) dua trén co s& clia CIDR
cho phép chia mét déy mang dugc céip thainh nhiing mang con nhd hon (Subnet) nhéim t6i
uu trong viéc phan chia dia chi trong cac hé thdng mang, gitp tiét kiém dia chikhi phén bé
nhiing hé théng cé s& lusng mdy tinh nho.
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RFC 1597 (3/1994): Bay |& gidi phdp réit hiéu qud, trong dé quy dinh nhiing déy dia chindibd
(Private IP address) ma céce t6 chuic, doanh nghiép khéng cé nhu cau két néiInternet cé thé
st dung ma khéng can xin phép hay dang ky. Cac day dia chi ndy khéng cé y nghia trén
Internet vé&1 dugc dung lai gitfa cdic mang ndi bé. RFC naly dudc caip nhat thay thé béing RFC
1918 sau nay va thudng dugc néu trong cdc tailiéu thay vitén RFC 1597,

RFC 1631(5/1994): C6 thé noi NAT (Network Address Translator) & gidi dét phd nhdt, nd cho
phép anh xa mét hay nhiéu dia chi Private thanh mét dia chi Public. Biéu nay giup viéc st
dung dia chi IP Public hiéu qué hon, han ché t6i da tinh trang can kiét dia chi IPv4. Mét gidi
phdp b8 sung khac & k§ thuét CGNAT (Carrier-grade NAT) ducc md ta trong RFC 6598
(4/2012) cho phép thuc hién NAT 1&n 2 tai cdc nha mang gidp tiét kiém thém lan nia.

RFC 1541 (10/1993): Mét gidi phdp it dusc nhéc dén dé I DHCP (Dynamic Host
Configuration Protocol). Giao thiic ndty dua trén nén téing clia giao thic BOOTP nhung diéu
khac biét la BOOTP gdn dia chiIP tu déng nhung dia chi do khéng thay déi sau caclan gan
trong khi DHCP ciing céip tu déng nhung la dia chi ng&u nhién méi 1én gdn. Viéc nay cho
phép cac nha mang thu héi dia chi lP con tréng dé gan cho mdy tinh khdc nén sé gidp tang
hiéu qud sirdung day dia chilP.

Du nhiéu gidi phdp tiét kiém da ducc ap dung, ngudn dia chi IPv4 du trir trén todin cdu cla IANA dé chinh thic
cankiét vao ngdly 03 thdng 02 n&m 2011, khi ddy /8 cudi cung dugc phén bé cho cdc Regional Internet Registries

(RIR). Sau do, cac RIR tiép tuc quan ly va phan bé dia chi con lai, nhung dén nhiing n&m sau, hdu hét céc khu vuc

cling dé& bét déu sirdung nguén du phong cudi cung clia minh dé phéan bé.
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Hinh 3. Qud trinh can kiét dja chi IPv4 cta cdc t6 chirc quadn ly tai nguyén cap ving

(nguon: Wikipedia)
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1.4. CAU CHUYEN RA BOI CUA IPvé6

T8 chuc Internet Architecture Board (IAB) ducc thanh [&p ndm 1983 véi vai trd dinh huéng ky thuét daihan cho sy
phat trién cla Internet, b&o dam Internet ti€p tuc maé réng var ddi maéi nhu mot nén téng truyén théng toan céu
(RFC1120). Nh&m hé trg xay dung céc giao thic vér tiéu chuén mang, IETF (Internet Engineering Task Force) ducc
thanh lap n&m 1986 nhu mét t8 churc truc thudc IAB. IETF chiu trach nhiém phdt trién cdc tiéu chudin k¥ thudt,
trong khi IAB gidm sat, dinh huéng va dam bdo sy phu hop véikién truc téng thé cla Internet.

Trong th@p nién 1970-1980, nhiéu giao thic mang duoc phat trién nhu SNA, X.25, TCP/IP, IPX/SPX, AppleTalk...
nhung chua cé giao thuc nao ndi trdi tuyét déi. Béng thai, ISO — t8 chuic tiéu chudn quéc té thanh 1ap tur nam
1947 — d& déng vai trod 16n trong viéce xa@y dung tiéu chudn cdng nghé, déi vai linh vuc mang mady tinh, ndm 1984
ISO giéi thiéu mé hinh tham chiéu 7 I6p OSI, ducc dung phé bién dén ngay nay. ISO va ITU cling phat trién bd
giao thic mang theo mé hinh OSI, tuy nhién bd giao thuc ndy khéng tuong thich véi TCP/IP — giao thic sau do
trd thanh nén tang chinh cda Internet toain céu.

FTAM CMISE
I1SO 8571 IS0 9596
I1SO 9595

ACSE ACSE ROSE
X.227,1SO 8650 X.227, ISO 8650 I1SO 9072,
X.217,1SO 8649 X.217,1SO 8649 X.219, X.229

X.226, ISO 8823
6 X.209, ISO 8825 BER
X.216, ISO 8822

5 X.225, ISO 8327
X.215, ISO 8326

X.224,1SO 8073 / AD 2
4 (X.214, 1ISO 8072 / AD 2)
Class 4

1SO 9542 (ES-IS)
1SO 10589 (IS-IS Level 1) / 1SO 10747 (IS-IS Level 2)

3
ISO 8473-3 (CLNS) ISO 8473-2 ISO 8473-4
ISO 8208 X.25 Packet Level (CLNS) (CLNS)
ISO 7776 LapB ISO 802.2 LLC
2 X.25 Data Link Layer ISO 802.3 MAC SZILenD
X.21/ X.21bis
1 V.35 / G.703 ISO 802.2 Ethernet SDH-DCC 2M TS n
2MTSn

Hinh 4. Chi tiét iSO Protocol Stack
(ngudn: http://www.cellsoft.de/telecom/dcn.htm)

B6 giao thuc OSI tiing nhéin dugc su ing hé manh mé ti cdc nhd cung cép vién théng 16n, nhiéu chinh pha caa
cdc nusce chau Au (déc biét la Phap, Tay Buc, Anh, Céng déng Kinh t& chau Au) véi cé B6 Thuong mai M. N&im
1988, B& Quéc phéng My tung Ién k& hoach chuyén ddi t TCP/IP sang OSI. Biéu ndy gop phdn tao nén “cuéc
chién giao thuc” (Protocol Wars), mé dinh diém 1& sy canh tranh gay gét gitia TCP/IP va OSI.

Tuy nhién, su xudt hién ctia World Wide Web (WWW) vaio n&dm 1990 dé thuc ddy Internet phdt trién manh mé. Vai
sy hé trg clia cdc nha san xudt thiét bi mang, TCP/IP nhanh chéng chiém uu thé va dudc lua chon lam nén tang
clia mang Internet. B&n nam 1994, Chinh pha My chinh thuc tuyén bé sir dung TCP/IP cho toan bé hé théng
mang, chdm dut yéu cdu tuong thich véi giao thic OSI.

*Chu y: Xem thém néi dung lién quan tai: https://en.wikipedia.org/wiki/Protocol Wars
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Ngay tU nhiing n&m 1990, cdc chuyén gia dé du bdo nguy co can kiét dia chi IPv4 — khi dé web vén chua xudit
hién va& cdc k§ thuét nhu NAT, DHCP, CIDR hay VLSM van chua ra dsi. Nam 1991, trong RFC 1287, IETF d& mo té chi
tiét sy can kiét nay, nhén dinh kha nding ton tai déng thai ca 2 giao thuc TCP/IP var OSI v dé xudt xay dung thé
hé dia chilP mai.

Thang 6/1992, dai dién IAB tham du cudc hop tai Nhét Ban do ISOC t& chuic var dong thuén xem xét dp dung giao
thic TUBA (TCP and UDP with Bigger Addresses) thay thé& IPv4. TUBA & giao thic phat trién tur giao thic CLNP
(Connectionless Network Protocol) thudc bd giao thic OSI, co dd dai 160 bit nhung cho phép céc giao thic tang
ung dung va TCP/UDP chay trén nén ctia CLNP. TUBA duoc du dinh ddt tén 1a IPv7, bd qua cd tén goi IPvé.

Tuy nhién, cdng déng IETF khéng déng tinh viéc ndy. N&am 1993, ho dé kéu goi cdac dé xudt cho giao thic méi co
tén goi IPng (IP next generation) thay thé cho IPv4 trong RFC 1550. C6 3 giao thic chinh dugc dé xudt giai doan
nay:

. CATNIP (Common Architecture for the Internet): H5 trg déng thdi ca 3 giao thuc IPv4, IPX vél CLNP.

. TUBA (TCP/UDP over CLNP-Addressed Networks): SIr dung dia chi 160 bit va dinh dang goi tin theo gico
thiic CLNP ctia OSI.

+  SIPP(Simple Internet Protocol Plus): D& xudit nang cdip giao thic IPv4 1én 64 bit, thay déi dinh dang ban tin
IPv4 va b8 sung mét s6 tinh n&ng méi vaio IPv4.

N&m 1994, IETF d& théng nhét lua chon gidi phdp SIPP véi chiéu ddi ctia dia chi IP thé hé méila 128 bit va dat tén
goimésilalPvé thay cho IPng.

Mb td chinh thic vé IPvé, T8 chuc
ICMP, DNS extension Microsoft hé trg World IPv6 Day
(RFC 1883-1886) IPv6 trong 24 gis
U ° °
IETF kéu goi dé xudt ; Bia chi IPvé E :
IP th& hé m¢i - IPng : bt ddu dusc : Linux chinh thic
(RFC 1550) ; céip phat : hé tro IPv6
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Du bdo can kiét dia chi : Ban chuén hoa vé ' Juniper : Chinh thuc
IP v& dé xudt thay thé : IPv6 (RFC 2460), gisi thiéu : hé tro IPvé : World IPvé Launch Day
(RFC 1287) [} NDP (RFC 1970) o o
2000/
Dua trén cac Thiét bi Cisco 6 DNS Root
dé xudt, IETF quyét dinh hd tro IPv6 Server hé tro
chon dé dai 128 bit phan gidi IPvé
(RFC 1752)

Hinh 5. Lich st ra doi cda IPv6 va cdc giao thirc, hoat dong hé trg

Tiép theo, ndm 1995 IETF d& gidi thiéu chinh thic va md ta chi tiét giao thuc IPvé trong RFC 1883. Giao thuc ndy
sau qud trinh trién khai dénh gid thuc t& dé ducc cap nhéat béng RFC 2460 ndm 1998.
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1.5. CAC PHIEN BAN IP KHAC O PAU?

Ban ddu, mang ARPANET st dung giao thiic NCP (Network Control Program) dé truyén dir liéu, nhung NCP
khéng ddap ung ducc nhu cu md réng mang quy md 16n. Trusc yéu cau két ndi ARPANET véi mang cla cdc
trusng dai hoc va vién nghién cuu tai My, ARPA dé& dé xudit xay dung giao thic méi cé tén Transmission Control
Program, dugc mé té trong RFC 675 va thir nghiém 1an déu vaio ndm 1974 véi 2 node mang, sau do 1a 3 node vaio
nam1977.

Dén n&m 1978, gico thuc nay ducc tach thanh 2 phén: TCP (Transmission Control Protocol) va IP (Internet
Protocol). Sau 2 giai doan thir nghiém va hodan thién, ndm 1981, bd giao thic TCP/IP chinh thic duoc céng bé
trong RFC 791 (cho IP) v RFC 793 (cho TCP). B& gico thuc ndy dugc dét tén la phién bén 4 (IPv4), du cée phién
bdn1dén 3 chua ting dugc dat tén hodc ban hanh chinh thic.

PHIEN BAN TEN GOI COT MOC THOI GIAN
0-3 Khéng dugc gan
Gidi thiéu Transmission Control Bugc Vint Cerf and Bob Kahn giéi thiéu vaio thang 12/1974 theo

Program RFC 675
TCPlan1 N&m 1975

Thi nghiém TCP lan 2 N&m 1977
Tach thanh hai .
gicothic TCPvarp  NAm 1978

o TCPv4: RFC 793 vaio thang 9/1981
4 TCPV4/IPv4 e |Pv4: RFC 791 vao thang 9/1981

e Day I phién ban thanh céng nhét vér véin con dudc st dung
phd bién dén bay gis

P&t tén cho giao thuc Internet Stream Protocol nhdim t&i uu viéc
5 IPv5 truyén di liéu Video dugc mé té trong RFC 1190 vao thang 11/1990
nhung chi I& dé xudt, khéng dugc nghién cuu va dp dung

[¢) IPvé RFC 1883 vaio thang 12/1995 la mé té chinh thic gico thuc nay

Bdng 1. Tom tdt cdc phién bdn cda giao thirc Internet Protoco/

IPv5 khéng phadila mét phién ban IP chinh thic, ma latén ducc dung cho Internet Stream Protocol — mot dé xudit
thudc tdng mang nhdm hé tro truyén t&i da phuong tién co dadm bdo chét luong dich vu (QoS). Giao thuc ndy
dugc md ta trong RFC 1190 (1990) var RFC 1819 (1995), nhung chi ding lai & muc thirnghiém, khéng duoc trién khai
rong réi.

Du vay, IETF v&n gdan s hiéu IPv5 cho dé xudt nay va do do, phién ban tiép theo clia IPv4 ducc ddt tén 1& IPvé.

Ngodi ra, ting cé dé xudt IPv7 cho giao thic TUBA, nhung déy chi lar thdo luén ndi bd, chua bao gis tré thanh
tiéu chudn.
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1.6. DIA CHi IPv6 NHIEU NHU THE NAO?

IPvé ra dsi nhd&im gidi quyét su can kiét ctia dia chi IPv4, chinh vi thé& IPvé ducc thiét k& s& khong I&p lai véin dé caa
IPv4, diéu nay cé nghia Ia IPv6 s& khéng bao gis bi can kiét 1an ntia nhu dsi véi IPv4. Nhu valy chéc chén rédng
khong gian dia chicta IPv6 réit 1én var lam sao dé hinh dung dugc khd nding nay?

Vi @6 ddi 128 bit thi s6 lugng dia chi IPvé sé la:
2™ = 340.282.366.920.938.463.463.374.607.431.768.211.456 (39 chu s6)

N&u phan chia theo bé mat trdi dét thi méi mét vudng mét dét sé co 6,65 x 10 dia chi. Cé ngusi con cho rding mdi
hat cat trén trai dét néu dusc céip nhiéu dia chilPvé thivan dd.

Né&u ban van chua hinh dung dugc thi cé céch tinh dé hiéu hon nhu sau. Bia chi IPvé Global Unicast dusc quy
dinh trong RFC 2373 gém cé hai phdn déu baing 64 bit: Network Prefix dai dién cho mang va Interface ID dai dién
chomét may tinh trén mang do.

64 bit 64 bit

Network Prefix Interface ID

Hinh 6. Cdu truc dia chi IPv6 Global Unicast

Nhu véy chiéu dai ctia phan Network Prefix ddi nhdt 1a /64, véi 64 bit thi téng s& luong déy Network Prefix cla
IPvéla:

2%=18.446.744.073.709.551.616 (18 ty ty) day

Gid strphan b6 10.000.000 (10 triéu) Network Prefix /64 mdi gidy thi s6 n&dm dé phan b hét s& dugc tinh nhu sau:
M&in&m cé: 365 * 24 * 60* 60 = 31.536.000 gidy
M&in&m cdip duoc: 10.000.000 * 31.536.000 = 315.360.000.000.000
D& cdip h&t toain bd Network Prefix /64 thi can:

18.446.744.073.709.551.616 / 315.360.000.000.000 = 58.494,24 n&dm

1

Téng (2* day/64)
=58.494,42 nGm

Cdp (10° day/giay)*(86400 giay/ngay)*(365 ngay/né&m)

)

Hinh 7. Minh hoa s6 luong dia chi IPv6e

Nhu vay, can dén hon 58.000 ndm dé cdip hét s6 luong Network Prefix /64 véi t6c dd cép la 10 triéu Network
Prefix m&i gidly, nén cé thé néi réing dia chi IPvé rét kho bi can kiét mét Ian niia hay cé thé coi lé gén nhu vé han.
Day la su khdc biét quan trong clia IPvé so vai IPv4, vi thé mét s6 quan niém ct nhu tinh todn tiét kiém khi phan
chia mang con theo s& lugng may hién co, cac ky thudit VLSM... khéng con dugc dung trong IPvé.
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1.7. HIEN TRANG CHUYEN DOI SANG IPv6 TREN
THE GIOI

Sau khi dugc chudn héa trong RFC 2460 (1998), IPv6 bét ddu dudc cdip phat cho céc RIR tir ndm 1999, Nhiéu t6
chuc dé tién phong thir nghiém nhu KAME, 6Bone, 6Net, GEANT... nhdim ddnh gid tinh n&ing vér khé néng hoat
dongcualPvé.

Tuy nhién, viéc trién khai thuc té dién ra réit cham, chi yéu do su hiéu qud clia cdac k§ thudt tiét kiém dia chi IPv4
nhu NAT, CIDR, DHCP... khién cac nhé mang va nhé cung céip ndi dung chua mdn ma véi IPvé.

D& thuic ddy chuyén dai, ngdry 08/6/2011, 1ISOC t6 chuc su kién “World IPv6 Day” kéo ddi 24 gid, véi su tham gia
clia hon 400 t8 chuc véi hon 1000 Website ndi dung I6n nhdt toan cu. Muc tiéu & kiém tra tinh 8n dinh khi chay
song song IPvé val IPv4, qua do phdt hién var xirly cde véin dé tiém an.

Thanh céng cla sukién dé tao da cho *World IPvé Launch” vaio ngéy 06/6/2012, danh ddu viéc chinh thuc trién
khailPvé trén toain céu. Bay I& cét méc quan trong, khang dinh kha néing hién thuc ctia IPvé v ma ra ky nguyén

Internet thé hé méi.
IPvE Adoption
Wa are conti ing the availability of IPvé connedtivity among Google users. The graph shows the percentage of users that access Google over [Pvé
Native: 47.77% Gtodi Teredo: 0.00% vi: 4 U | Mar 8, 2028
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Hinh 8. Ti Ié¢ ngudi ding IPv6 qua cdc ndm (ngudn: Google)

Trong giai doan ti ndm 2011 dén nam 2015, ti & ngudi sir dung IPv6 todin cu ta&ng tir gén 0% lén 5%. Sau do, chi
can 3 ndm tu n&m 2015 dén nam 20718, ti & ndy tang réit nhanh tir 5% 1én dén 20%. T ndm 2018 dén nay, ti1é tang
trudng véin 8 muc cao. Dau thang 3/2025, ti1é ngusi dung IPvé todin céu dé dat géin 48%.
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1.8. NHUNG COT MOC TRIEN KHAI IPvé TAI VIET NAM
VA MUC TIEU IPv6 ONLY

Hanh trinh chuyén ddi sang giao thuc IPvé tai Viet Nam dé dugce khdi dong tu rét sém, voi nhiing cét mée quan
trong ddnh déu su quyét t&dm cla Chinh phd trong viéc xdy dung mét ha téng Internet hién dai, bén vimng, sén
sang cho cac cong nghé maoi.

Ngay 06/5/2008

B& trudng Bo Thong tin var Truyén thdng ban hanh Chi thi s 03/2008/CT-BTTTT, chinh thic khdi
déng qud trinh thuc ddy sir dung dia chi Internet thé hé méi IPvé. Bay la buéc di quan trong
nh&m thay th& nguén IPv4 dd can kiét, dam bao suphdt trién bén viing cla Internet Viét Nam.

Ngay 06/01/2009

Cot méc quan trong véi sy thanh 1&p clia "Ban Céng tdc thuc ddy phat trién IPvé quéce gia” do
Thu trudng BO TT&TT Ia Trudng ban, Trung tém Internet Viét Nam (VNNIC) & Thusng tryc Ban
theo Quyét dinhs6 05/QD-BTTTT.

Ngay 29/3/20T1

M6t busce tién 16n duoc ghi nhén khi Bé truéng Bé Théng tin var Truyén théng ky ban hanh K&
hoach hanh déng quéc gia vé IPvé (theo Quyét dinh s8 433/QB-BTTTT, dugc stia d&i bd sung tai
Quyét dinh s6 1509/QB-BTTTT ngdy 20/10/2014). K& hoach nay trién khai tir n&m 2011 d&n ndm
20719, v&i muc tiéu ré rang: “Internet Viét Nam hoat déng an todin, tin cdly véi dia chi IPvé k& tirndm
2019".

Ngay 06/5/2013

M6t buse dét phd vé chuyén déi IPvé khi VNNIC t6 chiic Lé khai truong IPvé Viét Nam. Tai su kién
nay, VNNIC phéi hop véi cac doanh nghiép cung cdp dich vu Internet 16n (VNPT, Viettel, FPT
Telecom, NetNam, VTC...) chinh thic dua vao véin hanh mang IPvé quéc gia. Hé théng ndy ducc
x@y dung trén co s& k&t néi song song IPv4/IPvé, bao gébm hé théng DNS quéc gia, tram trung
chuyén Internet quéc gia VNIX va mang Internet clia cdc doanh nghiép cung cép dich vu
Internet.

Ngay 14/01/2021

D& ddy manh ung dung IPvé trong cdc co quan nhd nuée, BO trudng B Thong tin va Truyén
théng phé duyét "Chuong trinh thic déy, hé tra chuyén déi IPvé cho co quan nha nuéc giai doan
2021 - 2025" (Quyét dinh s& 38/QD-BTTTT). Bay la busc di chién lusc nhéim dém bdo cac co
quan nhd nudc tién phong trong viéc ing dung IPvé trén mang lusi va dich vu.
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30

Tiéu chudn céng nghé vé IPv4 dé dung phat
trién tU thang 11/2016 (Uy ban kién truc
Internet IAB céng bd). Cac tiéu chudn méi cho
IPv6, IPvé Only dé dugce hodn thién, ing dung
réng réi dé phat trién Internet thé hé mdi,
Internet cong nghiép, loT, Cloud, 5G, 6G... IPv6
I& y&u t6 co ban, thiét yéu cua ha tang
Internet, ha téng s8, cac dich vu 8, dua trén
Ung dung céng nghé IPvé cé thé sdng tao,
tao ranhiéu gia triméi.

11

Chuyén déi IPv6 la xu thé tat
yéu dé phat trién Internet van

vat, Internet cong nghiép véi
cdc dich vu méi nhu loT, Cloud

Computing, 5G/6G.

J)

65,5% ty lé su dung IPvé

Tinh dén thang 12/2024 tai Viét Nam

@ Top 2 Péng Nam A
¥ Top 7 Toan cau

Tang 2 béc so véindm 2023 (gdip 1,6 lan binh quéan
toan cau, dung trén My, Trung Quéc, Nhat Ban,
Han Quéc, Anh, Phdp).

100%
Ha tang Internet quan trong quéc gia hoat déng
Vi IPv6 (DNS, VNIX).

Hinh 9. Céng b6 cta VNNIC vé ty Ié ngudi ding IPv6 tai Viét Nam
(ngudn: Bdo cdo tai nguyén Internet ndm 2024)

Ti lé chuyén déi IPvé6 clia Vit Nam dé dat codt méce réit dn tuong, lién tuc dung trong Top 10 clia thé gidi.

Cuéi nédm 2024

Ti 1é ngudi dung IPvé tai Viet Nam dat 65,5%, vugt xa muc trung binh 48% cua thé gidi, dua Viét
Nam dung thu 7 trén todin cu va thi 2 khu vuc ASEAN. C6 thé thdy sé luong ngudi dung IPvé tai
Viét Nam dé vuct réit xa sé ngudi dung thuan IPv4.

Viét Nam dat muc tiéu dat ti1é stirdung IPvé 70%, gilr ving vi tri trong top 10 todin cdu, theo Nghi
quyét s8 01/NQ-CP ngay 08/01/2025 cua Chinh pha va Chi thi s 01/CT-BTTTT ngdy
15/01/2025 ctia B6 Théng tin va Truyén théng (nay la B Khoa hoc va Céng nghé). Chuong trinh
IPvé6 For Gov giai doan 2021-2025 s& hodin thanh véi 100% c8ng théng tin dién tlr, dich vu céng co
quan nhd nuéce st dung IPvé, mang truyén sé liéu chuyén dung hoat déng 8n dinh va sén sang
van hanh thuén IPvé. Béng thai, IPvé Only dusc thi nghiém trong khdi co quan nha nuéce, cung
vaiviéc nghién cuu va xdy dung 16 trinh chuyén déi IPvé Only cho giai doan ti€p theo.

Giai doan 2026-2032

DPé bdt kip xu husng cla thé gisi, VNNIC dé& dé xudit |6 trinh chuy&n déi sang IPvé Only, bdt déu
thirnghiém tirn&m 2026 vér téit hodin todin IPv4, chi strdung IPvé Only tirn&m 2032.
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IPv6 Only - thu nghiém
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mang truy cap WIFI, sau
do la bang rong c8 dinh
(FTTH).

Trién khai IPvé Only véi quy
md nhd, ndibd.

®
(2026

Nghién clu cac hé théng
m&i hé trg IPvé Only ngay
U déu dé tao ra cac dot
phd, dich vy, gid tri méi:
loT, 5G, 6G, Internet céng
nghiép, céc ha téng
IDC/Cloud, c4c mang,
Ung dung diém, dién hinh.

CHUONG I: TONG QUAN VE GIAQ THUC IPv4 VA IPve 4

Phéin ddu trién khai IPvé
Only déng bé trén toan bé

mang Internet Viét Nam va

ngung su dung IPv4

Mang 16i, mang di déng,

cac mang WIFI, hé thdng
clia CQGNN. Sau d6 FTTH,
IDC/Cloud/néi dung

O 333333333 ©

Trién khai cac hé thdng méi
hé trg IPvé Only ngay tir
ddu tgo ra céc dét pha,
dich vy, gid tri méi: loT, 5G,

30 NAM 6G, Interet cong nghiép,
INTERNET  °9¢ ha tdng IDC/Cloud,
VIET NAM cée mang, ung dung véi

quymé16n, dién hinh.

Co ban chuyén déi toan
dién IPvé, dat ty & 95%, co
bdn ngung st dung IPv4;
trircée hé théng déc thu
Viét Nam thuéc top 20
nudc dén dau thé gisi vé
chuyén déi Internet sang
IPv6, déng gop cho su di
méi cdng nghé, phat trién
ha téng s6 quéc gia.

Ra soat, loai bo

IPv4 trén cac hé

théng dac thu,

ngung su dung
IPv4

IPvé

(2030 SN 2032

Chinh thuc ngung hoan
toan su dung IPv4

Hinh 10. L6 trinh du kién tdt IPv4 chuyén sang IPv6 Only tir VNNIC

K& hoach nging st dung IPv4 dé chuyén déi toain dién sang IPvé clia Viet Nam khéng chi gidi quyét véin dé han
ché& vé khéng gian dia chi ma con Ia mét chién luoc quan trong dé xdy dung ha téng sé hién dai va bén vimg.
Pay l& co hoi dé khéng dinh vi thé cdng nghé clia Viét Nam trén trusng quéc t&, dong thai ddt nén moéng cho su
phdt trién 1au dai cta hé sinh thdi mang, sén saing cho cac cdng nghé tién tién nhuloT va 5G.

1.9. VAI TRO CUA IPv6 VOI MANG 5G

IPv6 v& mang di déng 5G dugc xem | hai yéu t& quan trong dinh hinh tuong lai clia Internet, mang dén su dét
phd vé téc ds, doé tré thdp v khé ndng két ndi hang loat thiét bi. V&i yéu cdu k¥ thudt cao clia 5G, IPvé ddp ung
hodin hdo nhé khéng gian dia chirdng, tinh linh hoat cao var hiéu qud hoat déng t8i uu. Chinh vi thé, su phdt trién
cla 5G sé& 1 déng luc thuc ddy quad trinh chuyé&n ddi sang IPv6, dua Internet tién gén hon d&én mét mé hinh mang
todn dién, thdng minh va t&i uu, hiéu qud hon.

/ N
eMBB
| Enhanced Mobile Broadband
o /
T6¢ dd co thé
lén dén 10 Gbit/s
1triéu
thit bi/km’ DA tr& Tms
X \
. mMTC N\ . uRLLC N
Massive Machine Type Ultra Reliable Low

“\ Communications / “\Latency Communicotions/

Hinh 11. Cdc ddc trung ciia mang 5G
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Trién khai 5G: Tu NSA dén SA

Trong 16 trinh phdt trién mang di dong th& hé méi, 5G duoc trién khai trén toan cau qua hai giai doan chinh: 5G
phu thudc (NSA — Non-Standalone) v 5G déc lép (SA — Standalone). Hai mé hinh ndy khéng chi khac biét vé
mat kién tric ma con thé hién muc dé trusng thanh vandng luc thuc t& cia mang 5G.

5G NSA I& giai doan dau tién, noi cdc nha mang tan dung ha téng mang truy nhdp vé tuyén
(RAN) v& mang 16i (Core Network) ctia 4G LTE hién cé d& cung cdp dich vu 5G. Mé hinh nay gidp
gidm chi phi déu tu ban déu, tén dung thiét bi vé ving pht séng sén co, déng thdi rut ngén thai
gian triénkhai. Tuy nhién, 5G NSA chd y&u cdi thién téc dé truyén dirliéu (phuc vu nhu cdu eMBB —
enhanced Mobile Broadband), huéng dén cdc thiét bi nhu dién thoai théng minh va may tinh
bang. Han ché 16n ctia mé hinh ndly I khéng ddp tng dugc cdc yéu céu khét khe hon clia 5G
thuc thy, nhu dé tré siéu thép (URLLC) hay kha né&ng két néi déng thai hang loat thiét bi (mMTC).
Do dé, NSA ducc xem nhumét busce chuyén tiép, chua thé khai thac hét tiém nang clia 5G.

Nguoc lai, 5G SA dai dién cho tam nhin déy dd clia mang 5G. Véi kién tric mang 161 duoc thiét ké
ma&i hodin todin, déc 1ap véi ha tang 4G, 5G SA khéng chi cung cdip téc dd vuct trdi ma con hé tro
da dang cdc kich ban ung dung: tu Internet van vét (IoT), thanh ph& théng minh, dén céng
nghiép 4.0 va phuong tién tuhanh. Kién truc déc lap nay cho phép téi uu héa mang, gidm dé tré
xudng duédi Ims trong diéu kién ly tudng, déng thai mé rdng khd nding két néi hang ty thiét bi
thédng minh.

Diém ddng chay 1& c& hai mé hinh 5G déu doi hdi mét khéng gian dia chiIP réit 16n, linh hoat va hiéu qud — diéu
ma giao thuc IPvé hodn todn ddp ung ducc. Chinh vi vély, su phat trién cia 5G khéng chi thic ddy nhu céu
chuyén déi sang IPvé, ma con cho thdy IPv6 1 nén tang tét yéu cho hé sinh thdi mang théng minh trong tuong lai.

IPvé6 va 5G SA: Nén tang cho tuong lai

Su két hop gilia IPv6é va 5G SA dang dinh hinh nén tdng cho mang di déng hién dai, ducc clng cé bdi cdc tiéu
chud@n ti 3GPP (Third Generation Partnership Project) va IETF (Internet Engineering Task Force). Theo tai liéu TS
23.501 ctia 3GPP, kién truc 5G SA tén dung IPvé dé cung cdip dia chi duy nhét cho tung thigt bi, dam bdo kha
ndng md& rédng cho hang ty thiét bi, tU dién thoagi thong minh dén hé théng giao théng thdng minh va loT cong
nghiép. Trong khi do, IETF khuy&n nghi trién khai mé hinh "IPvé Only” trén 5G dé don gién hda quan ly mang va
gidm chi phi van hanh. Mét trong nhimg tai liéu quan trong nhu draft-ma-véops-5g-ipvéonly-00 (thdng
02/2025) dé xuét st dung cdng nghé 464XLAT nhdm duy tri dich vu IPv4 trén ha tang IPvé, hd tro qud trinh
chuyén ddithéng sudt gitia hai giao thice.

Ung dung thuc té va xu huéng toan cau
Nhiéu nha mang hang déau dé tién phong trién khai 5G SA véi IPvé:
China Telecom (Trung Quéc)
Ung dung 464XLAT dé t6i uu hda mang 5G SA, hd tro haing triéu thiét bi loT vér cai thién hiéu qua
strdung tdinguyénmang.
T-Mobile (My)
Tan dung IPvé dé tang téc dé k&t ndi, gidm dd tré var mé réng hd trs cho cac ung dung loT nhu
nha théng minh va giao théng théng minh.
Cdc nha mang chéu Au

Cdc céng ty nhu Vodafone va Deutsche Telekom cling dang chuyén déi sang 5G SA véi IPvé dé
chudn bicho cdcdich vu tuong lai nhu'y té tirxa va thuc té tang cusng/ thuc té do (AR/VR).
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DE&n cudi n&dm 2024, trong 623 mang 5G duoc trién khai trén th& gidi thi d& cé dén 154 mang 5G déc lap, tuong
duong tilé 24,7% va s8 qudc gia trién khai 5G cling dé 1én dén con s& 63. Nhu vay mang 5G doc lap va thuan IPvé
sé 1a xu hudng tdt yéu trong tuong lai, xu hudng ndy maé ra mét ky nguyén méi, tao ra nhitng co hdi méi va dap
ung dugc nhiing nhu cdu tién tién va dét pha hon. Biéu nay déng nghia téc dd chuyén ddi sang IPvé sé cang
di&n ramanh mé véi sy phdt trién ciia mang 5G va cd 6G trong tuong lai.

B sc 56 sA

69 623
s 58 ss8 &

481 491 496 505 515 524 535

428 453 464

ol Ll BN ECE BN N N R 2 123 151 | 154

s e B B

Q21 2Q21 3Q21 4Q21 1Q22 2Q22 3Q22 4Q22 1Q23 2Q23 3Q23 4Q23 1Q24 2Q24 3Q24 4Q24

Hinh 12. S6 lieu mang 5G va 5G SA (nguén: GSMA)

Lgi ich va tam nhin dai han
Su hdi tu cta IPv6 va 5G SA mang lai nhiing Igi ich vust tréi sau:

Téc dé va doé tré

T6i uu hoa viée truyén dirliéu véi dé tré thdp, phu hop cho céc ung dung thdi gian thuc nhu phéu
thudt tuxahodc ldixe tudong.

Khé nGng mé réng

H& tro mat dé k&t ndi cao, ly tudng cho cac dé thithéng minh véi hang triéu cam bién var thiét bi.

Bdo mat nang cao

K&t n&i toain tuyén vamé hda manh mé gitip bdao vé dirliéu trong cac kich ban nhay cam.

Hiéu qua kinh té

Giam phu thudc vao NAT va cde gidi phdp phuc tap, tirdéd ha thép chi phi trién khai va van hanh
daihan.

Nhin xa hon, su k&t hop nay khéng chi dép ung nhu céu hién tai ma con ddt nén mong cho céc cdng nghé tuong
lai nhumang 6G, tri tué nhan tao phan tan vér hé sinh thdi sé todin dién. V&i 5G SA vér IPvé, nganh Vién théng dang
tién téi mét ky nguyén ma moi thiét bi déu duoc k&t néi mdt cach thdng minh, an todin va hiéu qud.

Thi trusng 5G Stand Alone
quy md, theo thanh phdn, tir n&dm 2021 dén ndm 2030 (ty USD)

55,6%

B Giciphap [ Dichwu

Téc dob tang trudng
hang ném kép
cula thj truéng thé gisi
tlr2025 - 2030
$2.48 i . (Global Market CAGR)
— — — || -

2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Hinh 13. Thj trudng 5G Stand Alone du kién (ngudn: www.grandviewresearch.com)
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1.10. VAI TRO CUA IPv6 VOI loT

IPv6 va loT dang dinh hinh tuong lai Internet, tao ra hé sinh thdi k&t ndirdng I6n, bdo mét va linh hoat. Véi khéng
giandia chikhéngld, IPvé chinhldinén tang ly tusng cho subung nd clia loT. Tuy nhién, thdch thic 16n nhétkhéng
childrsé lugng thiét bi ma con la sy phan manh céng nghé. loT hién sirdung nhiéu giao thic khdc nhau nhu MQTT,
CoAP, Websockets cung hang loat chudn két ndi vo tuyé&n nhu Wi-Fi, Zigbee, LORGWAN, SigFox, NB-loT... IPvé
duoc ky vong sé& dong vai trd la cau ndi, gidp hdi tu cac cdng nghé loT, tao ra mdt hé sinh thdi mé va thdng nhéit
hon.

Du bdo su bung né cua loT va vai tré cua IPvé

loT dugc du dodn s& phat trién vugst bac, vai hon 75 ty thiét bi két ndi toain c&u vaio nam 2030 theo Statista. Diéu
nday dat ra nhiing thdch thic chua ting co vé khd nang mé réng dia chi, bdo mat va khd nang lién théng gitia
cdc hé théng loT khdc nhau. IPvé ducc xem |& cdng nghé cét 161 giup gidi quyét nhiing vén dé ndy, nhé vaio
khéng gian dia chi gén nhu vé han, khé néing hé tro két néi dau cudi (End-to-End) vér cdc tinh néing bao mért tich
hop nhuIPsec, Extension Headers va Secure Neighbor Discovery (SEND).

Thach thuc 16n nhéit cua loT: Su phan manh céng nghé

Vén dé ctia loT khéng chi ndim & s6 luong thiét bikhéng |6, m& con néim & sy da dang clia cdc cdng nghé va giao
thuic k&t ndi. Hién nay, hé sinh thai loT dang st dung nhiéu céng nghé, giao thiic mang khdéc nhau, co ddc diém
riéng vé baing théng, dé tré, muc tiéu thu nding lusng va pham vi két néi, déin dén sy thidu théng nhéit vérkhé khdin
trong viéc ma rédng quy mo hé sinh thdiloT, vidu nhu:

Giao thuc ung dung:
MQTT, CoAP, Websockets, AMQP, DDS, OPC UA...

Chuén lién két du liéu va két néi vo tuyén:
Wi-Fi, Bluetooth, Zigbee, Z-Wave, LoRa, SigFox, NB-loT, LTE-M, DASH7, IEEE 802.15.4...

Hinh 14. Cdc céng nghé duoc sir dung trong loT
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IPvé6: Nén tang héi tu va mé réong loT

Trong cdc giai doan phdt trién cla mang vién théng — t 2.5G dén 5G - giao thuc IPv4 ting déng vai trd quan
trong trong viéc trién khai nhiéu dich vu nhu VolIP, IPTV hay hé thdng gidm sat IP Camera. Tuy nhién, véi su phdt
trién nhanh chéng va phén manh cla Internet van vat (IoT), mé hinh két n&i dua trén IPv4 ngdly cang boc 16 1d
nhimg han ché& vé khéng gian dia chi, khd ndng dinh danh, ciing nhu muc dé bdo mat vamé réng.

Trong b&i canh dé, IPvé duoc xem I cdng nghé chién luoc gidp héi tu vathdng nhét hé sinh thdiloT todin cu. Véi
khéng gian dia chi gén nhu vé han, hé tra tu déng céiu hinh, bao mat tich hop (IPsec) vérkhé nding hoat déng hiéu
qud trén quy mé16n, IPvé chinh la chia khda dé hién thuc hda mét thé gisi “moi thir déu ducc két nsi”.

Sukét hop gitia loT var IPvé, ducc hé trs bai mang 5G/6G va cdc tiéu chudin clia t6 chic 3GPP, s& maé dusng cho
cdic Ung dung tién tién nhu'y t& t xa, gico théng tu hanh, ndng nghiép thdng minh, nhd may sé va thanh phd
théng minh. Nhé IPv6, méi thiét biloT — tir cam bién dén ré bét cong nghiép — déu coé thé dusc két néi, dinh danh
va quan ly mét cdch hiéu qud va bdao maét.

Hon thé niia, tuong lai ctia loT v IPvé s& ngdly caing gdn k&t chdt ché véi su phat trién ctia AloT (Al +1oT) va dién
todn bién (Edge Computing). Su hdi tu ndy sé& hinh thanh nén mét hé sinh thai két ndi thdng minh, hiéu qud varan
todn hon, cho phép xUly dirliéu tai nguén, gidm dé tré var téi uu hda hiéu sudit hoat déng trén todin mang lusi.

Nhu vay, IPvé khéng con la mét lua chon, ma la yéu t6 téit yéu dé xdy dung ha téng loT hién dai, bén viing, maé
réng va bdo mat trong ky nguyén sé. Viéc chuyén déi sang IPvé chinh la diéu kién tién quyét dé cac quéce gia,
doanh nghiép va t8 chuic bt kip xu thé phat trién clia cdch mang cédng nghiép 4.0 va Internet of Everything (IoE).

IETF va cdc tiéu chuan IPvé cho loT

Nh&m t6i uu IPvé cho loT, IETF d& phdt trién nhiéu tiéu chudn, trong dé quan trong nhét la:

1. 6LOWPAN (RFC 6282)

Chudn IPvé déu tién cho loT, dugc thigt k& dé hoat déng trén nén tang IEEE 802.15.4 (mang cdm bién céng sudt
thdip). 6LOWPAN hd tre nén Header IPv6, gitp gidim kich thusc goi tin, tiét kiém bang théng var téi uu nding luong.

2. 6Lo (IPvé over constrained nodes)

M& réng 6LOWPAN dé hé tro nhiéu loai mang vat Iy khac nhu Bluetooth Low Energy (BLE), DECT-ULE, NFC, PLC...

3. LPWAN over IPv6

Mbét s6 giao thiic LPWAN (Low Power Wide Area Network) nhu LoRaWAN, SigFox dang trién khai IPvé dé tang khé
ndng lién théng va bdo mat.

Web Linking CBOR OSCORE

IPvlo

WPAN/6Io
LoRa | LTE-M NB-loT

ng thudc IETF Chuan IETF

Chudn loT IETF lau dsi Chudn loT IETF gan day

Hinh 15. Cdc chudn giao thirc IoT lién quan dén IPv6
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1.11. NHUNG LOI iCH IPvé MANG LAI

Sura dai ctia IPvé xudt phat chinh tir sy can kiét clia gico thuc IPv4, tai thai diém ban dédu co hai dé xudit thiét k&
cho giao thic méinay:

+  Giltnguyén ddc diém cla giao thic IPv4 va mé rdng sé bit cho phdn dia chi (vi du 1én 64 bit).
. Xay dung mét giao thiic méi dua trén nén tang giao thuc IPv4 nhung t&i uu nhiing diém han ché va phat
trién tinh nang mai.

Sau cac cude thao ludn, cudi cung gidi phap thu hai, xdy dung gico thic méi, dé dugce thdng nhdt. Nhiéu tinh
ndng cl clia IPv4 dd duoc loai bd hodc thay thé, déng thai nhiéu giao thuc hd tro méi duoc bd sung. Viéc nay dé
giup giao thic IPvé mang lai rét nhiéu uu diém so véi IPv4.

Dudi day & nhimng Igiich quan trong nhdit clia giao thuc IPvé:

Khéng gian dia chigan nhuvé han:

Sé& bit dia chi IPv6 1&1128 bit, t&ing géip bén 1an so véi IPv4, nén ddp Ung tét nhu cGu phat trién cia
mang Internet cling nhuyéu cau ctia cac cdng nghé maéi nhu: loT, 5G-6G, dién toan ddmmay ...

Cdiu truc géi tindon gian hon:

Viéc nay giup t&ng téc dé x ly cac goi tin. Bén canh do, su bd sung thém thanh phén mé réng
nhu Extension Header, Flow ... gitp trién khai thém nhiéu tinh nang tién tién.

Cho phép két néitoan tuyén (End-to-End):

Giup gidi quyé&t véin dé do NAT/PAT gdy ra va logi bd cdac gidi phdp “chita chay” khac CG-NAT,
CIDR,VLSM....

Pon gianhéaviéc quan tri, khai thac:

Mbt s6 cdi thién lién quan IPvé gitip don gidin héa khai bdo va hoat déng clia thiét bi nhu tu cdu
hinh dia chi (SLAAC), logi bd Broadcast, bd ARP, IGMP, cdi thién ICMPVé6 ...

T6i uu vé dinh tuyén:

Do s6 luong dia chi IPv6 16n nén cac don vi sé duoc cdip déy I6n hon (thusng /48), ddp Ung nhu
cAu phat trién lau dai clia cdc don vi, it cén phdi dang ky thém nén bang dinh tuyé&n toan cdu sé
gon hon, gitip tang téc dé xu ly cling nhu tiét kiém bd nhé cho cac cdce thiét bi dinh tuyén.

Hé tro Multicast tét hon:

Tinh n&ng Multicast trong IPvé dugc cdi tién, gidp logi bd dia chi Broadcast, dia chi Solicited
Multicast gitp logi bd cdc hoat déng dua trén co ché Broadcast nhu ARP, gilp kiém trung dia
chi, gip thiét bi tu cdu hinh dia chiva Gateway ...

Caithiénbdo mat:

K¥ thudit bdo mat ctia IPSec dé dugc tich hop thanh tinh nding ctia IPvé cung véi viéc loai bd kY
thudit NAT gitp cho viéc trao déi dir liéu gilra hai thiét bj duoc bdo mat todin tuyén.
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1.12. PHAN VUNG KHONG GIAN PIA CHi IPv6

DE quan ly va phén b dia chi IPvé hiéu qud, IANA dé chia toan bd khéng gian dia chi IPvé thanh tdm phan viung
bdng nhau, dya trén ba bit ddu tién clia dia chi. M&i phén viing naly cé dia chimang dai diénlé /3.

Hinh 16. Cdc vung dia chi IPv6

Hién tai, phan ving co tién t& “001" (/3) duoc st dung dé cdp phdt dia chi IPvé cdng khai (tuong tu nhu dia chi
Public IPv4) va ducc goi I Global Unicast Address. Ngoadi ra, mét s& phdn viung khdc veéi tién t& “000” va “111"
dugc strdung cho cac dia chiddc biét nhu Multicast, Unique Local Unicast, Loopback...

IANA ti€p tuc chia nhé phan vang “001” (/3) thanh céac déy /12 truée khi phén bé cho cdc té chic quan ly khu vuc
(RIR). Téng s6 day /12 trong phan vung nay la: 2°=512day /12.

All IPv6 Address Space

How much has been allocated to the RIRs?

Allocations to RIRs since October 2006

IETF Reserve /1, /2+
IPvé Prefix

- AFRINIC 2c00::/12
. ~__ APNIC 2400::/12
N\ — ARIN 2600::/12

N LACNIC 2800::/12
I RIPE NCC 2000::/12

Link-Scoped Unicast /10 I \
Unique Local Unicast /7 4‘
Multicast /8 —

IANA Reserve 504 /12s

/12 ~_ IETFReserve /23

\ ‘ T 6tos/16
" Allocated to RIRs before
Oct 2006: /N, /17, /18+

S6 Prefix /12 hién dung: \
8/512=1,56%

IANA Reserve /12-

Hinh 17. S6 luong déy dia chi IPv6 phén b6 cho RIR (nguén: NRO)

Ban dau IANA chi dung mét ddy /12 dé phan b8 cho cdc khu vuc va cdp phdt cho cdc muc dich khdc. Sau nay,
trusc nhu céu phat trién clia IPvé, trndim 2006 IANA dé bt dau phan bd cac déy /12 cho cac RIR. B&n nay déd cé
t&t c& 8 ddy /12 dé@ duoc cdp phdat thuc té& trén toain céu, chiém tilé: 8/512=1,56%. Nhu vay, trn&dm 2006 dén nay,
chichua dén 2% clia1/8 t8ng khéng gian dia chiIPvé dugc phan bé var cac té chiic khu viue van chua strdung hét
s6 luong ducc cép. Diéu ndy cho thély khéng gian dia chi IPvé vain con réit 16n, di dé ddp ung nhu céu phdat trién
mang Internet trong tuong lai.

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO

37



P PHAN1- LY THUYET

38

1.13. CO QUAN QUAN LY VA CAP PHAT PIA CHi IP

Trén mang Internet, méi dia chi IP I& duy nhdt nén cé sy quan ly cdp phdt dia chi IP th8ng nhét trén toan céu.
DoéNg thai trusce su phdt trién clia mang Internet, nhu céu cdp phdt dia chi toan cdu ta&ng 1én réit cao. Nam 1992,
IETF khuy&n cdo viéc quan ly dia chi IP can chuyén giao cho cac té chic cdp khu vuc trén thé gisi. Tu do cac td
chuc quan ly tai nguyén cép khu vuc RIR (Regional Internet Registry) Ian luot ducc thanh l&p, gém nam (05) t&
chuic nd&m & cac khu vuc dia ly khaic nhau.

1992 1993 1997 2002 2004
¢ ¢ ¢ ¢ ¢
A A A A A
g g

GRPENCE | GAPNIC  AREN-

e

Hinh 18. Tén 5 t6 chirc qudn ly vang va thdi gian thanh 1dp

RIPE NCC (Réseaux IP Européens Network Coordination Centre): dugc thanh lap ndm 1992 dé
quan ly phan b tai nguyén Internet cho khu vuc chéu Au va Trung Bong.

APNIC (Asia-Pacific Network Information Centre): duoc thanh I&p n&m 1993, chiu trach nhiém
quan ly khu vuc chau A var mot s qudce gia, lanh thd thude khu viuc Théi Binh Duong.

ARIN (American Registry for Internet Numbers): dugc thanh 1&p ndm 1997, pham vi quan ly 1 khu
vuc Bé&c MY, mét s6 quéc gia thudce Trung My vérving Caribbean.

LACNIC (Latin American and Caribbean Internet Addresses Registry) - thanh I&p ndm 2002 dé
quanly phén chia dia chi P & khu vuc My Latinh va Caribe.

AfriNIC (African Network Information Centre): ducc céng nhén thanh 1ap ti n&dm 2004 va bt
déu hoat déng chinh thiic n&m 2005 véi pham viquén ly & khu viuc chéu Phi.

— S
| [ RIPE Ncc‘

Member

-/

) APNIC
— “ '

AFRINIC $3

Hinh 19. Pham vi qudn ly cda 5 t6 chirc cdip ving
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CHUONG I: TONG QUAN VE GIAQ THUC IPv4 VA IPv6

M&i RIR s& chiu traich nhiém quan ly vé phéin bé dia chi IP (var cd s& hiéu mang Internet ASN - Autonomous System
Number) cho cac quéc gia trong khu vuc. Tai mdi quéc gia s& cd mdt don vi chiu trdch nhiém phan bé va quan ly
dia chilP/ASN dugc goi la NIR (National Internet Registry) hodc LIR (Local Internet Registry). Cac RIR phan bé tai
nguyén ndry cho NIR (National Internet Registry) hodic truc tiép cho LIR (Local Internet Registry).

Tai Viet Nam, Trung tém Internet Viét Nam (VNNIC) dong vai tro o NIR, chiu tréch nhiém céip phat va quan ly dia
chilP cling nhu ASN trong nuéce. VNNIC cdp dia chi truc tiép cho cac nhd mang (ISP), doanh nghiép 16n va té chiuc
c6 nhu cdu sirdung tai nguyén IP déc 1ép. Co hai hinh thie st dung dia chiIP:

Pl (ProviderIndependent)

Dia chi déc 1ap, do VNNIC cép truc tip cho t8 chic/doanh nghiép, co thé sir dung ma khéng
phu thudc véio mét nha cung cdp dich vu ndo.

PA (Provider Aggregatable)

Dia chi phu thudc, dugc cac ISP cdip cho khach hang, thudng phai tré phi dinh ky cho ISP va tra
lai dia chikhithay d&i nha cung céip dich vu.

RIR

a

L)
lacnic®

National Internet Registry

Organization

Hinh 20. Mai lién hé gitra IANA, cdc RIR & NIR
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1.14 GIOI THIEU VE TRUNG TAM INTERNET VIET NAM
(VNNIC)

Trung tém Internet Viét Nam (VNNIC), truc thudc B Khoa hoc va Cong nghé (truée ddy & don vi thudc Bd Théng
tin va Truyén thong), I co quan chiu trdch nhiém qudn ly todn dién tai nguyén Internet tai Viét Nam. Véi vai trd
nay, VNNIC thuc hién phan b8 va giam sat cdac tai nguyén quan trong nhu dia chi IP (IPv4 var IPv6), s hiéu mang
ASN (Autonomous System Number) v&r tén mién quéc gia “.vn'”.

Bén canh dé, VNNIC cling truc ti€p van hanh hai hé thdng ha tang cét I6i clia Internet Vit Nam: H& théng mady
chd tén mién quéc gia (DNS wn) va Tram trung chuyén Internet quéc gia (VNIX — Vietnam National Internet
Exchange).

Khéng chi déng vai trd quan ly, VNNIC con tich cuc phdt trién tén mién “vn”, gdp phdn xdy dung va bdo vé
thuong hiéu quéc gia trén khéng gian s6. Hé théng DNS va VNIX gidip téi uu hoa két nindi dia, gidm dé tré, nang
cao chdt lugng dich vu var tding cusng bdo méat cho cdc nén tang truc tuyé&n, mang lgi tréi nghiém mang nhanh
choéng, 8n dinh va tin cdy cho ngusi dung vé doanh nghiép trong nudce.

16,4 triéu aia chilpvs 1148 thanh vién

ty 1& tang trusng A 0,7% dia chi IP, ty |& tang trudng
Thu 2 ASEAN, Thu 8 chau A, 4209%
Thu 27 toan céu

32.642 864 ASN

ty ty ty (10727) dia chi IPvé ty 1& tang trusng A 29,5%
ty 1& téing trudng A 13,5%

Toan boé cdac chi s6 da vuot chi tiéu chién lugc dat ra giai doan 2021 - 2025
Hinh 21. S6 liéu vé dia chi IP/ASN Viét Nam (ngud6n: Bdo cdo tai nguyén Internet nam 2024 cda VNNIC)

Vé6ivai tro [ don vi tién phong trong chuyén déi sang IPvé, VNNIC dé dé xudt va thuc hién nhiéu chinh séch, chién
lusc vé chuong trinh ddio tao, hé tro k§ thudt cho cdc co quan, doanh nghiép var té chue. Viéc chuyén ddi tur IPv4
sang IPvé khéng chi giup gidi quyét tinh trang can kiét dia chi, ma con ddt nén mong cho mét ha tdng mang hién
dai, sé&n saing ddp ung cdc xu hudng céng nghé méi nhu loT, 5G, AloT var cdc dich vu s6 théng minh. Nhé nhiing
nd luc nay, Viét Nam dé vuon 1én nhom cac quéc gia dan déu khu vuc var toain céu vé ty 1 trién khai va ing dung
IPVé.

Ngodi ra, VNNIC con dong vai tro la cau ndi gitta cdng ddng Internet Viet Nam va quéc t& Théng qua hop tac véi
cdc t8 chue nhu APNIC va cée dién dan khu vuce, VNNIC gidp cac doanh nghiép trong nuéc ti€p can chudn muc
todin cdu, déng thai dam bdo ha tang Internet quéc gia phdat trién bén vimng, an toan, co khd n&ng mé rong var
ddip Ung nhu cdu ctia x& hoi s6. Nhe nhimng déng gép naly, VNNIC dé khdng dinh vi thé khéng thé thay thé trong
viéc kién tao hé sinh thdi Internet Viét Nam, déng thai néing cao su hién dién cla Viét Nam trén ban dé Internet
toan cau.

1.15 TONG KET CHUONG 1

IPv6 — Hanh trinh t&t y&u ca mét Internet hién dai. Chuong naly dé trinh bay téng quan céac ndi dung nén tang vé
su ra doi va phat trién clia giao thuc IPv6 — tir dyu bdo sém vé nguy co can kiét dia chi IPv4, dén qud trinh nghién
cuu va dé xudt giao thiic méi clia IETF, cling véi cac sy kién thuc ddy thuc tién nhu World IPvé Day va World IPvé
Launch doISOC t8 churc.

Su két hop gilia su phdt trién cong nghé, yéu cau ha tng mang hién dai v nhiing nd luc todin cdu trong viéc
trién khai IPvé dé& cho thdy giao thuic ndly dé chin mudi, sén sang thay thé IPv4 dé ddp ung cdc nhu céu két néi
méi. Tu loT, 5G, dén Al, dién todan bién va dich vu s& thdng minh, IPvé chinh 1 nén tang tét yéu dé xay dung mot
mang Internet th& hé mai, thdng minh, an todn va khéng gidi han.
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1.16 CAU HOI ON TAP CHUONG 1

Tai sao giao thuc IPv4 can dugc thay thé béang IPvé?

Giao thuc IPv4, mdc du rét thanh cédng va ld nén tang cla Internet, dé bdc 16 nhiing han ché, ddc
biét la su can kiét khéng gian dia chi 32 bit. Su phdt trién bung nd clia Internet va sé luong thiét bj
k&t n&i ngdly cang t&ing dé dén dén nhu cdu cép thiét vé mot khéng gian dia chilén hon, dé laly do
chinh cho sura dsicua IPvé.

Quad trinh phat trién tiu IPv4 dén IPv6 dién ra nhu thé nao?

Y tudng vé thé hé IP ti€p theo dd xudit hién tir dau nhimg nam 1990 khi céic chuyén gia nhan thdy
nguy co can kiét dia chi IPv4. T6 chuc IETF dé kéu goi cac dé xudt vér sau nhiéu tranh ludn va lua
chon gilta céc phuong an nhu TUBA, CATNIP, SIPP, cudi cung giao thuc SIPP véi dia chi 128 bit d&
duoc chon va déi tén thanh IPvé, chinh thic dugc gisi thiéu trong RFC 1883 vaio n&im 1995.

Nhung lgi ich chinh ma IPvé mang lai so véi IPv4 la gi?

IPv6 mang lai nhiéu loi ich vuot trdi so véi IPv4, bao gém khdng gian dia chi gén nhu vé han (128 bit),
cdu trac goi tin don gidn hon gilp tang téc dé xur ly, khd naing két ndi todin tuyén (End-to-End) loai
bd nhu céu NAT, don gidn héa qudn tri va khai thde mang véi khd nding tu céu hinh dia chi, t8i uu hoa
dinh tuyén, hé tro multicast t&t hon va tich hop sén bdo mat IPSec.

Cac t6 chuc ndo déng vai trd quan ly va cdp phat dia chi IP trén toan cau va tai Viét Nam?

T8 chuc IANA (Internet Assigned Numbers Authority) chiu trdch nhiém quadn ly v phén b dia chi IP
todin cdu. IANA phan chia dia chi cho ndm t8 chidc quan ly tai nguyén céip vang RIR (Regionall
Internet Registry) I& RIPENCC, APNIC, ARIN, LACNIC v&1 AfriNIC. Tai Viét Nam, Trung tam Internet Viét
Nam (VNNIC) déng vai trd 1 NIR (National Internet Registry), chiu trach nhiém quan ly, phén bé, cdp
dia chilP dia chilP, s& hiéu mang ASN va tén mién quéc gia "vn'.

Tinh hinh trién khai vé chuyén déi sang IPvé trén thé giéi va tai Viét Nam hién nay (2025)

nhu thé nao?

Trén todin cAu, ty 1é ngusi dung IPvé dé tang truéng dang k&, dat gén 48% vao dau thang 3/2025.
Viét Nam I& mét trong nhiing quéc gia tién phong trong viéc chuyén dai IPvé, véi ty 1& ngusi dung
dat 65,5% vao cudi nédm 2024, nédm trong Top 10 thé gidi var thu 2 trong khu vuc ASEAN. Viét Nam
cling dang c6 16 trinh hudng téi viéc chuyén déi hodin toan sang IPv6 Only.

Mai lién hé giua IPvé va cac cong nghé hién dai nhu 5G va loT la gi?

IPv6 déng vai trd nén tdng quan trong cho su phdt trién clia 5G va loT. Véi s luong dia chikhdng 16,
IPv6 ddp Ung tét nhu cau két ndi s8 lugng I6n thiét bi clia 5G var loT. Cdu truc géi tin don gidn va khéa
n&ng két néi End-to-End clia IPvé cling gitip gidm dé tré va téing cusng bdo mét cho cdc uing dung
5G. Trong Iinh vuc 10T, cac chud@n nhu 6LoWPAN dang dugc phdt trién dé t&i uu hoa viéc truyén tai
drliéu IPvé trén cac thiét bico tainguyén han ché.

Tai sao cdc ky thuat tiét kiém dia chi IPv4 nhu NAT, CIDR, VLSM khéng con can thiét trong
mai truong IPv6?

Vé&i khéng gian dia chi 128 bit, IPvé cung céip mét sé lusng dia chi gén nhu vé han. Biéu nay lam cho
cdc ky thudrt tiét kiém dia chi IPv4 nhu NAT (Network Address Translator), CIDR (Classless Inter-
Domain Routing) vé&1 VLSM (Variable Length Subnet Mask) tré nén khéng cén thiét, vi méi thiét bi cé
thé& duoc gan mét dia chilPvé duy nhét va céng khai.

Viét Nam c6 ké hoach gi cho tuong lai lién quan dén viéc su dung IPv4 va IPv6?

Viét Nam dé cé nhiing chién lugc vér hainh dong quyét liét dé thic ddy chuyén ddi sang IPvé. Vai ty 1é
trién khai IPvé cao, Viét Nam dang hudng téi muc tiéu chuyén ddi toain bd mang Internet sang hoat
déng voi IPvé theo Chuong trinh chuyén déi s6 qudc gia d&n ndm 2025, dinh huéng dén ném 2030;
Quy hoach nganh Théng tin va Truyén théng thai ky 2021 - 2030, tdm nhin dén ndm 2050. VNNIC d&
dé xudit L6 trinh chuyén déi Internet Viet Nam sang IPvé only; t& chic thi diém IPvé only tirn&im 2025,
nhan réng trong giai doan 2026 - 2030; muc tiéu ngiing strdung IPv4 va strdung hodn todn IPvé only
vaondm 2032.
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CHUONG 2: CAU TRUC & BAC BIEM GIAQ THUC IPve 4

CHUONG 2

CAU TRUC & PAC PIEM GIAO THUC IPv6

V&n dé cankiét dia chiIPv4 [a mét trong nhiing nguyén nhan chinh thuc ddy sura dsi ctia IPvé, nhung do
chilaimét khia canh. Trong thuc tién trién khai, chinh kién tric hién dai vé céce tinh néing k¥ thudt vust tréi
mai l&1 yéu t6 then chdt thuyét phuc cdc co quan, t& chuc va doanh nghiép trén todin thé gisi lua chon
IPv6 nhumét gidi phdp lau dai, thay thé hodin todan cho IPv4.

Chuong 2 sé& tép trung vao cdu truc var cac ddc diém kY thudt clia giao thuc IPvé, déng thai so sanh néd
v&i IPv4 dé lam néi bét nhimg cdi tién. Noi dung sé& cho thdy kién tric vl cdc tinh néng mai ctia IPvé la yéu
8 then chét thuc ddy viéc chuyén ddi tur IPv4. Ddc biét, chuong nday di sGu vaio cdu truc ban tin IPvé,
nh&n manh vai trd cua tiéu dé chinh ¢ dinh var sulinh hoat clia tiéu dé ma réng (Extension Headers), mét
co ché cho phép thém cdc chic ndng tly chon ma khéng lam thay déi cdu trdc co bdn clia giao thuc.

CU THE, CHUONG 2 SE CUNG CAP CHO BAN NHUNG NOI DUNG SAU:

Kién trac va déc diém k¥ thudt clia giao thuc IPvé, bao gém su so sanh véi
IPv4 dé dé dang ndm bét.

Cdiu trac ban tin cldia gioo thuc IPvé, di sGu vao chuc ndng va vai trd cua
tung trusng, dac biét la tieu dé ma rong (Extension Headers).

Méi quan hé gitia IPv4, IPvé va b giao thic TCP/IP, cd hai cé thé hoat déng
song song ma khéng lam thay déi kién truc chung ctia TCP/IP.

Su thay thé va cap nhat cla cdc giao thic hé tro khi chuyén tu IPv4 sang
IPv6, vi du nhu ARP thay b&ing NDP, IGMP thay b&ng MLD va viéc gitr lai, cap
nhét cua ICMP.

Vai trd vé céiu trac clia tiéu dé mé rong (Extension Header), gisi thieéu mot s&
tiéu dé md réong phd bién vamuc dich strdung ctia chung.

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HEMOT 44



>

44

PHAN 1- LY THUYET

2.1 IPv4, IPvé VA BO GIAO THUC TCP/IP

TCP/IP khéng phdi la mét gico thic don 1€, mar 1a mét bé tép hop nhiéu giao thic dugc t8 chuc thanh cdc I6p
chuic ndng, dnh xa tuong Ung véi mé hinh 716p OSI. Trong dé, IP (Internet Protocol) ld giao thic thude téng mang,
chiu trach nhiém dinh tuyé&n va truyén téi dir liéu gitia cdc hé théng mang khac nhau. Tuy nhién, IP khéng hoat
déng déc lép ma cdn suhd tre clia nhiéu giao thic cung ting mang, ddc biét trong trusng hop ctia IPv4. Mot s8
giao thuc héd tro quan trong gém:

ICMPV4, (théng bdo 18i, chdn dodn)

ARP, (phan gidi dia chilP sang MAC)

IGMP (quén ly nhém multicast)

OSPFv2, RIPv2, BGPV4, IGMP, ...(dinh tuyén)

T&t c& nhiing gico thic ndly déu trén hoat ddng dua trén nén IPv4, phuc vu cho viéc quan ly, dinh tuyé&n va duy tri
k&t nditrong mang.

Khi IPv6 ra dsi dé thay thé IPv4, nd duoc dat cung téing mang trong mé hinh TCP/IP va khéng lam thay déi kién
truc t8ng thé clia bé giao thuc. Biéu quan trong lé1 IPvé van dam bdo khé n&ng tucng thich véi céc téng gico
thuc khdc nhu TCP, UDP, Uing dung — cdc téng ndry khéng cén thay déi dé hoat déng véi IPvé.

Tang APPLICATION

] ]

I I

ARP, ICMPV4, IGMP, Pv Pvé NDP, ICMPvé, MLD,
RIP v2, OSPFv2, BGP v v RIPng, OSPFv3, MP-BGP

EtherType: 0x0800 I I EtherType: 0x86DD

Hinh 22. IPv4, IPv6 va cdc giao thirc hé trg

Tuy nhién, do kién truc IPvé co nhiéu khdc biét véi IPv4, nén nhiéu giao thuc hé trg tdng mang dé dusc thay thé
hodc cdp nhat:

Giao thuc trong IPv4 Tuong duong / thay thé trong IPvé

ARP (Address Resolution) NDP (Neighbor Discovery Protocol)
IGMP (Multicast) MLD (Multicast Listener Discovery)
ICMPv4 ICMPV6 (dugc md rdng thém chic ndng)
OSPFv2 OSPFv3

RIP v2 RIPng (RIP next generation)

Su chuyén déi nary khéng chi nhdm dém bao tuong thich véi IPvé, ma con lé co hdi dé cai tién v logi bd cdc han
ché& tung ton tai trong hé théng IPv4. Vi du, NDP tich hop nhiéu chiic nadng méa ARP, ICMPV4 va mdt phén DHCP
tung thuc hiénriéngré.

Mot diém luu y vé khd nang nhan dién IPvé & tang lién két dir liéu: trong méi trusng Ethernet, ban tin IPvé dugc
phan biét bé&ng EtherType 0x86DD, trong khi IPv4 sir dung 0x0800. Biéu ndy gitp cdc thiét bi mang xdc dinh v
xUly dunglocigditinIP.

Tom lai, su xudt hién cta IPvé khéng lam thay déi cdiu trdc chung clia bd TCP/IP, nhung déi héi diéu chinh cac

giao thuc hé trg & tdng mang dé phu hop véi thiét k& mai, hién dai va hiéu qud hon. Bay chinh I mét trong nhiing
y&u t& ky thudt quan trong gép phan vao thanh cong clia IPvé trong thuc té trién khai.
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2.2 CAU TRUC BAN TIN CUA IPv6 VA NHUNG CAI TIEN

Do IPvé dugc thigt ké thay thé cho IPv4 nén co rét nhiéu diém t8i uu hon dya trén nhimng kinh nghiém rat ra tuIPva.
D& hiéu rd ddc tinh va hoat déng chi tiét ctia IPvé thi can phai hiéu tric ban tin cla IPvé. Cdu truc nay duge mé ta
trong RFC 2460. Sau déy la1sé diém chinh trong cdu trac IPvé so véi IPv4 gom:

Kich thuéc tieu dé ban tin (Header) IPvé ¢8 dinh 40 byte trong khiIPv4 thay déi tir 20 dén 60 byte.

S8 trusng trong phan Header clia IPvé it hon so véi IPv4 nén gon hon.

Mot s8 trusng chinh ctia IPv4 dugce gitrlai nguyén tén hodc d&i sang tén mai.

Vai trusng méi ducce b sung, ddc biét Ia phan mé réng Header Extension, giup IPvé hoat déng t8i uu hon

cling nhu bé sung thém nhiéu tinh néng quan trong.

IPv4 Header (20-60 byte) IPvé Header (40 byte)
Version Typg i Total Length
Service

. . Fragment
e[|

Versiony Traffic Class Flow Label
4 bit 8 bit 20 bit
Payload Length Next Header | Hop Limit
16 bit 8 bit 8 bit

Source Address

Source Address
128 bit

Destination Address

Padding

Trusng ducc gilr lai
Trusng bi x6a khoi IPvé Destination Address

128 bit
Trusng ducc ddi tén trong IPvé o

Trudng mdi thém vao IPvé

Hinh 23. So sdnh iPv4 va IPv6 Header

Phan Header ctia IPv4 cé dén 14 trusng, trong khiIPvé chi céd 8 trusng va cé dinh & 40 byte nén giup viéc xUrly ban
tin IPvé nhanh hon so véi IPv4. Duéi ddy 1a so sanh chi tiét clia cac trusng cla IPv4 so véi IPvé dé cac ban hiéu ré
hon cdch thic hoat dong clia giao thuc IPvé.

Nhiing truong duoc gilr lai va dé nguyén tén:
Version
Trusng nAy dai 4 bit d& chi phién ban clia giao thic IP, khéng co khdc biét & trusng nary, chila gid
tri4hodcé.
Source/Destination Adrress
Hai trudng ndy cung y nghia & hai giao thuc chi cé su khdc biét la dia chi IPvé cé dé dai 128 bit,
gdp4landiachilPva.

Nhung truong dugc giu lai va déi tén:

Type of Service
Dai véi IPv6 trusng 8 bit nary vain dusc gilrlai véi cung chiic nding nhé&m phan logi uu tién cac ban
tin nhung véi tén mdila Traffic Class.

Total Length

V&i IPv4 trusng 16 bit ndly diing dé mé té chiéu ddii (tinh bé&ing byte) todin bd ban tin IPv4, véi 16 bit
thi kich thudc ban tin I6n nhét cla IPv4 I 65.536 byte. Sang IPvé trusng ndly van dudc gilr lai cod
cung kich thudc 16 bit nhung cé tén mai la Payload Length. Do phan Header clia IPvé I ¢ dinh
nén Payload Length chimé ta kich thuéc phan dirliéu Payload clia ban tin IPvé thay vi kich thusc
toan bd bantinnhulPv4.
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n n Fragment
oo | |

Time to live

Trusng 8 bit nay gilp phong chéng viéc truyén Idp (Loop) céc ban tin bdng cach gidm gid tri
bang 1tai mdi Router cho dén khi bding 0 thi ban tin bi logi bd. V&i IPv6, trusng ndy chi thay déi
sang tén méila Hop Limit, chic ndng vary nghia khéng thay déi.

Protocol

Vi IPv4, trusng naly chia théng tin giao thic ndm trong phén Payload cla ban tin IPv4. Sang
IPvé trusng naty van ducc gilr lai vér déi tén thanh Next Header. Nhung thiét k& mai ctia IPvé cho
phép chén mot s& théng tin vao gitta phén Header va Payload ban déau dé thyc hién mét sé chuic
ndng ndo dé. Thong tin dugc chén vao nay dugc goi la Extension Header. Nhu véy ngodi y nghia
nhu trudng Protocol clia IPv4 thi trusng Next Header con cho biét Extension Header ndo dang
dugc chénthém vao.

Nhing truong khoéng con giu lai:

Internet Header Length (IHL)

Do chiéu dai Header ctia IPv4 khéng cd dinh nén can st dung IHL dé mé t&. Trudng ndy cling véi
Total Length nh&m xdc dinh chiéu dai clia phdn Payload. Vé&i IPv6, chiéu dai clia phén Header c6
dinhla 40 byte nén trusng IHL nay khdng con dugc sirdung.

IPv4 Header (20-60 byte)

m Typg o Total Length
Service

Trusng dugc gil lai
EE Trudng dugc déi tén trong IPv6
Trudng mdi thém vao IPvé

Hinh 24. Nhing truong cda IPv4 duoc giit lai va bi xéa bé khéi IPvé

Indentification, Flags va Fragment Offset

Trong IPv4, ba trusng Identification, Flags véi Fragment Offset hd trs phéin manh ban tin khi kich
thuéc vuot qua MTU (Maximum Transmission Unit). Identification (16 bit) gitp xdc dinh céc bdn tin
phan manh thudc cung mét ban tin géc. Fragment Offset (13 bit) chi thu tu sép x&p clia cdc ban
tin bi phdn manh. Flags (3 bit) bdo trang thdi: cdm phan manh (DF), cdn bdan tin phdn manh ti€p
theo (More Fragments=1), hay bdn tin cusi (More Fragments=0).

Trong IPvé, ba trusng naly khéng ndim trong header chinh mé dusc chuyén vaio Extension Header,
chixudt hién khi phdn manh xay ra. Khac véi IPv4, thiét bi trung gian khdng phéin manh ma théng
bdo MTU vé nguén (Source). Ngudn tu diéu chinh, phan manh ban tin theo MTU va truyén lai.
Cdchnay gidm tdi cho router va t&i uu xuly.

Header Checksum

Trusng nay gitp kiém tra gai tin cé bi 16i trong qud trinh truyén dir liéu hay khéng. Tét cé cac
Router tham gia qud trinh truyén dir liéu déu kiém tra trusng ndy, néu phat hién 18i thi loai bd ban
tin. Mét s8 giao thuc & 18p 2 nhu Ethernet dé s&n cé trusng kiém tra todin ven dir liéu CRC (Cyclic
Redundancy Check) hodc giao thuc 16p 3 nhu TCP va UDP cling co trusng Checksum. Chinh vi
thé& giao thuic IPvé khéng gitrlai trusng ndly nhdim bé bét sy trung 18p qud trinh kiém tra 16i. Trusng
Checksum luén cé trong ban tin TCP cla IPv4 con trong UDP thi I tiy chon. Chuyén sang IPvé,
trusng Checksum clia UDP bt budc phai cé nh&dm hd trg cho tinh nding Checksum bi logi bd
trong ban tinIPvé.

Options va Padding

Day & hai trusng tly chon nén co thé céd hodic khéng xudt hién trong IPv4. Options cho phép thuc
hién mét s& chuc ndng nhu ghi lai thai gian géi tin di qua (TimeStamp), nhiing Router dé di qua
(Record Route), ... Muc Padding duing cung véi Options nhdim thém cdc ky tu 0 dé bao dém phéan
Headerludn &1bdi s clia 32 bit. Cac trusng nay cling duge dua vao phén Extension Header.
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Truong méi trong IPvé:

Flow label:

Trusng 20 bit nay dung dé xdc dinh nhimg ban tin nao thudc cing mét luéng dir liéu (Flow), qua
do giup cdac Router co cach xU ly chung cho cdc ban tin cung nhén Flow. Khi Router nhén mét
ban tin co nhadn sé thuc hién mét s tha tuc xu ly truse khi chuyén tiép bdn tin, nhing ban tin ti€p
sau néu co cling nhén sé duoc gidm bét cdc thi tuc va chuyén ti€p nhanh chéng hon.

IPv4 Header (20-60 byte) IPv6 Header (40 byte)

Type. i Total Length
Service

5 . Fragment
Identification m Offset

VErsionN Traffic Class Flow Label
4 bit 8 bit 20 bit
Payload Length Next Header | Hop Limit
16 bit 8 bit 8 bit

Source Address
128 bit

Source Address
Destination Address
Padding

Trusng dugc gil lai
Trudng bi xda khoi IPvé

Trusng duoc déi tén trong IPv6
Trudng méi thém vao IPvé

Destination Address
128 bit

Hinh 25. Chi tiét cdc truong clia IPv6

2.3 TIEU BE MO RONG (EXTENSION HEADER)

Giao thuc IPv4, véi cac trusng nhu Options, Padding va nhiing trusng lién quan dén phé&n manh gaéi tin, dén dén
kich thusc tiéu dé bién déng tir 20 dén 60 byte, gdy phuc tap trong thiét k&. IPvé khéc phuc han ché nay bang
cdch logi bd cdce trudng trén, c8 dinh kich thudc tiéu dé & muc 40 byte, nhu dd trinh bay. Cac chic ndng cta
nhimng trusng bilogi bd ducc tich hop vaio mét co ché mai trong IPvé, goi ldr tiéu dé mé rong (Extension Header).
Co ché& nay khéng chi duy tri cde chic ndng cli ma con bd sung nhiing tinh nang tién tién, t6i uu hdéa qud trinh
truyén tdi goitin IPvé.

Tiéu dé ma réng mang tinh tay chon, chi dusc st dung khi cén thiét, dam bao tinh linh hoat vér hiéu qua. IPvé hd
trg nhiéu loai tiéu dé mé rong, phdn 16n dugce xU ly bai node dich, trong khi chi mét s8 it dugc cac Router trén
dusng truyén xuly, t8i uu hoa hiéu sudt truyén téi.

A
Traffic Class Flow Label

Source Address (16 byte)

40 byte

Destination Address (16 byte)

Upper Protocol
Payload

Hinh 26. Y nghia ctia truong Next Header
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Trong trusng hop khdng strdung tiéu dé mé rong, trusng Next Header trong IPvé (tuong ung véi trusng Protocol
trong IPv4) xéc dinh giao thuc tang trén (Upper Protocol) dugc goi tin IPvé truyén tai, chdng han nhu TCP (gid tri
6), UDP (17), ICMPv6 (58), VRRPV3 (112), OSPFV3 (89), GRE (47)... Céc gid tri ndly dugc gil nguyén t IPv4, ddim bdo
tinh tuong thich.

Khi cén thuc hién cac chic néing bé sung, chdng han nhu phén manh goi tin, mot tiéu dé mé réng sé dusc chén
gilia tiéu dé chinh (Main Header) v phdn dir liéu (Payload). Luc nay, trusng Next Header trong tiéu dé chinh sé
chi dinh logi tiéu dé mé réng ducc st dung, cho phép hé théng xdc dinh va xUr ly chinh xdc cdc chidc ndng mé
réng theo yéu cau.

Traffic Class Flow Label 4

Source Address (16 byte) 40 byte

Destination Address (16 byte)

v
e Next Header Ext Header LEN A

Extension Header Data .
Extension

Extension Header Data v

Upper Protocol

Hinh 27. Vj tri cia Extension Header

Trong mét goi tin IPvé6, cé thé tén tai nhiéu tiéu dé maé réng ducc chén néi ti€p nhau (Chain) dé ddp ung cdc chuc
n&ng khdac nhau. Méi tiéu dé md réng chia mét trusng Next Header, cho phép xdc dinh loai tiéu dé mé réng tiép
theo hodc giao thuic ctia phan dir liéu (Payload) néu khéng con tiéu dé mé réng nao. Trusng Next Header trong
tiéu dé mé réng cudi cling ludn chi dinh giao thic ctia Payload, ché&ing han nhu TCP, UDP, ICMPv6, hodc cdc giao
thuckhdc, dam bdo tinh lién tuc va chinh xdc trong qud trinh xtrly goi tin.

C6 thé thdy tieu dé ma réng déng vai trd quan trong trong IPvé, khéng chi gitp ¢8 dinh kich thudce tiéu dé chinh &
muic 40 byte ma con t&ing cusng khd né&ng linh hoat bding cach bé sung cdc tinh n&ng méi cho viéce truyén téi va
xUly goitin. Thiét k& nary déim béio réing cdc tinh nding trong tuong lai cé thé dusc tich hop ma khéng lam thay ddi
cdu trdc cbt 16i ctia goi tin IPv6, duy tri tinh mé réng v bén vimg clia giao thuc.

Cé nhiéu logi tiéu dé mé rong dé phuc vu cdc chiic nding khac nhau. Do mét goi tin co thé chia nhiéu tiéu dé md
réng, viéc quy dinh thutu xtrly I cén thiét dé dam bdo hiéu qud vanhdt quan. Dudi day I nhing tiéu dé ma rong
phd bién nhdt va cac mé Next Header tuong Ung.

MA NEXT TEN HEADER/ ; .
THU TU MUC PICH
HEADER EXTENSION HEADER : ve
IPv6 Main Header 1 Tiéu dé chinh clia ban tin IPvé
0 Hop-by-Hop Options 2 Yéu céu cdc Router doc tuyén phdi xtr ly ban tin

K&t hop véi Routing Header, yéu cau cac node co trong

60 Destination Options 3 Routing Header phai xtrly ban tin
) Chi dinh nhimg node mang ma badn tin can phai di qua,
Routing Head : §
43 outing Header 4 khéng phu thudc vao Routing Table ctia céc Router
YA Fragment Header 5 Phuc vu ph&n manh cdc bdn tin
51 Authentication Header 6 Xdc thuc ban tin nhu IPSec
Encapsulation Security e L
50 7 Mé& hda ban tin nhu IPSec
Payload Header
0 Destination Options 8 Kbong If?t b?p Y0| .Routmg Header, chi yéu cdu node
dich phaixuly bantin
135 Mobility Header o Citjo Ehef n9de mqng khi chuyén sang mang khdc van
gitrkétndivsimang cl
B& qua khéng kiém tra cac théng tin sau phdn Header
59 No next header

c6 chiia mé& nay va truyén ban tin nguyén ven

Bdng 2. M6t s6 Extension Header phé bién
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Sau day & vai ddc diém dang chuy ctia mét s& tiéu dé maé réng:

Hop-by-Hop Options Header (Next Header: 0): DAy | tiéu dé ma rong duy nhdt yéu cdu téit cé router trén
dusng truyén phai xtr ly, hd tro céc tly chon ddic biét nhu kiém tra hodic t8i uu hda 16 trinh tai mdi hop. Diéu
nay dam bdo goi tin duoc xly linh hoat trong sudt hanh trinh truyén téi.

Destination Options Header (Next Header: 60): Tiéu dé ndly chiia cac tuy chon chi duoc xtr ly béi node dich
hodic cac node dugc chidinh trong 16 trinh. Diém ndi bat Ia nd cé thé xudit hién hai lan trong mét goi tin IPv6,
V&i cdic vi tri khdc nhau trong chudi tiéu dé, phuc vu céc muc dich xtrly riéng biét, chdng han nhu cung céip
théng tin b& sung cho node dich hodc node trung gian.

Routing Header (Next Header: 43): Cho phép node ngudn chi dinh danh séch céc node trung gian ma goi
tin phai di qua, bd qua cdc bang dinh tuyén théng thudng cla router. Tieu dé ndy thudng két hop véi
Destination Options Header dé xdc dinh chinh xdc cdc node trung gian, mang lai khé ndng kiém sodt 16
trinhnéng cao.

Fragment Header (Next Header: 44): Dong vai trd quan trong trong viéc gitrkich thudc tiéu dé chinh c8 dinh
& 40 byte, tiéu dé nday hd tro phan manh géi tin. Khac véi IPv4, noi router trung gian thuc hién phén manh,
IPv6 yéu c&u node ngudn dam nhiém toan béd qud trinh nay. Co ch& phan manh tuong tu IPv4 nhung ducc
t8i uu dé gidm tdi cho router trung gian, chi tiét s& duoc trinh bay sau.

Authentication Header (AH) (Next Header: 51) va Encapsulating Security Payload Header (ESP) (Next
Header: 50): Hai tiéu dé nay tich hop cdc tinh ndng bdo mat clia IPSec truc ti€p vao IPvé. AH dam bdo xdc
thuc va tinh toan ven dir liéu, trong khi ESP b8 sung mé& hoa dé bdo vé ndi dung Payload. Ca hai hé trg
Tunnel Mode (bdo vé todin bd goi tin) va Transport Mode (bdo vé Payload), mang lai su linh hoat v bdo mért
t8iuu.

Xur ly 16i tiéu dé mé rong: Khi mét Router nhéin dugc mot Extension Header 16i hodic khéng xdc dinh, gai tin
IPv6 sé& bi loai bd. Bong thai, mét ban tin ICMPVé véi Type=4, Code=1 (unrecognized Next Header type
encountered) s& dugc gui trd vé node ngudn, théng bdo vé véin dé gdp phai. Co ché nay dam bdo kha
n&ng phat hién va xurly 16i hiéu qud, duy tritinh 8n dinh clia qud trinh truyén tai.

Hop-by-Hop, L
Trt;lnsgort Destination, Routing, y A':{ De:tln;:tlon HTCS Data
ode Fragment eader eader eader
Tunnel Mode
o Hop-by-Hop, L
U ocstnation rouins, |G PO | oy | Dt
Fragment

Hinh 28. Vj tri AH va cdc Extension Header khdc & ché dé Transport va Tunnel

4 Encypted — >

< Authenticated >
Hop-by-Hop, N
Tr:ln:::rt Destination, Routing, De:tln:tlon HTC: Data TES:’ AEtShP
Fragment eader eader railer | Authen
Tunnel Mode
o Hop-by-Hop, —_—
O;Ilgln:I IP Destination, Routing, De:tm:tlon |'IT(Z‘:I: Data TES'|P AEshP
eader Fragment eader eader railer | Authen
< Authenticated >
< Encypted »

Hinh 29. Vj tri ESP va cdc Extension Header khdc & ché dg Transport va Tunnel

Nhimg dac diém nary khéng chi thé hién tinh linh hoat v& manh mé ctia kién truc tiéu dé mé réng trong IPvé ma

con dam bdao kha ndng mé rdng trong tuong lai. Thiét k& ndry cho phép tich hop cdc tinh ndng méi ma khéng lam

thay d&i cdu tric cbt 16 cla giao thuc, déng thsi cung cdip co ché x Iy 16i chdt ché dé duy tri hiéu sudit va dé tin
cdy cliamang.
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2.4 TONG KET CHUONG 2

Chuong 2 dé& cung cdp cdinhin toan dién vé giao thuc IPvé, lam ndi bat nhiing cdi ti€én vuct trdi so véi IPv4, tirviéc
gidi quyét vén dé can kiét dia chi dén viéc thiét k& mét kién truc hién dai, hiéu qud va bén viing. Nhiing ddc diém
k¥ thudrt uu viét cla IPvé, ddc biét la cdu tric ban tin, dé tao ddng luc manh mé cho cdc nha mang, t8 chuc va
doanh nghiép chuyén d&i sang giao thuc nay dé ddp Ung nhu cdu ngdly cang cao clia mang ludi toain céu.

IPvé6 khéng chila gidi phdp thay thé IPv4 ma con [& nén tang cho su phdat trién bén viing clia mang Internet. Dé
tim hiéu chi tiét hon vé dinh dang va hoat déng cuia giao thuc, ban doc co thé tham khdo tailiéu chudn qudc té
RFC 8200 - Internet Protocol, Version 6 (IPv6) Specification val RFC 2460, nci cung cdp théng tin chuyén séu vé
cdc ddc diémky thuat cua lPvé.

2.5 CAU HOI ON TAP CHUONG 2

Tai sao viéc chuyén déi tir IPv4 sang IPv6 vi véin dé can kiét dia chi IPv4 chila mét phan cua ly do?
Bia chi IPv4 co gisi han vé s luong, trong khi IPvé cung céip mét khéng gian dia chi gén nhu vé han, gidi quyét triét
dé van dé can kiét. Tuy nhién, ly do chinh dé& chuyén déi la kién truc duoc cdi ti€én v cac tinh ndng b8 sung cua IPvé,
gilip n&ng cao hiéu sudt, bdo mat vakhd ndng maé réng clia mang.

IPv6 khéc biét nhu thé ndo so véi IPv4 trong cdiu tric tiéu dé ban tin (Header)?

Tiéu dé IPv6 co kich thuée c8 dinh 1 40 byte, don gidn hon va co it trusng hon so véi tiéu dé IPv4 (20-60 byte). Mot s6
trusng cua IPv4 duoc gilr lai (Version, Source/Destination Address), mét s& ducc déi tén (Type of Service thanh
Traffic Class, Total Length thanh Payload Length, Time-to-live thanh Hop Limit, Protocol thanh Next Header), mét s
bilogibd (IHL, Identification, Flags, Fragment Offset, Header Checksum, Option, Padding)va mét trusng msi dugc
thém vao (Flow Label). Béc biét, IPvé gidi thieu Tieu dé mé réng (Extension Header) dé cung cdip thém tinh nding mét
cachlinhhoat.

Vai tro cua truong "Next Header" trong tiéu dé IPvé la gi?

Trusng "Next Header" trong tiéu dé chinh ctia IPvé cé vai trd tuong tu nhu trusng "Protocol” trong IPv4, xéc dinh giao
thuc I6p trén (vi du: TCP, UDP) ndim trong phdn df liéu (Payload). Ngodi ra, néu co Tiéu dé md rédng dudc chén vaio
gilia tiéu dé chinh va Payload, trusng "Next Header" sé& chi dinh logi Tiéu dé ma rong tiép theo. Trong cac Tiéu dé méd
réng dugc xEp chéng, trusng "Next Header" trong méi tiéu dé sé trd dén tiéu dé mé rong ké tiép ho&ic dén Payload.

Tiéu dé mé rong (Extension Header) trong IPvé la gi vé chiung mang lai lgi ich gi?

Tiéu dé mé réong I mot phdn tly chon trong ban tin IPvé, dusc chén sau tiéu dé chinh var truéc phan dirliéu. Chung
cho phép thém cdc chiic nding bé sung vaio giao thuc IPvé ma khéng lam thay déi céiu tric tiéu dé co ban. Cac chic
n&ng ndy bao gém x{ ly tly chon (Hop-by-Hop Options, Destination Options), dinh tuy&n ddc biét (Routing
Header), phadn manh (Fragment Header), bdo mat (Authentication Header, Encapsulation Security Payload
Header), hd tro di déng (Mobility Header)... Viéc strdung Tiéu dé md réng gidp tiéu dé chinh clia IPvé cé kich thusc cé
dinh va cho phép ma réng tinh nding clia giao thuc trong tuong lai ma khéng cén thay déi cdu truc co ban.

Nhiing giao thuc néo hé tro IPvé véa cé su khéc biét néo so véi cac giao thuc hé trg IPv4?

IPv6 dugc thiét k& dé hoat déng song song vai IPv4 trong bd giao thic TCP/IP ma khong lam anh hudng dén cac
gico thuc & cdc tdng khdc nhu TCP vél UDP. Tuy nhién, mét sé giao thic hd tro IPv4 d& dugc thay thé hodc cép nhat
dé phu hop véi IPvé. Vi du, ARP dugc thay thé béng NDP (Neighbor Discovery Protocol), IGMP dugc thay thé béing
MLD (Multicast Listener Discovery), trong khi ICMP dugc cép nhat thanh ICMPvé, OSPF dugc céip nhét thanh OSPFv3
(RIPng, BGP4 cling dugc cap nhat). Cac giao thuic ndy dugc cdi tién dua trén kinh nghiém tiIPv4 dé hoat déng hiéu
qud honvéiIPvé.

Viéc phan manh géi tin dugc xu ly nhu thé nao trong IPvé so véi IPv4?

Trong IPv4, cac Router trung gian co thé thuc hién phén manh goi tin néu kich thuéc géi tin vugt qua MTU (Maximum
Transmission Unit) ctia dusng truyén. Nguoc lai, IPv6 logi bd khé nding ndly & cée Router trung gian. Thay vaio dé, IPvé
yéu cau thiét bi nguén tu déng phdat hién MTU clia dudng truyén (Path MTU Discovery) vér tu phén manh gaéi tin trusc
khi gti di néu cdn thiét. Théng tin vé phdn manh dugoc chua trong Tiéu dé mé réng Fragment.

Tai sao trusng "Header Checksum" bj loai bo khoi tiéu dé IPvé?

Trusng "Header Checksum'" trong IPv4 dugc st dung dé kiém tra 16i trong qud trinh truyén dirliéu cla tiéu dé IP. Tuy
nhién, cac giao thuc & tang lién két dir liéu (vi du: Ethernet véi CRC) var tang giao vén (TCP, UDP véi Checksum) dé&
cung cdp co ché kiém tra I6i. D& tranh su trung 1&p va tang hiéu sudt, trusng "Header Checksum" dé bi logi bd khoi
tiéu dé IPvé. Dang chay, trusng Checksum tré thanh bdt budc trong UDP khi sirdung IPvé.

Trusng "Flow Label" trong tiéu dé IPvé cé chuc ndng gi?

Trusng "Flow Label” I mot trusng 20 bit trong tiéu dé IPvé, dugc st dung dé xdc dinh cac gaéi tin thude cuing mot
"lubng" diliéu (Flow). Biéu ndly cho phép cdc router cé thé nhan dién var ap dung cling mét chinh sach xUr 1y (vi du:
chdt lugng dich vu - QoS) cho tét cd cdc gai tin thudc cung mét ludng, gilp tang t8c dé chuyén ti€p va cdi thién
hiéu sudit mang cho cdic ing dung yéu cdu bang théng hodic dé tré thép.
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CHUONG 3

CHI TIET CAC LOAI PIA CHi IPvé

Trong mé hinh TCP/IP, dia chi IP déng vai trd rét quan trong, anh hudng truc tiép dén cdc hoat ddéng
nhu quy hoach dia chi, cdu hinh thiét bi, cung céip dich vu, gidm sat va xirly su cé. Do dé, viéc nédm viing
cdu truc, ddc tinh val co ché hoat ddng cutia dia chi IPv6 la yéu cau khdng thé thi€u dé van hanh hiéu
qud hé thdng mang thé& hé mai ndly. Phén tiép theo, chuong 3, sé tép trung phan tich chi tiét cac ddc
diém k¥ thuat clia dia chi IPvé, bao gém cdach biéu dién, phan logi v céc quy téc lién quan, nhdm
cung cdp nén tang viing chdc cho ngudi doc.

Chuong 3mé& ddu bdng viéc nhdn manh tém quan trong ctia dia chi P trong mé hinh TCP/IP v sy cén
thiét phai ndm vimg kién thuc vé dia chi IPvé. Tiép do, di séiu véio cdch biéu dién dia chilPvé, so sanh véi
IPv4 va gidi thiéu cac logi dia chi IPvé khac nhau, bao gém Unicast (véi cac loai dia chi GUA, ULA, LLA),
Multicast vé& Anycast, déng thai lam ré cac nguyén téc lua chon dia chi ngudn khi cé nhiéu dia chikha
dung. Muc tiéu chinh clia chuong la cung cép nén tang viing chéc vé cac khdi niém dia chi IPvé dé
ngusi doc cé thé hiéu var van hanh hiéu qud hé théng mang thé hé méi.

NHUNG NOI DUNG CUA CHUONG 3 GOM:

Théng tin chi tiét vé cdc loai dia chilPvé, bao gém cdu truc, ddc tinh va co
chéhoatddéng clia chung.

Cach biéu dién dia chi IPvé var cac cdi tién giup thudn tién cho viéc doc va
Viét so véi IPv4. Ban sé hiéu tai sao hé Hexa dugc lua chon va cdch cac dia
chi128 bit dugc chia thanh 8 phén (Hextet).

Cdc quy téc viét rat gon dia chi IPvé theo RFC 5952, bao gém viéc rdt gon
$6 0 8 bén trdi, cum bén s& 0 véinhiéu cum bén sé 0 lién tiép bang d&u ",

Phan loai dia chi IPvé theo cdch thuc hoat déng (Type) va pham vi hoat
doéng (Scope).

Chi tiét vé tung logi dia chi Unicast: Dia chi Global Unicast (GUA), Unique
Local (ULA), Link Local (LLA), Unspecified (::/128), Loopback (::1/128) val IPv4
Embedded.

Chi tiét vé dia chi Multicast, bao gém dia chi Well-known Multicast var dia
chiSolicited-Node Multicast.

Hiéu cdc quy téc lua chon dia chi IPvé (ca ngudn va dich) khi mét Interface
cé nhiéu dia chi

Bdang Policy Table theo RFC 6724 va vai tro cla Precedence va Label trong
viéc uu tiénlua chondiachi.
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3.1. CACH BIEU DIEN DIA CHi IPvé

Antuong déu tién di vai dia chi IPvé 1a céch bidu dién hodn toan khdac biét so vai IPv4. Vi d6 dai 128 bit, viec st
dung hé thép phan dé biéu dién sé& tao ra chudi s6 qud ddi va phuc tap. Do do, hé thap luc phan (Hexadecimal)
duoc chon lam chuén cho IPvé, k&t hop véi céce cdi tién nhd&m don gidn hoa viéc doc var ghi dia chi. Néi dung dudi
day sé trinh bay cdu truc, cach biéu dién va déc diém cla dia chi IPvé, so sanh véi IPv4 dé lam rd nhimg diém
khdc biét.

Bia chi IPvé ducc chia thanh 8 phéan, méi phén dai 16 bit, ducc goi la Hextet. Cac Hextet ducc phdén tach bang
déiu haichdm ", thay vi ddu chdim “.” nhu trong IPv4. M&i Hextet dudc viét dang ky tuhé Hexadecimal, bao gém
cdc s6 0 dén 9 va chircdi tir A dénF, tao nén mét dinh dang gon gaing vé dé nhan dién hon.

PIA CHi IPv4 PIA CHi IPvé

L& dia chi cé do dai 32 bit L& dia chico do dai 128 bit

Puoc chia lam & phan 8 bit (Octet) Dia chi chia lam 8 phéan 16 bit (hextet)
Viét dusi dang thap phén (chi co s8) Viét dusi dang Hexa (gém s& var chi)
Cdch nhau béi ddu chdm () Cach nhau béi ddu hai chém

Viét day du Cdch vigt c6 thé rat gon

Bdng 3. Bdc diém cua dja chi IPv6

Sau day xét mét dia chi IPvé ducc biéu dién & cac dang khdc nhau dé théy tai sao hé Hexa dusc lua chon:
128 bit dang nhi phan (Binary)

0010000000000001000011011011100010101100000100000000000000000000100010100010
1110000000000000000000000000000000000001101001010010

128 bit dang thap phan (Decimal)
42540766464533357369246066665274219090 (38 chir s6)

Dang thap phan theo nhém 8 bit nhu IPv4
32:1:13:184:172:16:0:0:138:46:0:0:0:0:26:82
Dang thap phéan theo nhém 16 bit nhu IPv4
8193:3512:44048:0:35374:0:0:6738

Dang thap luc phan (Hexa) theo nhém 16 bit
2001:0db8:ac10:0000:8a2e:0000:0000:1a52

Co thé thdly rdng cach biéu dién theo hé Hexa I& céch viét t8i uu nhéit so véi cdc dang khac, méi phdn téi da chi
co 4 ky tuva khéng qud dai. Mat khée ching ta cling dé ting quen véi céch bidu dién dang Hexa ndly qua dia chi
MAC clia cac c8ng mang nén dé dang lam quen véi cach biéu dién theo hé Hexa cla IPvé.

Khéng chi ding lai & hé Hexa, IPv6 cé diém rdt ddc biét I cho phép viét rut gon nén trong thuc t& dia chi IPvé sé
biéu dién dai ngén khac nhau, khéng e dinh bdn phdn nhu IPv4. Hay xét minh hoa mét dia chi IPvé ddy dd theo
hé Hexa.

:0db8:ac10:0000:8a2e: : :1a52

Dé viét rit gon thi RFC 5952 dé& quy dinh mot s6 nguyén téc sau:

. S60béntrai: Buoscrutgon
Cumbén sé 0: Viét thanh mot s6 0

. Nhiéu “cum bén s6 0" lién tiép: Thay bdng déu ":"
Déu :: chidugc viét 01lan
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:0db8\:ac10:0000\:802e: : :1a52
B LR &
:db8:ac10:0:8a2e::1a52

Hinh 30. Minh hoa cdch viét rit gon dja chi IPv6

Né&u "cum bén s& 0" xudt hién nhiéu I&n thi tuan theo nguyén tc:
Cumndo nhiéu s 0 hon: s& ducc thay thé béng ::
N&u bdng nhau: thi cum bén trdi dusc thay béng ::

Nhimng nguyén téc rit gon nay gitp dia chi IPvé dugc biéu dién réit gon gaing vé d& nhé trong nhiéu trusng hop.
Day la diém rdt t&i uu clia dia chi IPvé.

3.2. PHAN LOAI PIA CHi IPvé

CUng nhu IPv4, dia chi IPvé khong chi co mét loagi duy nhét ma dugc phdan logi thanh cac nhém. Cach phén logi
IPvé phén 16n k& thira tir IPv4 chi cd mét vai diém khdc nhau nh&m t6i uu hon. Hai cach phan loai chinh clia IPv4
va IPv6 & cdeh thie (Type) va pham vi(Scope) hoat dong.

Phan logi theo kiéu truyén du liéu (Type):
Theo cdch nay thi dia chi IPv4 var IPvé cé bén kiéu truyén chinh la Unicast, Multicast, Broadcast val Anycast, ddc
diém ctia mdiloginhusau:

Unicast:

Khi mét goi tin cé dia chi dich I& Unicast thi géi tin dé chi dugc gui dén c8ng mang co dia chi
tuong uUng. Cdch truyén di liéu dung dia chi Unicast dugc goi la kiéu truyén "mét-dén-moét”
(One-to-One) day la cach truyén phé bién nhét trong thuc té.

Unicast

e ~
Multicast Anycast

Hinh 31. Cdch thuc hoat dong cta cdc logi dia chi
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Multicast

Khimét bén tin cé dich l& dia chi Multicast thi cé nhiéu thiét bi cing nhén ban tin ndly. Cach truyén
dirliéu nay goila “mét-dén-nhiéu” (1- to - multiple) va thusng ducc dp dung cho dich vu truyén
hinh qua mang (IPTV hodc Broadcast TV) va trong mét s& giao thuc dinh tuy&n nhu OSPF, RIP.

Broadcast

Ki€u truyén ndary tuong ung véi mé hinh “mét-dén-tét ca” (1-to-all). Cac thiét bi néu nhén dugc
ban tin Broadcast déu phai kiém tra xem ban tin co lién quan d&én minh hay khéng, néu co thixdly
cdic budc tiép theo con khéng thilogi bod ban tin. Vi thé cdc ban tin Broadcast thudng gdy dnh
hudng rdt nhiéu dén hogat déng clia mang va cdc thiét bi.

Anycast

L& dai dién cho mét nhdom cdc mdy tinh nhung chi cd mét mady tinh nhén dugc ban tin gui dén
thay vi cd nhém nhu Multicast. Céch thic hoat déng ctia Unicast I nhiéu mdy tinh & cdc vi tri
mang khdc clung dung chung mét dia chi vé mdy tinh ndio gén dia chi ngudn nhéit sé& dusc chon
I& dich. Cdch truyén ndly goi I "mét dén mét trong nhiing” (1 to 1 of). Trong thuc t& dia chi cdc
DNS Servernhu8.8.8.8,1.1.1.1... déu la dia chi Anycast vi cac dia chi ndty ducc gén cho nhiéu Server
n&m r&i rac & khdp noi trén todin thé gisi.

Trong bdn logi dia chi trén, Anycast thuc su la dia chi Unicast ducc dung cho nhiéu c8ng mang chirkhéng cé quy
dinh cdach biéu dién hay dusc quy hoach riéng. Cdc dia chi con lai diéu cé quy dinh riéng cho méi loai. IPv4 cé
quy dinh riéng cho Broadcast nhung IPvé thi knéng ma thay vao do st dung mét dia chi IPvé Multicast ddic biét
dé dai dién dia chi Broadcast. Bay I& diéu hay nhém lén vé dia chi Broadcast IPvé. Co nghia I&r kiéu truyén theo
cdach Broadcast khdng méit di trong IPvé ma chi cé cach biéu dién dainh riéng cho dia chi Broadcast khéng con
vérthay b&ng mét dia chi Multicast déic biét. Dudi déy I& minh hoa cho cdéic loai dia chi phéin theo céch thic hoat
dongcualPvé.

Pia chi IPvé

Unicast Multicast

v

Broadcast

Hinh 32. Phdn logi dia chi IPv6 theo cdch thirc hoat dong

Phan loai theo pham vi hoat déng (Scope):

Pham vi hoat déng cé nghia I khéng gian ma dia chi cd y nghia hay truy cép dugc. IPv4 gém hai logi la dia chi
cdng cdng Public va dia chindibd Private nhung IPvé6 cd dén baloai:

Pia chi Global Unicast (GUA):

Bia chi nay c6 pham vi todin céu giéng nhu Public clia IPv4, & dia chi thusng dung nhét trong
thuc té.
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Pia chi Unique Local (ULA)

Bia chi tuong tuosng Ung véi IPv4 Private, chi cd pham vindi bd nén biloqgi bd trén mang Internet.
Do IPvé co khdng gian dia chi lén nén dia chi GUA thusng dugce dung thay cho ULA. M&t phan
nlta do viéc chuyén déi dia chi NAT (Network Address Translation) gay vén dé dai vai mot sé ung
dung nén da bilogibd trong IPvé, vithé dia chi ULA it dugc dung.

Internet

Hinh 33. Phdn logi dia chi IPv6 theo pham vi hogt déng

Pia chi Link Local (LLA):

DBay la dia chi m&i khéng co dia chi tusng ducng trong IPv4. Pham vi ctia dia chindy & chi trong
cung mét phén doan mang (Segment) nhu cuing VLAN. Bia chi nay khéng dugc dinh tuyé&n nén
Router s& khdng chuyén tiép nhimng ban tin cé dich la dia chindy sang cdc c8ng giao diénkhac.

Chuay: . IPv4 chi cé khdi niém Scope cho dia chi Unicast con IPvé thi cho ca Multicast nhung
Scope dugc dung phd bién I Link Local Multicast, s& dusc trinh bay sau.

Ngodi cdc cach phan logi nhu trén thi cé mét sé loai ddic biét khdc nhu Unicast co dia
chi Loopback, Unspecified hodc Embedded dung cho cac muc dich cu thé. Bia chi
Multicast cling dugc chia ldm hailogi chinh I Well-known va Solicited-Node.

Méiloai dia chi dusc phén logi sé cé d&ic diém vér quy dinh riéng.

3.3. VI TRi PHAN VUNG CAC LOAI PIA CHi IPv6

K&t hop hai cach phan logi & trén ching ta co so dé t8ng quan mé t& cdac loai dia chi IPvé nhu sau. Chi tiét ting
loqi dia chisé trinh bay & phén sau.

Pia chi IPvé

Unicast

N ... I . B o
Ea - B3
& B3
BES 5

Hinh 34. Chi tiét phan logi IPv6 theo cdch thirc va pham vi hoat dong

Multicast
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Trong so dé ndy méi loai dia chi déu cé cach biéu dién riéng, diéu nay do t8 chic IANA (Assigned Numbers
Authority) quy dinh.

Nhéc lai: - Pia chi Anycast I& mét logi dia chi Unicast duoc khai bdo chung cho nhiéu c8ng mang

nénkhéng céd cach phdnlogiriéng.

o Bia chi Broadcast cling tuong tu, khdng cé dinh dang riéng ma Ia mét dia chi danh
riéng thuéc Multicast.

Nhu dé trinh bay trong chuong 1, todin bé khéng gian dia chi IPvé dugc chia thainh tam phan ving bdng nhau
théng qua sirdung ba bit dau tién. Phan viing cé ba bit déu tién 001 ducc dung dé phéan ba thuc t& dusc goila
Global Unicast Address.

Well-known ff00::/12
Solicited-Node £f02:0:0:0:0:1:ff00:: /104

Unspecified ::/128
Loopback:1/128

-4 I Embedded IPvé:/80
A 4 ~
Unique Local A\l 000
fe00:/7 SN Global unicast
00 2000::/3
Link-Local
fe80::/10 |
101 o0 /
/
100 on

Hinh 35. Chi tiét cdc logi dja chi IPv6 theo cdc phdn ving
Cdc dia chi Unique Local Address (ULA), Link Local Unicast (LLU) thuéc phéan ving 111. Bia chi Multicast cling
thudc phén vang 111, trong khi do chicé céc dia chiUnicast ddc biét Ia thudc phén viung 000.

Nhu vay phéan vung 001 la dudc danh riéng cho GUA, cac phan vung 000 va 111 dugc st dung mét khéng gian
rdt it, con lai n&m vung con tréng dé dainh cho viéc phat trién trong tuong lai.

Nhéc lai: - Vung dia chi GUA 001 (/3) duoc chia thanh 512 day dia chi /12. T ndm 2006 dén nay

ma&i duoc phan bd 8 déy /12, chua dén 2% ving 001 dusc phén bé.

No&i dung tiép theo s& phan tich ddc diém chitiét cla ting loai dia chi.
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3.4. DIA CHi GLOBAL UNICAST ADDRESS (GUA)

Dia chi GUA dugc dung phé bién hon so véi dia chi Unique Local Address (ULA) bai vi ki thudit NAT khéng ducc
khuyé&n cdio d6ivéiIPvé. Bia chi GUA hién dang ducc phan bé thude phan ving cé ba bit bat déula 001. Véi cach
Vi€t Hexa, dia chi GUA cé dang 1 2000::/3 (viét tiép 125 s8 O ti€p theo ba bit d&u, gom 4 bit dGu thanh mot s&
Hexa l&1 2). Théng thusng kién truc chung clia cdc dia chi Unicast gém hai phén déu bding 64 bit I&: Network
Prefix va Interface ID, riéng véi GUA phdn Network Prefix dugc chia thanh hai phan con Ia: Global Routing Prefix
va Subnet.

Network Prefix Interface ID:
< 64 bits » < 64 bits >
Global Routing Prefix m Interface ID
/ v v v
Quang bé Phén chia Dia chi
toan cau mang con céng mang

Hinh 36. Cdu tric cda dia chi GUA dugc phan bé thurc té

Global Routing Prefix:

DPay & phén dia chi dai dién cho mét don vi té chiic ducc quéng bd trén mang todan céu Internet. Theo RFC 3177
s6 bit t8i thiéu cho phan ndy 1& 48 bit hay con goila /48. Nhu vy trén mang Internet sé& khong tén tai nhiing IPvé
Route tur /49 tr& di, diéu ndy giéng nhu quy dinh /24 t8i thidu ddi véi IPv4. Tuy theo quy mé clia don vi, dé dai cla
phén Global Prefix s& khac nhau. Vi du nhu tai Viét Nam, cac co quan, t8 chuc khi dang ky dia chi IPvé véi Trung
tédm Internet Viét Nam (VNNIC) thusng ducc phan bé /48, riéng ddi véi cac nha mang thi ducc cép déy /32.

Subnet:

Do phan Interface-ID duoc quy dinh co dé dai ¢ dinh 64 bit nén khodng bit gilra Global Routing Prefix va
Interface ID dugc dung dé cdc co quan, t6 chiic déing ky IPvé phan chia mang con cho don vi clia minh. M&i don
viluén cé nhiéu hon mét dé@y mang, vi du nhu cé nhiéu phan hé, nhiéu VLAN, nhiéu vi tri két n&i... nén can phén bé
nhiéu déy /64 cho cac don vi dé. Chinh vithé sé bit phén Subnet gilip cac don vi thudn tién phan chia mang con
thay vi phdi muon sé bit & phan Interface-1D nhu d&i véi IPV4.

Néu Global Routing Prefix I& 48 bit thi d6 ddi clia Subnet sé& & 16 bit. Trusng hop cdc don vila khdch hang cla
nha mang thi day dia chi dugc nha mang cdip co thé la /60, /56... nén s& bit danh cho phan chia mang con sé
ngdnlai.

Interface ID:

Nhimg bit ndly dai dién cho mét c8ng thiét bi mang hay mdy tinh hién dién trén mdt phan doan mang, giéng nhu
s8& nha trén mot con dudng tao nén dia chi nha. Theo quy dinh clia RFC 2373, nhiing noi ndio co su hién dién cla
may tinh, vi du nhu mét VLAN thi sé duoc phén mét déy mang (Network Prefix) /64 (gém Global Routing Prefix va
Subnet), Interface ID clia cdc mady tinh trén méi phén doan mang ndy 1& duy nhéit. Véi k§ thudt SLAAC (Stateless
Address Auto-Configuration), cdc thiét bi mang co thé tu gan dia chi IPvé cho chinh minh thay vi str dung may
cht DHCP Server, phén dia chi Interface ID dugc tao ra tu ddéng tu dia chi MAC (k§ thuat EUI-64) hodc ngéu
nhién.
Chay: - Phan Network Prefix theo quy dinh I& /64 nhung trong thuc t& ngudi qudn tri co thé khai

bdo gid tri khdc nhu /65 cho dén /127. V&i cach khai ndly cdic thiét bi vain cé thé lam viéc

binh thusng nhung mét sé dich vu nhu SLAAC, NDP... khéng thé hoat déng, vi thé phai

can tuéntheo quy dinh ndy.

M6t s& trusng hop ddc biét co thé sir dung Network Prefix khac véi /64 nhu dia chi

Loopback, k&t n&i Poin-to-Point ... Nhiing véin dé nay s& dugc trinh bay sau.
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3.5. DIA CHi UNIQUE LOCAL ADDRESS (ULA)

Bia chi ULA tuosng ung véi dia chi IPv4 Private, pham vi hoat dong chi trong cdc mang ndibd va khdng cé y nghia
trén mang Internet. Diéu khdc biét quan trong nhdét gitia ULA va IPv4 Private la du la dia chindi bd nhung & duy
nhdéit dsi vsi mbi hé thdng mang. Viéc ndy sé gilip cdc cong ty dung dia chi ULA néu két néi véi nhau (vi du nhu
qua VPN hodc sdp nhép cdng ty) thi dia chi ULA clia cdc cong ty khdng trung nhau nén khéng gdy xung dét khi
k&t ndi.

Chuy: o DPé bao dam dia chi ULA I& duy nhét cho méi hé théng mang thi khéng nén quy hoach
dia chi ULA thticdng ma nén dung cdc céng cu tao dia chitu déng. Cé rét nhiéu cdng cu
truc tuyén mién phi trén Internet dé tao dia chi ULA tu déng, ti khéa dé tim kiém céc
cdng cu nay la: “Unique Local IPvé Generator”

Bia chi ULA dugc mé td trong RFC 4193 trong dé quy dinh 7 bit dau tién 1 “1171110" nén dia chi dai dién cta ULA 1&
FCO0O::/7. V&i quy dinh ndly, khdng gian dia chi ctia ULA rdit 16n, trong thuc t& bit s6 8, co tén goila L (Local), dugc
dung dé phan chia dia chi ULA thanh hai phén, cu thé nhu sau:

< 64 bits > < 64 bits >
Global ID Subnet Interface ID
40 bits 16 bits .
! v v
1111 110L Duy nhdat Phan chia Pia chi
toan cau mang con céng mang

Hinh 37. Cdu truc ctia dia chi ULA
V6&iL=0 dia chi ULA co dang la FCOO0::/8, day la day dia chidugc danhriéng, du phong cho tuong lai.

Vé&iL=1dia chi ULA cé dang la FDOO::/8, déy dia chindly dugc phép strdung trong thuc té.

Nhu vay véi phén dia chi dai dién I& FD0O::/8 cac céng cu tao dia chi ULA tu déng sé tao ngdu nhién 48 bit niia
dé cho ra déy dia chi la /48, tuong ung véi phén Subnet I 16 bit dung dé phan chia con cho hé thdng mang
n6i bo.

Chay: - Truse ddy cling cé mét dia chi tuong tu, chi cd y nghia cho mang néi bo, cé tén la Site
Local Address véi dia chi dai dién I FECO::/10 nhung cé nhiéu va&in dé phat sinh nén ducc
thay thé baing dia chi ULA.

Dia chi ULA chi cé nghia & pham vi ndi bd nén nhing hé théng st dung dia chi ndy khéng thé truy cép ducc
Internet vi th& can khai dia chi GUA ndly song song vai dia chi ndly hodic st dung thém co ché chuyén déi dia chi
IPvé6. Hién nay t6 chuc IETF khéng khuyén cdo st dung co ché chuyén ddi dia chi NAT (Network Address
Translation) nhu d&i véi IPv4 nhung truéc nhu cdu st dung nhu trusng hop dung dia chi ULA thi IETF dé dua ra RFC
6296 (6/201) gisi thiéu ky thudit NPTVé (IPvé-to-IPv6 Network Prefix Translation). Khdc vai NAT cho phép chuyén
d&i mét dia chi IPv4 sang mét dia chi IPv4 khac var luu théng tin (vaio NAT Table) thi NPTvé chi cho phép chuyén
déilPvé Prefix naty sang IPvé Prefix khdc va khéng cén luu théng tin.

Chay: - NAT ducc goi la co ché Stateful vi phai luu théng tin chuyén déi cho ting dia chi con

NPTvé la co ché Stateless vi chi chuyén ddi phan Prefix, gilt nguyén phdn con lai nén
khéng can luu théng tin.
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60

RFC 7296 naly khéng dugc phé duyét chinh thiic ma vain dugc x&p vao loai thir nghiém (Experimental). DU vay
nhiéu hdng da& cung cdp tinh ndng ndy trén thiét bi cta minh. NPTv6 I& mét k§ thudt mang lai rdt nhiéu Igi ich
trong thuc t&, vith& cain xem xét lua chon tinh n&ng naly khi mua sdm cdc thiét bi dinh tuyén hay tusng IUa.

Nguyén ly hoat déng ctia NPTvé la khi mét ban tin IPvé di qua thiét bi hd trg NPTvé thi phén Prefix cla dia chi
ngudn (Source IPv6) s& duoc thay thé bdi mét Prefix khdc. Phan Prefix nay dugc ngudi qudn tri quy hoach va khai
bdo. Chi cé Prefix thay d8i va phdn con lai clia dia chi IPvé ducc gitt nguy@n nén thiét bi hd tro NPTvé khéng cdn
phai luu théng tin chuy&n d&i cho méi phién k&t néi.

ISP 1
2001:1a:2::/48

Inside
2a01::22:4::/48

ISP 2
240a0:2:5::/48

Hinh 38. M6 hinh hoat ddng vd&i NPTv6

Vé&inguyén téc hoat déng nay, ki thuét NPTvé mang lai réit nhiéu Isi ich khi dusc dp dung thuc t&:

Du phéng két néi (Failover): Trong trusng hop hé théng cé két néi da huéng, viéc dp dung NPTvé
nhiéu huéng giup khi mot k&t néi bi su b thi hé thdng véin cé thé truy cap qua k&t néi con lai, béo
dam du phong két néicho hé théng.

Phan chia tai (Load-sharing): K&t n&i tr bén trong ra bén ngodi cé thé dugc phan tan qua cédch
husng két néi khaic nhau, méihusng ducc chuyén déi sang Prefix clia mdinhéimang.

Pinh tuyén déi xing (Symmetric Routing): Kni mét k&t ndi ra ngodi di qua mét nhd mang thi két qud
tré vé sé di qua lai dung hudng ci, cd nghia huéng di va vé clia mét két ndi la nhu nhau, khéng thay
déi. Viec ndy giup dé kiém sodt husng di vé clia cac ban tin, dé tré husng di var vé gén nhu nhau var
tranh bi sy cd khi qua mot sé tusng Ita ki€ém sodt chat (Stateful Firewalll).

Khéng phu thuéc nha mang: Khi thay ddi sang nha mang khdc thi dia chi bén trong khéng cén phai
thay déitheo ma chican khaibdo Iai Prefix cho NPTvé. Bdc biét, tinh ndng ndry réit phu hop véi cdc hé
thé&ng strdung dia chi ULA. Cdc dia chi ULA néi b sé duoc chuyén déi Prefix sang Prefix GUA do nha
mang cung cdp.

Du mang lai nhiéu Igi ich thuc t& nhung NPTvé van &p lai nhimg han ché clia NAT nhu khéng thé cung cdp két néi
End-to-End, m& héa IPSec véin khéng thé ducc, mét sé dich vu khdéng thé hoat déng ...

Véi kiu chuyén déi tu dia chi IPvé nay sang dia chi IPvé khdac, hay con goi I NAT66 thi IETF hodin todn khéng
khuyé&n cdio vi k§ thuat NAT trude déy dugc sinh ra nhém gitp Idm chéam su can kiét dia chi IPv4 trong khi IPvé ra
dsi dé gidi quyét su can kiét ctia IPv4 nén NAT bi loai bd ddi véi IPvé. Trong thuc t&, nhiéu ngusi dung va&n mong
mudn strdung NAT66 dé che déiu dia chi thuc su & bén trong, hy vong giup tang bdo méat hodc thuén tién trong
viéc phan tdn ta&i trong trusng hop k&t néi du phong véi nhiéu nha mang hodic khéng can phai thay déi dia chi
mang bén trong khi thay d8i nha mang. Vi th&, du IETF khéng khuyé&n cdo nhung nhiéu nhd mang clng dé tich
hop tinh n&ing NAT66 vaio trong thiét bi ctia minh.
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Chay: Danhsach thiét bihé trg tinh nédng NAT66:
. Fortinet FortiGate firewall hé trg NAT66, NAT64 var NATLG.
+  CiscoASA firewallhé tro NATé6
o Juniper Junos router hé tro NAT66.
. Juniper SRX firewall hd trg source NATé6.
. F5BIG-IP h& tro NATé6.
. Check Point firewalls ti phién ban R76 hd tro NAT66.
o Hé diéu hanh nhung OpenWrt hé tro NAT66.
+ H3C SecPath Firewall hd tro NAT66.
« SonicWallhé trg NAT6.
Khi céin trang thiét bi mang maéi, cén can nhdic nhu céu st dung tinh nding NAT66 dé Iua chon
cho phuhop.

3.6. PIA CHi LINK LOCAL ADDRESS (LLA)

DBay la logi dia chi méi, khéng co dia chi IPv4 tuong duong. Biém khdc biét cla LLA so véi cdc dia chi khdc 1ar
pham vi hoat déng clia nd chi trong mét phan doan mang (nhu mét VLAN) hay trén mét céng giao dién cla
Router. Cac ban tin cé dia chi dich & LLA chi hoat déng trén mét phan doan mang, khéng ducc Router chuyén
tiép sang cdac c8ng giao dién khac nhu déi véi dia chi GUA hay ULA. Nhiing d&c diém dang chd y cia LLA nhu
sau:

. Téit ca cdc cdng giao dién chay IPvé déu phdi cé dia chindy.

. LLA thudng ducc tao tu déng va cling co thé khaibdo thi céng.

. Khdac véi GUA v ULA, mbi cdng giao dién cla Router chicéd mét dia chi LLA duy nhéit.

. LLA I& duy nhéit trén mbi phan doan mang nhung cé thé trung nhau & phén doan mang khdc.

Chay: - Muc dich clia dia chi LLA I& gilp téit cd cdc c8ng giao dién IPvé déu co mét dia chimang
dé trao déi thoéng tin cho nhau thay vi st dung dia chi MAC nhu déi véi IPv4. LLA duoc
dung dé xac dinh cdc Neighbor trén cung mét phén doan mang va dé trao déivéi DHCP
Server dé nhén dia chi GUA hodc ULA.

. C6 mbt day dia chi cd chiic nang khd gidng & IPv4 & dia chi APIPA (Automatic Private IP
Addressing) 169.254.0.0/16 nhung muc dich va céch thic hoat déng khdc so véi LLA.

Theo quy dinh trong RFC 4291 dia chiLLA c6 10 bit déu tién 1 11111110 10, 54 bit ti€p sau do khéng quy dinh nhung
thusng la gid tri 0 nén dia chi dai dién cta LLA I FE80::/10.

<4¢— 54 bit ——p4¢— b4 DIt ———>

Interface ID

— 10 bit / ;
1111010 | :0000000....000000 |

| FE80 0000 0000 0000 '

ey

Hinh 39. Cdu trtic cda dija chi LLA

Chay: - Du khéng ai quy dinh 54 bit tiép theo I nhimng s& 0 nén ban cé thé ddt gid tri khac nhung
mot s6 Ung dung hodic thiét bi sé khdng chdp nhén nhiing gid tri ndy, vi vay t&t nhdt nén
gilrnguyén 54 bit gid tri 0. Do dé dia chi LLA trong thuc té thusng co dang FE80::/64 nén
c6 th& trung nhau néu & cdc phén doan mang khac nhau.
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3.7. BIA CHi UNSPECIFIED

Dia chi Unspecified trong IPvé, véi todin bé 128 bit déu bang 0, dugc biéu dién dusi dang ::/128, tusng ung véi dia
chi 0.0.0.0/32 trong IPv4. Bia chindly khdng dugc gan cho bdt ky giao dién (Interface) ndio va khdng thé sirdung
l&m dia chi dich cho bdt ky géi tin ndo. Trong trusng hop mét giao dién chua dugc cdu hinh dia chi IPvé, cdc goi
tin gui di tur gioo dién do sé& khéng cé dia chinguén. Khi do, dia chiUnspecified :: /128 duoc sirdung lam dai dién.

Vi du, khi ban cdu hinh dia chi tinh cho mét giao dién ho&c nhén dia chi déng ti DHCP, dia chi ndly cén trdi qua
qud trinh Kiém tra tring lap dia chi (Duplicate Address Detection - DAD) truéc khi dugce sirdung. Trong qud trinh
nay, cac gai tin kiém tra trang I3p s& sir dung ::/128 Iam dia chi ngudn, ddm bd&o tinh chinh xdc va hop 1é trong
viéc gdndiachi.

Pia chi IPvé

Unicast Multicast

o—
Lookback
! ::1/128
Embedded IPv4
! ::/80

Hinh 40. bja chi Unicast ddc biét Unspecified

3.8. BIA CHi LOOPBACK

Dia chi Loopback trong IPvé, ducc bidu dién 1&1::1/128, tuong tu véi dia chi Loopback trong IPv4 (1270.0.0/8). Bay
I& dia chi dai dién cho mét giao dién mang do trén thigt bi, cho phép gui goi tin ma khéng can rai khoi thiét bi,
thay vaio dé goi tin s& duoc phdn héilai ngay lép tuce. Vidy, khi strdung lénh PING téi dia chi Loopback, thiét bi tu
kiém tra hoat déng cuia bd giao thic TCP/IP hodic xdc nhan khd n&ng truy cap cdc ung dung (nhu web) trén
chinh thiét bi do.

Khac véiIPv4, van danh mét dai dia chilén (127.0.0.0/8, tuohg duong hon 16 triéu dia chi) cho muc dich Loopback,
IPvé t8i uu hda b&ng céch chi strdung mét dia chi duy nhéit ::1/128, trong do chi bit cudi cung cé gid tri 1. Thiét k&
nAy gitp don gidin hdéa va tiét kiém tai nguyén, phu hop véi muc tiéu tinh gon clia IPvé.

Bia chi IPvé

Unicast Multicast

Unspecified
) ::/128
|
Embedded IPv4
! ::/80

Hinh 41. Bja chi Unicast ddc biét Loopback

Chay: - Bia chi LocalHost: Khi can kiém tra dich vu trén mét mdy chi web ban cé thé truy céip théng qua dia
chi Loopback http://127.0.0.1 hodc theo céch khdc |a http://localhost. Nhu valy tén goi LocalHost
nhu la tén mién (Domain name) cuc bé thay cho dia chiLoopback.

Loopback Interface: Bay I&d mot Interface do trén cdc thiét bi mang hay mdy tinh, ¢ vai trd nhu cac
Interface vat ly. Co thé gdn dia chi Unicast (IPv4 Private/Public, IPvé6 Global Unicast/Unique Local)
cho céc Loopback Interface va tir bén ngodi cé két ndi dén cac dia chi nay (nhu khai bdo Routing,
PING, giam sat thiét bj...) kndng nhuvéi dia chiLoopback.

62 IPv6 TOANTAP | LAM CHU GIAO THUC INTERNET THE HE MOl



CHUONG 3: CHI TIET CAC LOAI BIA CHI IPv6

3.9. DIA CHi IPv4 EMBEDED

Co nhiéu gidi phdp dé chuyén ddi sang IPv6 va mét trong nhimg sé dé & strdung dusng ham (Tunnel) IPv4 dé két
n&i cac hé théng IPvé véi nhau. Cac dia chi IPv4 tao nén dusng hdm sé ducc “nhang” vaio trong mét cdu truc dé
tao thanh dia chilPvé, phuc vu cho viéc dinh tuyén cac ban tin IPvé qua dusng ham nay. Day chinh la co ché clua
IPv4 Embeded va cé hai quy dinh cho dia chinady.

Pia chi IPvé

Unicast Multicast

Unspecified
! ::/128
Lookback
O :1/128
¢ —

Hinh 42. Pia chi Unicast ddc biét IP4-Embeded

IPv4-compatible IPvé (dé khéng con sir dung — Deprecated)

Cdutruc gém 96 bit 0 két hop véi 32 bit dia chi clia IPv4 tao thanh mét dia chilPvé cé dang ::IPv4/64.

A
[
o
g
-+

> < 16 bit p¢—— 32bit ——»

:IPv4/128

Hinh 43. Bja chi Unicast ddc biét IPv4-compatible khong con dugc st dung

Dia chi ndly dudc dé xudt nhdm nhanh chéng trién khai IPv6 dua trén nén tang IPv4 nhung cdch thuc trién khai
theo gidi phdp ndy khd phuc tap va dia chi IPv4 bét budc phai l& dia chi cédng cong (Public Address) nén dé
khéng duoc dp dung nhiéu trong thuc té vl dé bi dé nghi ngung sirdung.

IPv4-mapped IPvé6

Bia chi nay cling tuong tu IPv4-compatible nhung céiu truc gém 80 bit O & vi tri dau tién, tiép theo sau la 16 bit 1
két hop véi 32 bit dia chi clia IPv4 tao thanh dia chi IPvé co dang ::FFFF:IPv4/64.

A
©
o
o
-+

>4 16 bit »¢—— 32bit ————»

:FFFF:IPv4/128

Hinh 44. Cdu trtc dja chi IPv6 ddc biét IP4-Mapped
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Bia chi nay dugc dung trong thuc té thay thé& cho IPv4-compatible IPvé. Mot vi du dién hinh & trong trién khai
chuyén déi mang MPLS sang IPvé6.

Chay: - Mét s6 gidi phdp Tunnel vé sau déd phdt sinh ra cac dang dia chi IPv4-Embeded khdc, vidu
nhu k¥ thudrt 6tos. Tién t& (Prefix) 2002::/16 két hop véi dia chi IPv4 /32 tao thanh déay dia
chi IPvé6 /48 dé quy hoach cho hé théng va bdo dam thiét I&p Tunnel tu déng théng qua
cdc diachilPv4két hop.

Gidi phap 6RD (thay thé cho éto4) lai strdung mot ddy dia chikhac dusc cép phat (I /32)
dékét hop véi dia chilPv4, tao thanh dia chi IPvé thay vi dung Prefix 2002::/16.

3.10. PIA CHi MULTICAST

Multicast I& thanh phan thd hai trong cdch phan logi dia chi IPvé theo ddc diém (Type). Multicast trong IPvé cé
cdch thuc hoat déng khd gidng nhu ddi véi IPv4 nhung vé thiét ké thi cd thém nhiéu tinh ndng va téi uu hon, vidu
nhu: Multicast dugc chia ra Scope hodic cé thém dia chi méirdt ddic biét la Solicited Node.

Chay: - Bia chiMulticast chi cé thé la dia chi dich chirkhdng thé ldm dia chinguédn ctia cac ban tin.

Pia chi IPvé

Unicast Multicast

Well-known
¢ £00::/12
Solicited-Node
¢ £f02:0:0:0:0:1:f00::/104

Hinh 45. Thanh phan cda dia chi IPvé Muticast

Theo quy dinh, 8 bit ddu tién ctia dia chi Multicast déu la 1nén dang biéu dién cua dia chi nay Ia FF00::/8, tucng
Ung 224.0.0.0/4 cua IPv4. Phan tiép theo 8 bit ddu tién trong cdu trdc clia Multicast 11 4 bit Flag (tinh naing), 4 bit
Scope (pham vi) v 112 bit con lai duoc dung dé dinh danh nhém Multicast (Group ID).

<«— 8bit —»<¢ Bbit < Bbit e 112 bit >
Flag Scope Group ID
mmm ORPT | T

FF0O::/8

Hinh 46. Cdu truc cta dja chi Multicast
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Flag lamét trong nhimng cdi tién clia dia chi IPvé Multicast, cac vitri bit clia Flag cé dac diém sau:
. Bit 0 dau tién duoc sirdung thuc t& con bit 1dang dé du phong.
. Bit R (Ren-dezvous Point) b&ing 1Tnéu dinh tuyén Multicast dugc strdung (RFC 3956).

. Bit P (Network Prefix) ducc bét néu dia chi Multicast co chiia Unicast Prefix (RFC 3306).

. Bit T (Transient) dung dé phan biét dia chi Multicast nay do t6 chic IANA quy dinh (T=0) hay do ngusi dung
tu dinh nghia (T=1) cho Ung dung cla minh (trusng hop Ung dung doé céin sirdung Multicast, RFC 4291).

& day chi gisi thiéu téng quan vé dia chi Multicast chirkhdng di su vér trinh bary chi tiét.

Scope ciing & thanh phén dugc cai tién nhdm phan chia pham vi hoat déng dia chi IPvé, tucng déi giéng nhu
cua IPvé Unicast (ducc chia thanh cac pham vi Global Unicast, Unique Local va Link Local nhu dé trinh bay). Quy
dinh pham victia cac bit thudc Scope nhu'sau:

Ma Scope Tén

0 Dé danh

1 Muc Interface-local
2 Muc Link-local

3 P& danh

4 Admin-local

5 Site-local

6,7 Chua quy dinh

8 Muc Organization-local
9 A BCD Chua quy dinh

E Muc Global

F Dé danh

Bdng 4. Danh sdch Scope cda IPv6 Multicast

Hinh dudi mé té cho y tudng ciia pham vi hoat déng cuia dia chiIPvé Multicast. DU vy, hién nay chii yéu pham vi
Link-Local dugc dung trong thuc t&€, cdc pham vikhdc sé dugc ung dung trong tuong lai.

Internet/WAN

|
O'ct50

---------- Link Local -

Organization Local

Hinh 47. Minh hoa Scope ctda dja chi Multicast
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Do 8 bit déu tién bdng 1tuong Ung véi gid tri Hexa FF, tiép theo 1& 4 bit Flag va 4 bit clia Scope, néu khdng tinh
cdéc bit Flag thi vi tri clia Scope sé& 1& vi tri X trong cdach biéu dién FFOX:/16. Theo bang quy dinh trén thi
X=1,2,4,5,8,E. Mot s8 vi du vé pham vi clia dia chi IPvé Multicast:

FF02::2 dai dién cho tdt cd cdc Router trén cung Link
FFO05::2 dai dién cho tdt cd cdc Router trén cung mét Site
Clng nhu IPv4, dia chi IPvé Multicast cling dugc déng vao khung Ethernet theo quy dinh riéng dé gilp cdc

Interface khi nhén ducc khung tin d& dang nhan biét khung tin dé thudc nhém Multicast mé Interface dé tham
giahay khéng, néu khéng thiloc bd khung tin.

Pia chi IPvé Multicast

4———— b4 bit —

4— 32 bit cuéi —»
< 16 bit ¥
DPia chi Ethernet MAC Address

Hinh 48. Ethernet Frame ctia bdn tin IPv6 Multicast

Cach thic anh xa dia chi IPvé Multicast dusc thuc hién bé&ng cdach strdung 16 bit c6 dang Hexa & 3333 két hop
vGi 32 bit cudi cling dia chi Multicast.

Chay: - Nhdc lai cach thic truyén ban tin IPv4 Multicast vaio khung Ethernet nhu hinh dudi, céch
&nh xa ctia IPvé Multicast cling tuong tu nhu IPv4 nhung khdc s& bit var tién té.

DPia chi IPv4 Multicast

1110 xxxx X

4— 23 bit cua dia chi IPv4 Multicast —»:
<4+— 25 bit MAC Address ———

0000 0001 0000 0000 01011110 0

Pia chi Ethernet MAC Address

01005E 0

Hinh 49. Ethernet Frame cua bdn tin IPv4 Multicast
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3.11. BIA CHi WELL-KNOWN MULTICAST

Phan trén day I quy dinh chung vé cdu truc clia dia chi IPvé Multicast, tir quy dinh ndy t8 chic IANA dé& quy dinh
cu thé mét s6 dia chi dé ung dung trong thuc t&. Cac dia chi ndly dugc gidi thiéu ban déu trong RFC 2375, RFC
3307, RFC 4291. Hién nay danh sdch chi ti€t va dugc cdp nhdt méi nhdt la tai trang web cua IANA:
https://www.iana.org/assignments/ipv6-multicast-addresses/ipvé-multicast-addresses.xhtml.

Dusi day I danh séch mét sé dia chi quy dinh va pham vi ctia méi dia chi.

PHAM VI PIA CHi
ffO1::1
Interface-local ffO1::2
ffOl::fbo
ff02:11
ff02::2
ff02::4
ff02::5
ff02:6
ff02::7
ff02::8
ff02::9
ff02::a
ffO2::d
ff02::12
ff02::16
ff02::1:2
ff02::1:3
ff05::1:3
Site-local ffO5::2
ffO5:fb
ffOx::c
ffox::fo
ffOx::101
Khéng phu thudc ffOx::108
pham vi

Link-local

ffOx::181

ff02::6b
ffOx:: 114

MO TA
All-nodes address
All-routers address
mDNSvé
All nodes
All routers
DVMRP routers
OSPFv3 All SPF routers
OSPFv3 All DR routers
ST routers
IS-IS for IPvé routers
RIP routers
EIGRP routers
PIM routers
VRRP version 3
MLDvV2 reports[24]
DHCPV6 servers
All LLMNR hosts
All DHCPv6 servers
All-routers address
mDNSvé
Simple Service Discovery Protocol
Multicast DNS
Network Time Protocol

Network Information Service

Precision Time Protocol (PTP) version 2 messages (Sync,
Announce, etc.) except peer delay measurement
Precision Time Protocol (PTP) version 2 peer delay
measurement messages

Used for experiments

Bdng 5. Danh sdch dia chi Well-known Multicast

Thusng méi dia chi ducc gan cho mét chiic n&ng vér thude mét pham vinhung cé mét sé dia chi cling chic néing
nhung & pham vi khdc nhau, vi du nhu dia chi Multicast danh cho DHCP, All-Router ... Ngoai ra con co logi dia chi
c8 dinh (Permanent) va cé thé hoat déng & téit cd cac Scope, du & Scope ndo thi phdn dia chi nhom (Multicast
group ID) déu khéng thay déi. Céc dia chindly ducce bidu dién co ky tu X trong dia chi.

Tuy theo chuic nding, méi Interface cé thé tham gia nhiéu nhém Multicast khdc nhau nén khi kiém tra trang thai
clamét sé Interface sé thdy réit nhiéu nhém trén Interface.

Dia chi ff02::1dai dién cho tét cd cdc node mang trén mét phan doan mang (pham vi Link) nén cé y nghia giéng
nhu dia chi Broadcast clia IPv4. Nhu v@y mét dia chi Multicast ddc biét hoat dong thay thé cho dia chi
Broadcast nén dia chi Broadcast khéng con dugc dung trong IPvé.
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3.12. BIA CHi SOLICITED-NODE MULTICAST

Dia chi Solicited-Node Multicast I& mét loai dia chi Multicast quan trong vé dugce strdung réng rdi trong IPvé, hd
tro nhiéu dich vu mang phd bién. Bia chi ndry dugc tao tu déng tir dia chi Unicast clia mét gico dién (Interface).
Cuth& méi khi mét giao dién ducc gan mét dia chiUnicast, chdng han nhuLink Local, Unique Local hotic Global
Unicast, mét dia chi Solicited-Node Multicast tuong ung sé tu ddng dugc sinh ra va gdn cho giao dién do, dam
bdo kha ndng gico tiép hiéu qud trong mang.

Chay: - Mét Interface co thé dugc gan nhiéu dia chi Unicast nén Interface doé sé tham gia nhiéu
nhém Solicited-Node Multicast tuong ung véi tung dia chi Unicast.

Tait cd cace Interface IPvé déu co dia chi Link Local nén ching déu tham gia it nhét mot
Solicited Node Multicast.

Bia chi Solicited-Node Multicast dugc tao ra tu dia chi Unicast theo quy dinh nhu sau:

Pia chi Unicast

4+——— b4 bit —»

«— 24 bit cusi—»
(6 ky tu)
104 bit > i

A

Pia chi Solicited-Node Multicast

Hinh 50. Nguyén tdc tao Solicited-Node Multicast tir Unicast

L&y 24 bit cudi cung cla dia chi Unicast k&t hop vai tién t& f02:0:0:0:0:1:f00::/104 (thusng viét gon
£f02::1:ff00/104) dé tao thanh dia chi Solicited-Node Multicast 128 bit.

Pia chi Unicast

4+———— 64 bit —»

2001 0001 23A1 0000 SBA7 0201 15AB DA34

4— 24 bit cuéi—»
(6 ky tu)
104 bit > i

A

AB DA34

Dia chi Solicited-Node Multicast

Hinh 51. Vi du nguyén tdc tao Solicited-Node Multicast tir Unicast
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3.13. QUY TAC LUA CHON PIA CHi IPv6

IPv6 cho phép mét Interface cé thé duoc khai bdo nhiéu dia chi cung luc va ching ¢ vai trd nhu nhau (khéng

giéng vai trd dia chi Primary va Secondary nhu IPv4). Mot Interface cé thé co tét cd cdc loai dia chi IPvé nhu Link
Local, Unique Local v Global Unicast, cling co thé co nhiéu dia chi Global Unicast cung Itc. Trong trusng hop si
dung song song IPv4 va IPvé (Dual Stack) thi Interface cé thém dia chilPv4 bén canh cdc dia chi IPvé.

e example.com ?

example.com
93.184.216.34

-
pmmm——— LTI
- -

Internet

IPv4:

o'c=50 ~

Private, Public

IPvé: Global, Unique Locadl, Link Local.

Trong hinh minh

Hinh 52. Minh hoa truy c@p Internet & ché dé Dual Stack

hoa trén mét may tinh, co cd dia chilPv4 va cac dia chiIPvé, truy véin mét tén mién var ducc DNS

phan héi lai ca dia chi IPv4 va IPvé thi viéc may tinh lua chon dia chi ndio dé tao phién k&t ndila mét van dé. Néu

dia chi IPv4 dang st dung | Private thi k&t ndi dung dia chi IPv4 sé& bi 16i. N&u dia chi IPvé dang dung & Unique

Local thi k&t ndi

béing IPvé cling khdng thé dugc.

Ngodi céc logi dia chilPvé nhu dé trinh bay & trén con co mét sé loai dia chilPvé khac nhu:

Theo RFC 4941

P& tang cusng bdo mat, cé hai dia chi Global Unicast dugc gdn cho mét Interface I& "Public
address" va "Temporary address”. Temporary addresses la dia chi tam phuc vu cho k&t ngira bén
ngodi var s& thay déi sau mét thai gian ngdn con Public address thusng phuc vu cho két néi
huéng vao.

Theo RFC 4682

Méi dia chilPvé dugc gan ddng sé& cé mot thai gian hoat déng nhét dinh goi lé Preferred, sau thai
gian nay dia chi doé tré thanh Deprecated va mét dia chi Preferred khdc dudc sinh ra. Bia chi
Deprecated sé tiép tuc dugc dung néu van tén tai két ndi dang st dung dia chi nay, céc két ni
md&i khéng dung dia chi Deprecated ma dung dia chi Preferred méi. Bia chi Deprecated sé bixda
sau thai gian Valid quy dinh (du vain con k&t ndinéu co). Vay tai mot thai diém cé thé co cd hai dia
chilPvéla Preferred va Deprecated.

Theo RFC 6275

IPvé cho phép cac mdy tinh chuyén ving (Roaming) sang hé thdng mang khdc nhung vén gitrkét
néi nhu binh thusng, gidng nhu véin dang & hé théng mang ci. D& thuc hién diéu ndly thi mdy tinh
doé sé tao két ndi gitia dia chi Home Address & mang cl véi dia chi Care-of Address & mang mai.
Tinh n&ng ndy khéng dudc str dung phé bién trong thuc t& nhung ching ta vain cén xét dén hai
dia chiHome Address v&1 Care-of Address trong quy tdic lua chon dia chinguén IPvé.
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Nhu véy co rét nhiéu logi dia chi IPvé dé lua chon cho viéc két néi trong trusng hop Interface cé nhiéu dia chi. Mi
hé diéu hanh hodc méi nha cung cdip cé thé co co ché chon dia chi riéng nén dé quy dinh, quy tdc chung RFC
6724 A& dé ra mét quy trinh lua chon gém cé cac quy téc cu thé. Du déy la quy téc chung nhung cdc Ung dung
trién khai thuc t& coé thé thay déi thir tu uu tién néu can. Cac quy téc lua chon dia chi nguén cho két néi cling cé
thé &p dung cho viéc lua chon dia chi dich cho k&t ndi (trusng hop mét thiét bi nhéan duge mét ban tin o dia chi
dich la Multicast thi dia chi cén phan héi cling cdn phdi lua chon tucng ung véi dia chi ngudn clia ban tin g
dén). Viéc lua chon dia chi nguén sé& phu thudc vaio dia chi dich clia k&t néi can thuc hién, sau day Ia 8 quy téc
cho viéc lua chon dia chingudn tuong Ung véi dia chi dich:

Quy téc 1(Prefer same address):

Néu dia chi nguén trung dia chi dich thi dia chi nguén dé dusc lua chon. Quy téc nay dusc sur
dung trong trusng hop mét node mang thuc hién k&t n&i véi chinh minh nhu dung 1énh Ping t&i
dia chi cta Interface hodic két ndi web dén dia chi clia Interface trén node mang dé thi dia chi
ngudn duoc st dung cho ban tin cling chinh & dia chi dich.

Quy tdc 2 (Prefer appropriate scope):

Uu tién chon dia chi ngudn naio cé pham vi (Scope) gén gidng véi dia chi dich nhét. Bia chi IPv4
khéng co khainiém Scope nén nhiing dia chi IPv4 chuyén d&i sang IPv6 (nhu IPv4-mapped hodic
IPv4-compatible) s& dugc xem xét Scope nhu sau: ddly dia chi 169.254.0.0/16 ducc xem |&r Link-
Local con cac dia chi IPv4 khdc ké cd IPv4 Private (RFC 1918, 6598) dugc xem Global Unicast khi
chuyénqualPvé.

Quy tdc 3 (Avoid deprecated addresses):

Nhu trinh bayy, dia chi IPvé chi cé hiéu luc trong mét khodng thsi gian dugc goi la Preferred, sau
khodang thai gian naly dia chi IPvé dusc goi I Deprecated. Quy téc ndy chi dinh str dung dia chi
Preferred lam dia chi nguén dé khéitao mot k&t ndi maéi.

Quy téc 4 (Prefer home addresses):

Quy téc ndly ap dung trong trusng hop chuyén viing (Roaming) nhu dé trinh bay. Néu mét node
mang co6 ca dia chi Home Address va Care-of Address thi dia chi Home Address dudc uu tién s
dung lam dia chingudn.

Quy téc 5 (Prefer outgoing interface):

Co thé cé nhiéu Interface dugc dung dé gui ban tin IPvé dén dich, néu Interface ndo dugc chon
dé gli ban tin di thi dia chilPvé cla Interface do dugc chon lam dia chingudn cho ban tin,

Quy téc 6 (Prefer matching label):

Bia chi nguén naio coé cung gid tri Label véi dia chi dich thi sé dugc chon. Gid tri Label nay dugc
IETF quy dinh chi tiét trong mét bdng riéng co tén goila Policy Table sé dugc trinh bay sau.

Quy tdc 7 (Prefer temporary addresses):

Nhu dé trinh bay, theo RFC 4941, céic may tinh sé tao thém mét dia chi Temporary Address co thoi
gian ngé&n hon dainh cho k&t néi tir mdy tinh ra bén ngodi nh&m néng cao bdo mét. Vi thé dia chi
Temporary Address s& ducc uu tién lam dia chingudn hon so véi dia chi Public Address.

Quy téc 8 (Longest prefix matching):

Né&u dia chi ngudn naio ¢ sé bit (tinh tur déu) trung véi dia chi dich nhiéu hon thi sé dugc chon.
Nhu minh hoa dusi ddy thi dia chi A s& ducc chon lam ngudn.

Nguén A 2001:db8:0029:1001:5221:473d:c012§:1001
Nguén B 2001:db8:0029:1001:5221:473d:c§112:§c1001
Pich D 2001:db8:0029:1001:5221:473d:c§012;:0001

Hinh 53. Nguyén tdc Longest prefix matching gicta dia chi ngudn va dich
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3.14. QUY TAC 6: POLICY TABLE

Theo quy tdc s6 6, dia chi nguén IPvé ndio cé cung Label véi dia chi dich thi sé ducc chon, Label naly ducc quy
dinh trong bang Policy Table. Bang ndy bao gém nhiing Prefix phd bién dugc quy dinh theo chic n&ng nhu dia
chi IPv6 Loopback, Tunnel 6to4... Dudi ddy la bdng Policy Table theo RFC 6724, mét s& Prefix khdng con ducc
dung trong thuc té nhu Site-Local, 6Bone....

CA\>netsh interface ipv6 show prefixpolicies
Querying active state...

Precedence Label Prefix

ia chi IPv6 Loopback
Dia chi IPv6
=ffff:0:0/96 Dia chi IPv4-mapped

2002:/16 Danh cho Tunnel 6to4
2001:/32

fc00:/7 Pia chi ULA

fec0:/10

3ffe:/16

/96

Hinh 54. Chi tiét Policy Table

Cdc Prefix trong bang nay dugc x8p theo thu tu uu tién, thdong tin thé hién muc uu tién I& Precedence, gid tri
Precedence cang I6n thi Prefix caing ducc uu tién. Vi dia chi IPv4 dugc cling duoc so sanh vai IPvé dé kiém tra
muic uu tién nén trong bang nay dia chi IPv4 ducc biéu dién & dang IPvé-mapped :ffff:0:0/96. Trong hinh trén,
diachilPvé6 (::/0) co Precendence=40 nén duoc uu tién hon dia chilPv4 co Precedence=35.

Diéu chuy & day la cdc Prefix trong Policy Table dugc dung dé so sénh va xép muc uu tién cho dia chi IPvé dich.
Viéc so sanh tinh theo s bit bén trdi cta dia chi dich trung nhdt (longest-matching) véi Prefix ndio co trong bang
Policy Table. Sau khi xdc dinh dugc muc uu tién ctia dia chi dich thi xét ti€p gid tri bén canh & Label. Gia tri clia
Label khéng phaila théng tin dé xét uu tién mér chila mét con s6 nhdm phén logi hay gdn nhéin cho Prefix . Sau
do dia chilPvé nguén cling dudc so sanh dé phan loai Label, dia chi ngudn ndio cé Label trung véi dia chi dich thi
s& duoc chon dé khéi tao k&t ndi.

Nhuvéy Precedence dung dé xé&p loai uu tién ctia dia chi dich, sau dé sé dung Label dé chon dia chinguén.
Chay: - Nhiing néi dung trinh bay trén déy minh hoa quy tdc lua chon dia chi nguén IPvé dé thuc
hién cdac k&t néi dé&n mét dia chi dich, diéu nay I& do mébi Interface nguén céd thé cé nhiéu

loaidia chilPvé vathdm chico ca IPv4.
. Cdc Interface dich cling cé nhiéu dia chi tuong tu. RFC 6724 cling dua ra céc quy tdc lua

chon dia chidich cho viéc thuc hién két néi. Noi dung nay khéng dugc trinh bay chi tiét &
day, ban doc co thé xem thém théng tin 8 RFC 6724.
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3.15 TONG KET CHUONG 3

Chuong 3 d& trinh bary mét céch toain dién var chitiét vé céce loai dia chi IPvé, tircéu truc, cdch bidu dién dén cac
dac diém ki thuat ndi bat. IPvé khéng chi mé réng khdng gian dia chi lén 128 bit ma con mang Iai nhiéu cdi tién
VUGt trdi so véi IPv4, bao gém viéc loai bo dia chi Broadcast, phén chia dia chi Multicast theo pham vi (Scope) var
dam bdo dia chi Link-Local (LLA) khéng bi trung I&p gitia cdec mang du chi st dung trong pham vi ndi bd. Bac
biét, dia chi Solicited-Node Multicast I mét diém nhdn quan trong, t&i uu hda hoat déng clia giao thuc IPvé va
ndng cao hiéu sudt mang.

Viéc hiéu rd cac logi dia chilPvé, bao gém Unicast (GUA, ULA, LLA), Multicast, Anycast, ciing cdc quy tdc lua chon
dia chi, khéng chi hé tro quy hoach vai céu hinh mang hop ly ma con tao diéu kién dé van hanh va khai thac hé
théng IPvé hiéu qué trong thuc t&. Nhiing ki&n thic ndly Ianén taing viing chdc dé ban doc tiép tuc khdm phd céc
gico thuc va dich vu mang IPvé trong cdic chuong ti€p theo.

3.16 CAU HOI ON TAP CHUONG 3

Tai sao IPvé si dung hé thap luc phan (Hexa) dé biéu dién dia chi vé cach biéu dién nay ¢é gi
dac biét so vai IPv4?

IPv6 stirdung hé thap luc phéan vi dia chi IPvé cé dé dai 128 bit, I6n hon nhiéu so vai dia chi IPv4 32 bit.
Néu biéu di&n bdng hé thap phan, dia chi IPvé sé& qud dai va khé doc (cé thé 1én dén 39 chirsé). Hé
thép luc phan cho phép biéu dién 4 bit bdng mét ky tu, gitp dia chi IPvé ducc viét ngdn gon hon,
chia thanh 8 nhém 16 bit (hextet) cdch nhau béi ddu hai chdm (;). Mot diém ddc biét niia I IPvé cho
phép rut gon cdc sé 0 dung déu mbi hextet var thay thé mét hodic nhiéu nhém hextet todin s& 0 lién
ti€p bdng déu hai chdm kép (::), gitp dia chitré nén dé doc vér dé& nhé hon.

Pia chi IPv6 dugc phan loai nhu thé nao va su khdac biét chinh gitra cdac loai dia chi Unicast
(GUA, ULA, LLA), Multicast va Anycast la gi?

Dia chiIPvé ducc phan logi theo hai cdch chinh: theo cdch thic hoat ddng (Type) vé pham vi hoat

déng (Scope). Sukhdc biét trong cdch thiic hoat déng ctia 3 loai trén la:

. Unicast: Dai dién cho mét giao dién mang duy nhdit, truyén di liéu theo kiéu "'mot-dén-mot”.
Co balogidia chiUnicast chinh:

= Global Unicast Address (GUA): Tuong duong dia chi Public cia IPv4, cé pham vitodin cau var
thudng dugc sirdung trén Internet.

= Unique Local Address (ULA): Tuong ducng dia chi Private cla IPv4, chi co pham vi ndi béd var
khéng ducc dinh tuyén trén Internet.

= Link Local Address (LLA): L& logi dia chi méi cla IPvé, chi cd pham vi trong cung mét phan
doanmang (link) v&1 khéng duoc router chuyén tiép.

. Multicast: Dai dién cho mét nhom cde giao dién mang, truyén dir liéu theo ki€u "mét-dén-
nhiéu".
. Anycast: Dai dién cho mét nhém cac giao dién mang, nhung chi mét giao dién gén nguén gui

nhdéit s& nhan dugc gaéi tin ("maét-dén-mat trong s& nhiéu"). Su khdc biét chinh n&m & dsi tusng
nhan dirliéu vé pham vi hoat déng clia dia chi. Unicast gli dén mét dia chi duy nhét, Multicast
gUii d&n moét nhom, Anycast glii dén mot trong mét nhédm vér mdi loai Unicast lai co pham vi st
dungkhdc nhau.

Dia chi Broadcast cua IPv4 dugc thay thé béng co ché ndo trong IPvé6?

IPv6 khong con st dung dia chi Broadcast theo cdch truyén théng nhu IPv4. Thay vaio do, IPvé s
dung mét dia chi Multicast ddc biét Ia ff02::1(All Nodes Link-Local) dé gui théng diép dén téit cé cac
thigt bi trén cung mét phan doan mang. V& ban chdt, chuc ndéng tuong tu nhung cdch trién khai v
quanly hiéu qud hon.
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Pia chi Global Unicast (GUA) dugc céiu tric nhu thé ndo va nhiing phén nao quan trong trong viéc
quy hoach mang IPvé6?

Bia chi GUA thusng cé cdu tric gém hai phén b&ng nhau déu I& 64 bit: Network Prefix va Interface
ID. Phén Network Prefix lai duoc chia thanh Global Routing Prefix va Subnet ID (cho phép t8 chuic
chia mang con). Phan Interface ID (64 bit) thusng ducc tao tu déng tir dia chi MAC (st dung EUI-64)
ho&c ngéu nhién (trong SLAAC). Cac phdn quan trong trong quy hoach GUA bao gém viéc xac dinh
kich thusc Global Routing Prefix dugc cdp phat, thiét k& Subnet ID phu hgp véi cdu tric mang ndi
bé v& ddm bdo tinh duy nhét ctia Interface ID trén méi phén doan mang.

Pia chi Unique Local Address (ULA) khéc biét nhu thé ndo so véi dia chi Private cua IPv4 va tai sao
nén su dung céng cu tao dia chi ULA tu déng?

Dia chi ULA tuong ung véi dia chi Private ctia IPv4 vé pham vi hoat déng (chi trong mang ndi bd),
nhung diém khdc biét quan trong I ULA duoc thiét k& dé dam bdo tinh duy nhdit trén todin cdu, béo
dam khi cdc mang ndi b két ndi véi nhau. Diéu ndy giup trdnh xung dét dia chikhi sdp nhap céng ty
hodic k&t n&i VPN gilia cac mang st dung ULA. Viéc sirdung cdc cdng cu tao dia chi ULA tu déng (vi
du: "Unique Local IPvé6 Generator”) ducc khuyén khich dé dam bdo tinh duy nhdt cla tién t8
FDO0O0::/8 dusc tao ngéu nhién, trédnh viéc quy hoach triung I&p thi céng.

Pia chi Link Local Address (LLA) ¢6 vai trd gi trong IPvé va tai sao méi giao dién IPvé déu can cé
moét dia chi LLA?

Bia chi LLA cé vai trd quan trong trong viéc cho phép cdc thiét bi IPvé trén cung mét phan doan
mang (link) ¢ thé gido tiép véi nhau ma khéng cén cdiu hinh dia chi GUA hodc ULA. Tat cd cae gico
dién IPvé déu tu dong céd mot dia chi LLA (thusng bt dau bang FES0::/10). LLA dugc st dung cho
cdc giao thuc nhu Neighbor Discovery Protocol (NDP) dé tim ki€ém cdc thiét bilan can, phan gidi dia
chiMAC va phdt hién dia chitrung I&p (DAD), cling nhu dé giao ti€p véi DHCPv6 Server dé &y dia chi
GUAhodc ULA.

Quy tdc lua chon dia chi nguén IPv6 (RFC 6724) hoat dong nhu thé ndo khi mét giao dién cé nhiéu
dia chi IPvé khac nhau?

Khi mét thiét bi co nhiéu dia chi IPv6 (vi du: GUA, ULA, LLA, Temporary Address) va cén khdi tao mot
k&t n&i d&n mot dia chi dich, RFC 6724 dinh nghia mét tép hop cac quy tée dé lua chon dia chinguén
phu hop nhédt. Cac quy téc ndy dugc dp dung theo thir tu uu tién, bao gém: uu tién dia chi trung véi
dia chidich, uu tién dia chi cé pham vi pht hop nhét, tranh dia chi dé bi deprecated, uu tién dia chi
Home Address (trong Mobile IPvé), uu tién dia chi cta giao dién gli di, uu tién dia chi cé cung label
(theo Policy Table), uu tién dia chitam thai (Temporary Address) va cudi cling lauu tién dia chico tién
6 trung khép dainhdt vai dia chidich.

Pia chi Solicited-Node Multicast dugc tao ra nhu thé nao va tai sao né la mét cai tién quan trong
trong IPv6?

Bia chi Solicited-Node Multicast dugc tao ra tu dong tu dia chi Unicast ciia mét gico dién. N6 dugc
hinh thanh bé&ng cdéch 18y 24 bit cudi cung cta dia chi Unicast va két hop véi tién t6
f02:0:0:0:0:1:ff00::/104. M&i dia chi Unicast trén mét giao dién s& cé mét dia chi Solicited-Node
Multicast tuong Ung. Bay I& mét cdi ti€én quan trong vi nd dugc st dung trong giao thic Neighbor
Solicitation (mét phén ctia NDP) dé gui truy va&n chi dén mét nhém nhd cée node cé khd ndng cé dia
chilP muc tiéu (dua trén 24 bit cudi), thay vi gli Broadcast dén tét cd cde node trén mang nhu trong
ARP cua IPv4. Biéu ndy giup gidm thiéu luu lugng mang va tang hiéu sudit.
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CHUONG 4

GIAO THUC ICMPvé6, NDP & CAC

KY THUAT, DICH VU MANG PHO BIEN

Giao thuc IP dong vai tro réit quan trong trong viéc dinh nghia dia chi mang va thuc hién chuyén tiép goéi
tin gitfa cac thiét bi dinh tuyén ti ngudn dén dich. Tuy nhién, ban than giao thic IP khéng cé céc co ché
dé giam sdat, chdn dodn var xtr ly su ¢8 phdt sinh trong qud trinh truyén di liéu. Vi duy, khi dir liéu dé ducc
truyén di, gioo thuc IP khéng biét dirliéu co di dén dich dugc khdng, néu khdng dén thily dola gihay lam
sao dé biét mét thiét bi dang hoat déng hay khéng hodc cén kiém tra chét luong dusng truyén co tét
khong? Bé khéc phuc nhiing han ché nay, giao thic ICMP (Internet Control Message Protocol) ra dsi
nhd&m hé tra IP trong viéc bdo 161, kiém tra k&t ndi vér gidm sat chéit luong dusng truyén.

Khi IPv6 ra déi giao thuc ICMP khéng nhiing bi logi bd ma con dugc phdt trién, bé sung va dong vai trd
quan trong hon. ICMPVé trd thanh mét thanh phdn cét 16i trong héu hét cac dich vu mang IPvé, gidp loai
bd cdc co ché khdng hiéu qud clia IPv4 v bé sung nhimg tinh n&ng méi manh mé hon. Cac giao thic
quan trong khdac nhu Neighbor Discovery Protocol (NDP) va Multicast Listener Discovery (MLD) cling
duoc x@y dung dua trén nén tdng clia ICMPvé.

N&i dung chuong 4 tép trung vaio giao thuc ICMPvé, Neighbor Discovery Protocol (NDP) va cdc ky thudtt,
dich vu mang phé bién lién quan dén IPvé. Chuong ndly bét déu bé&ng céch gidi thich vai trd ctia ICMPV4
va tém quan trong ctia ICMPv6 nhu mét thanh phén cét 16i ctia mang IPvé. Tiép theo, tai liéu di sGu vao
gico thuc NDP, thay thé& ARP cla IPv4 va cdc co ché tu dong cdu hinh dia chi nhu SLAAC va DHCPvé.
Cudi cung, chuong nay trinh bay cdc k¥ thudt quan trong nhu PMTU Discovery va Duplicate Address
Detection, cung cdp kién thic nén tang dé quan ly var t8i uu hoa mang IPvé.

QUA CHUONG NAY BAN SE NAM PUOC NHUNG KIEN THUC SAU:

Hiéu ly do ICMPVé trd thanh mét thanh phan cét 16i trong hdu hét céc dich vu mang
IPvé, gitip loaibd cdc co ché khéng hiéu qud clia IPv4.

Hiéu vé giao thic mai Neighbor Discovery Protocol (NDP) va Multicast Listener
Discovery (MLD) ducc xay dung dua trén nén tang clia ICMPVé ra sao.

Hiéu céiu tric vé cdc nhém ban tin ICMP Query Message va Error Message phd bién.

Ky thudt gan dia chi tu déng SLAAC (Stateless Address Autoconfiguration), cho
phép thiét bi tu déng tao dia chilPvé makhéng can DHCP.

Sukét hop gitta SLAAC vé DHCPv6 var mé hinh Stateful DHCPvé6. Ban cling sé& hiéu vé
cdc phuong thuic dinh danh DHCPvé6 Client nhu DUID va lAID.

Ky thuat EUI-64 dé tao Interface-ID tu dia chi MAC48 va RFC 4941 véi phuong phdp
tao Interface-1D ngdu nhién, dia chi chinh va dia chi tam thai.

Cdc trang thdi hoat déng cla dia chi IPvé: Tentative, Valid, Preferred, Deprecated
va Invalid.

Ky thuéit phéan giai dia chi MAC sir dung giao thic NDP (thay thé ARP), kiém trung
dia chi DAD (Duplicate Address Detection) v dé tim IPvé Path MTU (PMTU).
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4.1. TONG QUAN VE GIAO THUC ICMP

Giao thuc ICMP (Internet Control Message Protocol), dugc mé té chi tiét trong tailiéu RFC 792, & mét thanh phan
quan trong ctia bé giao thiic TCP/IP. Giao thuic ndly hoat déng nhu mét céng cu hd trg cho IPv4 nén ducc goila
ICMPV4. Véi vai trd chinh & truyén tdi cac théng diép bdo 16i vé chén dodn, ICMP gitp cdc thiét bi mang phat
hién varkhdc phuc su cé k&t néi, dam bao ludng théng tin dudc théng sust va tin céy.

ICMP dugc tich hop trong IPv4 nén moi thiét bi strdung IPv4 déu cé sén ICMP ma khéng cdin phai cai d&t hay khai
bdo gi thém. Nh& do, ICMP tré thainh mot cong cu thiét y&u trong viéc gidm sét va duy tri hoat déng mang, hé trg
cdc chuic néng quan trong nhu kiém tra dé tré, xac minh k&t néi, bdo cdo 16i dinh tuyén va cung cép théng tin vé
trang thdihoat dong clia mang.

Appllcatlon

Transport ooTer oouwoe
Network P

Data Link Layer
Physical Layer

Hinh 55. Giao thirc IP va cdc giao thirc hé trg

ICMP (Internet Control Message Protocol) hoat déng & I6p 3 trong md hinh OSI, cling véi giao thuc IP va dugc
truyén tdi tryc ti€p qua IP. Khéng giéng nhu IP — dugc thiét k& dé truyén dirliéu gitia cac thiét bi mang — ICMP chu
y&u dam nhan vai tro gli cac théng bdo va chdn dodn 18 gitia cdc node mang. Cdc théng diép clia ICMP ducc
strdung dé bdo hiéu khicé sy cd xay ra, gidp xac dinh cac véin dé vé két ndi hodic hiéu sudit mang.

Tuy nhién, ICMP chi guii théng bdo vé nhiing goi tin IP g&dp 161, chdng han nhu khi mét géi tin khéng thé téi dich do
16i dinh tuy&n hodic céc véin dé lién quan dén TTL (Time to Live). D&c biét, néu mét goi tin ICMP gd&ip 18i trong qud
trinh truyén tai, s& khéng cé bét ky thédng bdo ndio gui lai dé bdo hiéu I6i ctia chinh né. Diéu ndy gip ngdn viéc
I&p lai cac théng bdo 6 khéng can thigt v gidm tdi cho mang, dam bdo hiéu quad va t6i uu hoa ludng théng tin
gitia cacthiétbi.

Cdu trdc cla ban tin ICMP gém ICMP Header va Payload, ban tin ndy sé dugc déng goi béi IP Header va
Ethernet Header dé truyén t&i trong mang. Cac thanh phén va kich thudce ctia ban tin ICMP duge minh hoa trong
hinh sau.

P Ethernet frame >
h P IP packet <
P ICMP packet -
Kich thuéc thay déi
<— 14 byte —p4¢— 20 byte——p<4¢—— 8 byte >« © c oy el
MAC Header IP Header ICMP Header ICMP Payload
Type Code Checksum )

Header DATA
<— Tbyte —p4¢— Tbyte —p¢———2byte ———p

Hinh 56. Cdu trtc bdn tin ICMP

Trong ICMP Header, hai trusng quan trong & Type va Code. Type dung dé phan nhém ban tin ICMP, tucng Ung
v&i m&i nhdm sé cé nhiéu ban tin phuc vu cac muc dich khdc nhau va dusc ddt mé Code riéng. Phén dirliéu cho
ICMP Header cling thay déi tuy theo logi ban tin, cdn phén Checksum gitp kiém tra 16i ban tin ICMP.
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4.2. PHAN LOAI BAN TIN ICMP

Corét nhiéu logi ban tin ICMP dugc dé xudit nhung chi mét s loqi dugc dung phé bién trong thuc t& con phénlén
khéng con dusc sir dung nifa (Deprecated). Tuong tu s6 ban tin trong méi loai cling khd nhiéu vér chi mét sé 1a
duoc sirdung trong thuc t&. Duéi ddy I danh sdich nhimg nhdém badn tin ICMP dugce st dung phd bién nhét cung
vai chi ti€t bdn tin clia ting nhom vai gid tri Code quy dinh.

Type Code Description
0 - Echo Reply 0 Echo reply (used to ping)
0 Destination network unreachable
1 Destination host unreachable
2 Destination protocol unreachable
3 Destination port unreachable
4 Fragmentation required, and DF flag set
5 Source route failed
6 Destination network unknown
3 — Destination Unreachable U Destination host unknown
8 Source host isolated
9 Network administratively prohibited
10 Host administratively prohibited
n Network unreachable for ToS
12 Host unreachable for ToS
13 Communication administratively prohibited
14 Host Precedence Violation
15 Precedence cutoff in effect
Type Code Description
4 — Source Quench 0 Source guench (congestion control)
0 Redirect Datagram for the Network
. 1 Redirect Datagram for the Host
5 ~ Redirect Message 2 Redirect Datagram for the ToS & network
3 Redirect Datagram for the ToS & host
8 — Echo Request 0 Echo request (used to ping)
9 — Router Advertisement 0 Router Advertisement
10 — Router Solicitation 0 Router discovery/selection/solicitation
11 — Time Exceeded 0 TTL expired in transit A
1 Fragment reassembly time exceeded
12 — Parameter Problem: 0 Po-in-ter indicotgs the grror
1 Missing a required option
Bad IP header 2 Bad length
13 = Timestamp 0 Timestamp
14 — Timestamp Reply 0 Timestamp reply
17 — Address Mask Request 0 Address Mask Request
18 — Address Mask Reply 0 Address Mask Reply

Bdng 6. Chi tiét cdc bdn tin ICMP

Du ¢6 nhiéu nhém ban tin nhu vay nhung xét vé chiic nding thi cdc nhém ban tin ICMP dugc phdn thanh hai
nhanh chinh (Category) &

Querry Message:

Mét thigt bi gli ban tin truy van (Querry) dé&n mét thiét bi khdc va yéu cau phan héi (Reply) théng tin.
Nhimg ban tin thuéc nhdnh naly thusng dung dé kiém tra va chdn dodn cdc sucd mang.

Error Report Message:

Khi mét thiét bi phat hién 18i trong qud trinh truyén cdc goi tin IP, thiét bi dé sé& tu tao mot ban tin mé
t& nguyén nhan I6i vé théng bdo cho thiét bi nguén (Sender/Source) clia nhimg gai tin IP 18i naly ma
khéng can ban tinyéu c&u ndo.
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4.3. CAC NHOM BAN TIN ICMP QUERRY MESSAGE

Cdac ban tin loai ndly dugc dung dé trao déi théng tin gitia cac node mang nh&m phuc vu mét tinh n&ing ndio dé
cla giao thuc IP (nhu MTU, Neighbor Discovery, Router Advertisement ..) hodc dé phuc vu viéc kiém tra/chdn
dodnl&imang (nhuPing, Tracert ...).

Khéng nhu ICMP Error Massage dugc tu dong gui di khi cé su ¢d, cac bdn tin thudc logi Query Message chi dugc
tao ra bsi mét ing dung (vi du gidm sat mang) hod&c theo dinh ky nhdim cung céip théng tin cho cdc thiét bi khdc
(vi du Router Advertisement) hodic nhdim phan héi theo yéu céu (vidu Echo/Reply).

Echo Timestamp Address Mask Router Solicitation /
Request / Reply Request / Reply Request / Reply Advertisement

Hinh 57. Chi tiét nhém bdn tin ICMP Querry

Chi tiét 4 nhém ban tin thudc Query Message nhu sau:

Echo Request (Type 8) va Echo Reply (Type 0)

Day la1 2 bdn tin ducc nhiéu ngudi biét dén nhdt trong tét ca ban tin ICMP va cd 2 dudc tich hop
thanh céng cu chdn dodn mang phd bién nhdt Ia 1énh PING. Khi may A thuc hién Iénh PING dén dia
chi may B thi mét géi tin ICMP Echo Request ducc gui dén may B. Mdy B sau khi nhén dugc Request
s& phan héi b&ng gai tin ICMP Echo Reply cho may A. Trusng hop mdy A khdng nhén dugc phan héi
tirmay B thi co khd ndng mdy B dang bi su cé hay cé thiét bi ch&n ICMP hodic 18i tai mét thiét bitrung
gian ndio do (sau dé co thé dung 1énh Tracert dé kiém tra tiép).

Timestamp Request (Type 13) va Reply (Type 14)

Haiban tin nay duoc dung dé déng bé thai gian gitia 2 node mang, trong dé mét node sé gl ban tin
Timestamp Request véi node kia s& phan héi b&ng Timestamp Reply. Hién cac ban tin nay khéng con
dugc sirdung va dugc thay thé baéi giao thiic NTP (Network Time Protocol) hodic PTP (Precision Time
Protocol).

Mask Request (Type 17) va Mask Reply (Type 18)

Hai ban tin nay trusc déay dudc trién khai cho cdc mdy tram khéng dia cuing (Diskless) nhé&im xéc dinh
Subnet mask ma hé théng mang hién tai dang dung. Mot mdy tram khikhdéi déng sé gli bdn tin Mask
Request, sau dé mot router sé phan héi dia chi Subnet mask b&ng gaéi tin Mask Reply. Mang Diskless
héu nhukhdéng con dung trong thuc t& nén cdc ban tin ndy cling vay.

Router Solicitation (Type 10) vé Router Advertisement (Type 9)

N&u mét mdy tinh khéng dugce khai bdo ¢8 dinh Default Gateway (sé& bi mét sau khi khai dong lai)
hodc router lam Default Gateway bi su cd thi cain phdi cd co ché ty dong tim ki€m mot router mailam
Default Gateway. Ban tin ICMP Router Solicitation sé dugc st dung trong trusng hgp nay, dia chi
dich la dia chi Multicast 224.0.0.2, dai dién cho tdit cd cdc router trén cung phdn doan mang, dugc
may tinh gl di dé truy véin (Query) xem cé router ndio dang hoat déng khéng.

Cac router khi nhén dugc ban tin trén, s& tu déng phan héi lai dia chi cla minh bdng gaéi tin router
Advertisement (Type=9) vé lai cho mady tinh. Binh ky cdc router cling ty déng gli ban tin router
Advertisement d& tu quang bd chinh minh cho cac Host.

D& véi IPv4 thi hai ban tin ndly khdng dugce st dung nhiéu nhung véi IPvé, chiing déng vai tro rét quan
trong nhu: cho phép tu cdu hinh dia chi IP (dich vu SLAAC), thay th& ARP bdng giao thic NDP, giup
kiém trung dia chi(Duplicated) ...
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4.4. CAC NHOM BAN TIN ICMP ERROR MESSAGE

Cdc ban tin ICMP Error Message dugc tao ra khi viéc truyén cdc goi tin IP co van dé. Node mang tao ra ban tin
nay l& node mang dich hodic cé thé I& node mang trung gian. Cé mét s& quy téc dé tao ra ban tin logi naly nhu
sau:

. Khéng gui théng béo 18i cho géi tin IP chia ban tin ICMP (thusng co IP Protocol = 1) ma chi théng bdo 16i cho
nhing goitinIP chua dirliéu.

. Khéng gui théng bdo 16 cho goitin IP cé dia chidich I Broadcast hodic Multicast address.
. Khéng gui théng bdo 16 cho goitin IP cé dia chinguén khéng xdc dinh vi du: 1270.0.1Thodc 0.0.0.0.

. Né&u gai tin bi phé&n manh (Fragemented) var c6 16i thi chi théng bdo 18i cho géi tin bi phén manh déu tién
(thusng cé Fragement Offset = 0).

Error Reporting

y

Destination Source Time Parameter

Unreachable Quench Exceeded Problems Redirection

Hinh 58. Chi tiét nhém bdn tin ICMP Querry

C6 5 loai ban tin thuéc ICMP Error Message, méi logi cé chiic nding sau:

Destination unreachable (Type 3)

Khi mét node mang phat hién khéng thé tim théy (Unreachable), cdc théng tin lién quan dén node
mang dich nhu: dia chi IP, logi Protocol hay Port dich cua gaéi tin IPv4 thind sé gui ban tin ICMP Type =
3vélaicho node mang ngudn.

Nguyén nhan Unreachable co thé do node mang dich bi su cé khéng con hoat ddéng, khéng tim thély
Route trd dén dia chi IP dich ho&c TCP/UDP Port dich trong gai tin IP khéng ducc tim thdy tai node
mang dich. Chi tiét tiing nguyén nhén gdy ra 16i Unreachable sé dugc chi ré bé&ng Code vl bén tin
nay cé nhiéu Code nhdt so véi cac loai ban tinkhac.

Source quench (Type 4)

M6t node mang khi nhén thély bé dém danh cho viéc nhéin gai tin (Buffer) sdp t&i nguéng tran hodc
bi train thi nd sé& gui géi tin ICMP Source Quench cho node nguén dé yéu cau gidm téc dd truyén. Khi
node nguén nhan Source Quench nod tu déng gidm téc doé truyén cho dén khi hét nhan Source
Quench. Sau dé mdt thai gian node ngudn sé téng lai dén cho dén téc dé ban déau.

Viéc kiém sodt t8¢ dd truyén bdng ICMP Source quench dugc chiing minh I& khéng hiéu qué nén déa
khoéng dugc strdung trong thuc t&€, ndi dung nay dusc mé té trong RFC 6633.

Time Exceeded (Type 11)

Dé& phong chdng tinh trang gdy 1&p vong (Loop) cac ban tin trong mang gdy ra qud tdi cho cdc thiét
bi thi giao thuc IP dé dua ra co ché dé han ché gaoi tin bi l&p vong & st dung thudc tinh Time-to-Live
(TTL) ctia IPv4 (v Hop-limit cta IPvé). Khi mét router nhan dugce géi tin IP né sé& giadm gid tri TTL clia
gditin do di1gid tri trusce khi chuyén di tiép. Néu mot router ndio dd nhéin géi tin cd TTL=0 thind sé logi
bd goi tin va gui ban tin ICMP Time Exceeded vé cho node ngudn.
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Parameter Problem (Type 12):

Phén Header ctia méi gai tin IP co trusng Header Checksum dé cdc thiét bi kiém tra |6i trong qud
trinh truyén. Néu mét node mang kiém tra trusng naly vél phat hién 18i thi né sé loai bé ban tin IP va gui
goitinICMP Parameter Problem dé théng bdo vé cho node ngudn.

Redirection (Type 5):

Hinh dudi s& minh hoa cho hoat déng cda ban tin ndy. Khi mét PC truyén dir liéu dén Default
Gateway R1(buéc 1), néu R1 phdt hién R2 co husng di dén dich tét hon thi né sé thuc hién chuyén tiép
cdc goi tin dén R2 (buéce 2), ddng thai gli Next-hop méi vé cho PC (budce 3) théng qua géi tin ICMP
Redirection. PC sé& cp nhat Next-hop méiva gui cdc géi tin tidp theo truc ti€p dén R2 (busc 4).

Hinh 59. Hoat déng ctia bdn tin ICMP Redirect

Goai tin ICMP Redirection chi dugc gui ti router dén Host, khéng dugc gui gitia router va router. Trong thuc t€ bdn
tin ndly khéng dugc st dung vi dnh hudng dén bdo mat. Bai véi Cisco router dung 1énh “no ip redirect” dé ngéin
guibdantinICMP nay.

4.5. MOT SO CONG CU, KY THUAT SU DUNG ICMP

Trén co s& nguyén tdc hoat déng clia cdc ban tin ICMP, mét s6 cdng cu chdn dodn mang dd dugc tao ra. Sau
daylamét sé cong cu dugc strdung khd phd bién trong thuc té&:

4.5.1. Lénh PING

DPay & 1énh co ban nhét dé kiém tra k&t ndi gitia 2 node mang cé tén tai hay khéng va déng thai cling kiém tra dd
tré (RTT — Round Time Trip) l&x thai gian goi tin di vé gilia hai node mang.

L&nh PING strdung ké&t hop c& hai ban tin Echo Request (Type=8) do node nguén gui di vé Echo Reply (Type=0) do
node dich phan héi. Néu ban tin Echo Reply khéng dugc trd vé co nghia: Node mang dich bi khéng hoat déng
hodc bdn tin ICMP bjchdn tai Firewal trung gian.

PC1 R1 R2 R3 PC2
-r W &
Request
Reply <

Hinh 60. Cdc bdn tin trong Iénh Ping
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C\>ping google.com

Pinging google.com [2404:6800:4005:822:200¢e] with 32 bytes of data:
Reply from 2404:6800:4005:822::200e: time=24ms
Reply from 2404:6800:4005:822::200e: time=25ms
Reply from 2404:6800:4005:822::200e€: time=23ms
Reply from 2404:6800:4005:822::200e€: time=25ms

Ping statistics for 2404:6800:4005:822::2200e:
Packets: Sent = 4, Received = 4, Lost = O (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 23ms, Maximum = 25ms, Average = 24ms

Hinh 61. Théng tin trd vé cta lénh Ping

4.5.2. Lénh TRACERT/TRACEROUTE:

Lénh Tracert/Traceroute l& cdng cu ducc dung phd bién dé dé chén dodn 16i k&t néi mang béing céch xac dinh
dudsng di ctia gaitin tirnode ngudn dén dich sé di qua nhiing node mang trung gian nao.

Cdch hoat dong clia lénh ndly cling strdung 2 bdn tin Echo Request va Echo Reply nhu 1énh Ping nhung két hop
thédng minh véi thudc tinh TTL (Time-to-Live) ctia géi tin IP vé bdn tin ICMP Time-Exceeded (TE).

PC1 R1 R2 R3 PC2
i & & & =

- » TTL=1

: » TTL=2

: > TTL=3

: » TTL=4

Hinh 62. Chi tiét hoat déng cda lénh Trace

Node ngudn sé 1an luct gui ban tin ICMP Echo Request ¢ dia chi dich I ctia node dich (PC2) véi TTL AN lust a1,
2,3, 4 ....cho dén khi nhén dugc gaoi tin Echo Reply. V&i TTL=T, 2, 3 ... thi tai cdc router trung gian 1, 2, 3 ... cdc gdi tin
c6 gid tri TTL=0 vi thé& router trung gian ndly sé tu khdi tao goi tin ICMP Time-Exceeded théng bdo vé lai cho node
nguén, nhd dé node ngudn cé thé biét goi tin di lan luct qua nhiing router ndio. M&i lén guii ban tin Echo Request
divéinhén ban tin Time Exceeded vé thinode nguén cé thé tinh ducc ca do tré RTT.

C\>tracert www.google.com

Tracing route to www.google.com [2404:6800:4005:804:2004]
over a maximum of 30 hops:

2ms 2ms 2ms 2001:dc8:9000:14:1

4 ms 3ms 4 ms 2001:dc8:9000:1:17

29 ms 4 ms 4 ms 2001:dc8:9000::1

* * * Request timed out.

5ms 4 ms 4 ms 2001:de8:c::4:5899:1

21 ms 23ms 23ms peer-as45899.pr02.hkgl.tfonw.net [2620:0:1cff:dead:beee:led]
* * * Request timed out.

24 ms 21 ms 22 ms 2404:6800:8264:1c0::1

24ms 22ms 22ms hkg07s33-in-x04.1e100.net [2404:6800:4005:804::2004]

Trace complete.

1

2
3
4
5
6
7
8
S

Hinh 63. Théng tin trd vé cta lénh Trace
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4.5.3. Ky thuat Path MTU Discovery (PMTUD)

MTU (MTU - Maximum Transmission Unit) la kich thuéc I6n nhét ma mot goi tin IP duoc phép truyén di trén mot
Interface. Gid tri MTU phu thudc vaio giao thuc truyén dirliéu I6p 2 nhu Ethernet, ATM ... hodic giao thiic déng goi
I6p 3 khac nhu GRE Tunnel hay IPSec VPN. Nhu valy cdc k&t ndi tur diém ngudn dén dich cé thé co gid triMTU khdac
nhau, néu gadi tin IP gli di cé gid tri MTU 160 hon cla két ndi nao do thi bdn tin IP sé bi phdn mdnh hodc logi bo.
Diéu nay s& anh hudng dén viéc truyén dirliéu. PMTUD I k§ thudt xac dinh kich thusc MTU dé mot gai tin co thé
truyén tirngudn téi dich ma khéng bi phan manh hodc loagi bd, diéu ndy gilp téng téc dé truyén, giam doé tré var
t8i uu hiéu sudt hoat déng clia cdc node mang.

Ky thuat PMTU dugc mé té trong RFC 1191 cho IPv4 vé RFC 8201 cho IPvé. Nguyén téc hoat ddng clia k¥ thudt ndy
k&t hop hai tinh néng: Bat (Set=1) bit DF (Don't Fragment) trong phan Header ctia gdi tin IP va si dung ban tin
théng bdo 16i ICMP Type 3, Code 4 (Destination Unreachable + Fragmentation needed but DF set) dé yéu céu
chinhlaiMTU cho bantinIP.

Source R2 R3 Destination

R1
Ei 1500 — Y 1500 P = Y 1400 F— i 1300 ‘ ; |i

MTU=1500, DF Set

»

ICMP Type 3, Code 4

A

MTU=1400, DF Set

A 4

ICMP Type 3, Code 4

A

MTU=1300, DF Set

A4

Hinh 64. Chi tiét hoat déng ctia PMTU

Node ngudn sé& thuc hién diéu chinh kich thuéc géi tin IP theo MTU méi véi DF=1va gUi lai. Néu khéng nhain ducc
ban tin ICMP Type 3, Code 4 ndio nira thi node ngudn cé thé xdc dinh dugc gid tri MTU nhd nhdt can truyén dén
dichmét cachhiéu qud.

Chay: -  Motsé cong cukhdc (co sén trong hé diéu hanh hay cai thém) cling hoat déng dua trén
cds6 cua ICMP nhu PathPing, TracePath, TraceTCP ...

o N&u mét node mang (vi du Firewall, Router) ch&n gai tin téit ca cdc ban tin ICMP thi k¥
thuét PMTUD khéng thé hoat déng dusc var co thé tao ra ICMP Black-hole. Bay | tinh
trang mét node mang lién tuc nhdn cdc goi tin cd MTU vust qud muc cho phép va co
DF=1khi&n cho node mang dé bi qud tdi d&n dén sinh ra sucé mang.
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4.6. GIAO THUC ICMPV6

DPay khéng chila giao thic hé tro cho IPvé ma vai trd va tinh nding clia giao thic ndly cling réit quan trong. Chinh
ICMPvé dd gitp logi bd mot sé giao thiic cl hoat déng khong hiéu qua trén IPv4 nhu ARP, IGMP va thay vao do
cdéc giao thiic mai. Co thé ndi, néu khéng nédm ducc ddic diém ctia ICMPv6 thi chiing ta khéng thé hiu ducc hoat
déng cliia mét s& giao thuc hay ki thudt trén nén IPvé.

Giao thuc ICMPv6 duoc mé ta trong RFC 4443 (thay thé cho RFC 2463 va RFC 1885 trusc do). Phdn Header cla
ban tinICMPvé co Next Header=58.

IPv6 Header ICMPvé6 Message

ICMPvé6 Message

Hinh 65. Binh dang chung ctia bdn tin ICMPv6

Ciing nhu ICMP, giao thuic ICMPvé van ducc chia thanh hai phédn nhém chinh:

Error Message:

Muc dich clia phadn nhém nay nhé&m théng bdo 16 gidng nhu ctia ICMP Error Message. Cac ban tin
ICMPVé logindy co gid tri Type dugc quy dinh tir O dén127.

Informational Message:

Ph&n nhém ndy cling tuong tu ICMP Query Message va co gid tri Type ti128 dén 255.

ICMPvé Messages

v

Error

Informational Neighbor Group

(0-127) (128-255) Discovery (NPD) Membership (MLD)

Hinh 66. Hai nhém bdn tin chinh cda ICMPv6 va ctia NDP. MLD

Nhiéu ban tin ICMP it duoc stirdung hodic khéng hiéu qud dé biloai bd khi chuyén sang ICMPv6 nén s luong ban
tin ICMPvé6 sé ithon. Dudi day la bdang so sanh nhiing ban tin cta ICMP va ICMPv6.
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Group Message ICMPv4 ICMPvé
Destination Unreachable Co Co
Source Quench Co Khéng
Error Packet Too Bi Kho Cc¢
Message acket Too Big oéng o)
Time Exceeded Co Co
Parameter Problem Co Co
Echo Request Co Co
Echo Reply Co Co
Informational Timestamp Request Co Khéng
Message Timestamp Reply Co Khéng
Mask Request Co Khéng
Mask Reply Co Khéng

Bdng 7. So sdnh cdc bdn tin gicra ICMPv4 va ICMPv6

M6t s8 giao thuic khéng hiéu quad khdc cuia IPv4 cling bi thay thé khi chuyén sang IPvé. Giao thiic ARP bj thay th&
b&i NDP (Neighbor Discovery Protocol, RFC 4861) va giao thiic IGMP bi thay bai MLD (Multicast Listener Discovery,
RFC 2710). Nhu vay ngodi RFC 4443 mé t& cdu trac mét s ban tin clia giao thic ICMPVé thi cac RFC 2710 va RFC
4861 cling gidi thiéu thém mét s& ban tin ICMPv6 méi dé phuc vu cho hoat déng cla minh. Duéi day 1& mé hinh
phdnnhém caclogibdn tinICMPvé duge mo té trong cdc RFC 4443, RFC 2710 va RFC 4861.

ICMPvé6 Messages

Neighbor Group
Discovery (NDP) Ml Membership (MLD)

Type 1 Type 2 Type 3 Type & Type 130 Type 131 Type 132
Type 128 Type 129 Type 133 Type 134 Type 135 Type 136 Type 137

Hinh 67. Chi tiét cdc ban tin cda ICMPv6 va NDP, MLD

Giao thuc MLD lién quan dén viéc quadn ly var truyén tai di liéu Multicast (nhu Tivi var Video truc tuyén) trong hé
th&ng mang va chi duoc dung trong mét s8 hé théng I6n nhu clia nhd mang nén sé khéng dé cap trong cudn
sdch nay. Giao thuc NDP thay thé& cho ARP la hoat déng khéng thé thiéu trong mang IPvé nén sé duoc trinh bay
chitiét & phansau.
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4.7. GIAO THUC NDP

NDP I& gico thuic thay thé cho ARP cé nhiém vu phan gidi dia chiIPvé sang dia chi MAC. NDP khdng strdung cdu
trac bdn tin riéng nhu ARP md dung chinh ban tin ICMPV6 véi cdu tric linh hoat d& lam nén tang hoat déng cho

minh.

Neighbor Discovery (NDP)

Router Router Neighbor Neighbor Redirect
Solicitation Advertisement Solicitation Advertisement
Type 133 Type 134 Type 135 Type 136 Type 137

Hinh 68. Chi tiét cta cdc ban tin cda NDP

NDP s dung ndm ban tin ICMPvé trong do co bdn badn tin lam viéc theo cdip. BEn ban tin nay dugce strdung phd
bién trong mét s& dich vu mang quan trong cla IPvé va gitp cde dich vu hoat déng ndly don gidin va hiéu qud. Vé
cdu truc, NDP hodn todn sirdung cdu trdc clia ban tin ICMPvé nhung chi céd cdc Type khdc nhau.

Router Advertisement Neighbor Advertisement

SRC MAC: 000D.DDDD.DDDD

ETH ETH
DEST MAC: 000D.DDDD.DDDD

SRC MAC: 000C.CcCCC.cCCC

DEST MAC: 000A.0AAA.OAAA

SRC IP: FE80::20D:DDFF:FEDD:DDDD

IPvé IPvé
DEST IP: FF0O2::1

SRC |P: FE80::20C:CCFF:FECC:CCCC

DEST IP: FE80::20A:AFF:FEAA:AAA

TYPE: 134 CODE: 0

TYPE: 136 CODE: 0

PREFIX: 2001:1234:A:B:: /64
ICMPvé

ICMPv6 | TARGET: FE80::20C:CCFF:FECC:CCCC

MTU: 1500

LINK LAYER ADDRESS: 000D.DDDD.DDDD LINK LAYER ADDRESS: 000C.CCCC.CCCC

Hinh 69. Cdu triic 2 bén tin Router Solicitation va Router Advertisement
Chi tiét cdc bdn tin ctia NDP nhu sau:
Router Solicitation (RS):
Ban tin do mét Host gui di dé truy véin cé router ndio dang hoat déng trén cung phén doan mang.
Dia chidich ctia RAla dia chiMulticast ff02::2, dai dién cho tét cé cdc router & pham vi Link.
Router Advertisement (RA):

Ban tin nay do router phan héi lai ban tin RS hodc co thé router tu quang bd dinh ky cho céc Host
biét. N&u I ban tin phan héi cho ban tin RS thi dia chi dich ctia ban tin RA 1& dia chi clia Host dé gui
truy vain con néu |a ban tin RS tu gli dinh ky thi dich sé |& ff02::1, dia chi dai dién cho tét cd cac node
mang & pham vi Link hay con goila dia chi Broadcast.

o Router Advertisement (BA)

Router Solicitation (RS)

Hinh 70. Hoat déng ctia Router Solicitation va Router Advertisement
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Neighbor Solicitation (NS):

Ciing giéng nhu ARP Request, ban tin NS nhdim truy véin dia chi MAC cho mét dia chiIPvé gl dén céc
Neighbor trén cung I6p mang. Ban tin ndy con ducc dung dé kiém trung dia chi IPvé. Trong trusng
hop dé phan gidi dia chi MAC thi dia chi ngudn clia ban tin NS I dia chi cla thiét bi khai tao ban tin
v& dia chi dich & dia chi Solicited Node Multicast. Néu muc dich I& nh&im kiém tra mét dia chi co bi
trung thi dia chi ngudn clia ban tin NS la dia chi IPvé ddc biét Unspecified Unicast ::/128 va dia chi
dichla diachicankiémtra.

Neighbor Advertisement (NA):

Gidng ARP Response, cac Neighbor gli phan héilai dia chi MAC ctia minh tuong Ung veéi dia chi IPvé
trong ban tin NS nhan dugc. Luc do dia chi dich ctia ban tin NA sé& & dia chi nguén clia ban tin NS.
Trusng hop ban tin NA phan héilai cho viéc kiém trung thi dich cia NA I dia chi Broadcast f02::1.

Daéi khi cac thiét bi clng tu déng gli cdce ban tin NA ma khéng cdn nhén dugce ban tin NS truse do.
Tinh hudng nay xdy ra khi cdc thiét bi thay déi dia chi MAC hay IPv6 vér mudn cép nhdt thdng tin cho
cdc thiét bikhdc. Bia chidich cua bantinh NA trusng hop nay cling la ff02::1.

o Neighbor Advertisemeni: (NA)

Neighbor Solicitation (NS) ° Ij

Hinh 71. Hogt déng ctia Neighbor Solicitation va Neighbor Advertisement

Redirect Message:

Gidng véi ban tin Redirect ctia ICMP trong IPv4, dung dé ddi Next-hop t&i uu hon cho Host nhung it
dugc dung thucté.

4.8. KY THUAT GAN DIA CHi TU DPONG SLAAC

SLAAC (Stateless Address Autoconfiguration) 1& tinh ndng mai va khd quan trong ctia IPvé, cho phép cdac thiét bi
tu ddng tao va gan dia chi IPvé ma khéng cdn dén mdy chi DHCP. Khi k&t néi véio mang, thiét bi sé nhan théng
tin tUr cac router trong mang va tu déng cdu hinh dia chiIPvé cho minh. SLAAC gitp don gidin hda qud trinh khai
bdo dia chimang, ddc biét hiiu ich trong cdc hé théng mang [6n nhu 5G va loT. Tinh tu ddng ndy ctia SLAAC gitp
tiét kiém théi gian va cong suic hon so vai viéc st dung DHCP Server nén mang lai su linh hoat va hiéu qud cho
mang IPvé.

Prme. 7 N Su dung
“ EUI-64

0 MAC: 00-A1-B2-C3-D4-E5

2, e
---------- > Destination IPvé: FF02:2 (All router)

Prefix: 2001:DBS:A000:1:: i . . e
Prefix length: /64 Prefix: 2001:DBS:A000:1::

Source IPv6: FEB0:10 Prefix length: /64

Destination IPvé: FF02:1 (All node) e EUI-64 Intgrfoce ID: 02-A1-B2-FF-FE-C3-D4-ES
Global Unicast Address:
2001:DBS:A000:1:02A1:B2FF:FEC3:D4ES
Default Gateway: FE80::10

Hinh 72. Chi tiét hoat dong ctia SLAAC
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Hoat déng cla SLAAC dua vaio hai bén tin chinh ca NDP & Router Solicitation (RS) vé Router Advertisement
(RA) dugc md ta & trén. Qua trinh mot mdy tinh tu gdn dia chiIPvé cho chinh minh s& bao gém céc budce nhusau:

Tao dia chi Link-Local:

Mdy tinh tu déng tao mét dia chi Link-Local ngéu nhién, vi du nhu fe80::d0f8:9ff6:4201:7086 trong
hinh trén, lam dia chi ngudn dé giao ti€p véi cac router trong mang cuc bd. Thay vi sir dung badn tin
Layer 2, v8n thusng dugc truyén quang bd (Broadcast) nhu ctia DHCPV4, thi véi dia chi IPvé Link-
Localtrén, cdc ban tin sé ducc gli dén dia chi nhdém Solicited-Node Multicast. V&i cach nay cdc bdn
tin chi dugc gli dén cdc thiét bi lién quan, gitp t8i uu va gidm tdi cho mang. Dia chi Link-Local nay
duoc kiém trung truéce khi duoc strdung (k§ thudt kiém tring sé trinh bay sau, phan ndy tép trung vaio
ky thuéit SLAAC).

Gui ban tin RS:

Mdy tinh gl ban tin RS ¢ dia chi nguén Link-Local dén dia chi Multicast ff02::2, l& dia chi danh riéng
cho cdc router nén chi cac router mai ti€p nhéan va xd ly ban tin.

Gui ban tin RA:

Saukhinhdn bantin RS thirouter phan héi bang ban tin RA, véi nguén 1& dia chi Link-Local clia router
va dich la dia chi Multicast ff02::1 dai dién cho tét ca cdc thiét bi mang (tuong duong véi dia chi
Broadcast cla IPv4). Mot théng tin quan trong trong RA dé Prefix var Prefix-Length clia dia chi

Unicast (Global hodic Unique Local) ctia router (chinh xac [ clia c8ng mang nhéin dusc ban tin RS). O
vidutrén & Prefix 2001:db8:cafe:1: v Prefix-length /64.

Tao dia chi IPvé Unicast:

Sau khi nhé@n dugc bdn tin RA, may tinh s& tao mé dinh danh gico dién (Interface-ID) két hop véi
Prefix ti ban tin RA dé thanh dia chi IPvé Unicast déy ad dai 128 bit. Bia chinaly chdc chdn nédm cung
I6p mang véi router va duoc kiém trung truéce khi sirdung (s& duoc trinh bay & phdn sau).

Cdu hinh Default Gateway:

May tinh chon dia chi Link-Local ctia router [dm Default Gateway varhodin tét qud trinh tu cdiu hinh.

Trén day & nhing budc chinh mé té hoat déng cua
ky thuét SLAAC. Théng qua cdc bdn tin Router
Solicitation (RS) vé Router Advertisement (RA),
cdc thiét bi co thé tu déng sinh dia chi IPvé cho
riéng minh ma khéng phu thudéc vao may chu
DHCP. & budc 4, viéc tao Interface-ID cé thé dua
trén dia chi MAC hodc st dung phuong phdp sinh
dia chi ngéu nhién, chi tiét s& ducc trinh bay &
phén sau.

Tuy nhién, can luu y réing SLAAC chi cung cép dia
chi IPv6 va Default Gateway, nhung khéong bao
gbm théng tin vé DNS Server. Do do, ky thudt ndy
chua di dé dam bdo thiét bi truy cép Internet ma
cén két hop véi cac phuong phdp khac hodic si
dung DHCPv6. Bé gidi quyét han ché& nay, RFC
8106 d& gidi thiéu mot tuy chon cho phép router
cung cdp dia chi DNS théng qua bdn tin RA, thay vi
phu thuéc vaio DHCPvé. Tinh néng nay, dudc goi la
RDNSS (Recursive DNS Server), da dugc mot sé
nhd sén xudt thiét bi tich hop var hd trg, néing cao
tinh hiéu qué ctia SLAAC.

R1# show ipv6 interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::1
No Virtual link-local address(es)
Global unicast address(es):

2001:DB8:CAFE:1:1, subnet is 2001:DB8:CAFE:1:/64
Joined group address(es):

FFO2:1

FFO

FFO2:FB

FFO2:1:FFOO:1

**MTU is 1500 bytes**

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is O (unspecified)

ND advertised retransmit interval is O (unspecified)

advertisement

ter adv nts li

Hinh 73. Théng tin vé giao thirc NDP va
SLAAC trén c6ng router
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4.9. STATELESS DHCPvé

K§ thuat SLAAC dudc goi la Stateless (khéng trang thai) vi khéng cén thiét bi ndio luu théng tin, dia chilPvé ducc
gan tu ddng cho cac thiét bi gidng nhu trusng hop strdung DHCPvé Server. Tuy nhién, SLAAC chu y&u tao va gan
IPvé tu déng chirkhéng cung cdip cde théng tin khdc nhu DNS hodic mét s& tly chon nhu déi véi DHCPvé. Chinh vi
thé& SLAAC c6 thé dugc st dung két hop véi DHCPV6, Itc ndy SLAAC dugc dung dé cung cdip dia chi IPvé va
Default Gateway trong khi DHCPvé dugc strdung dé céip cdc théng tin khac. Mé hinh ndy ducc goila "Stateless
DHCPvé", dé phan biét véi "Stateful DHCPvé" truyén théng, trong dé DHCPvé6 s& dam nhan toain bd qud trinh céu
hinh dia chilPvé cho cdc thiét bi.

32 bits

v

Autoconfig Flags

Retransmission Tim

ICMPv6 Options

Hinh 74. Cdu tric bdn tin Router Advertisement

Trong cu trdc cta ban tin RA (Router Advertisement) cé mét phdn goi la Autoconfiguration Flags déng vai tro
quyét dinh céch thic cédu hinh dia chi IPvé va cac théng tin lién quan. Phén ndy chiia hai bit quan trong Ia M Flag
(Managed Address Configuration flag) var O Flag (Other Configuration flag), véi quy dinh cu thé nhusau:

Néu bit O va M déu béng 0:

Router chi cung cdp hai thdong tin co badn la dia chi IPv6 va Default Gateway, cdc thdong tin khdc

khoéng dugc cung cdp. Trudng hgp ndy tuong ung véi co ché SLAAC.

Néu bit O=1:

Thi router cung cdp dia chi IPvé va Default Gateway con DHCPvé sé cung cdip cdc théng tin khac.
Bay latrusng hop clia Stateless DHCPv6.

Néu bit M=1:

Thirouter chicung cdp dia chi Default Gateway con dia chilPvé va cac théng tin khdc déu dugce cdp
bd&i DHCPvV6 Server. Luc nay gid tri cla bit O sé& khdng dugc xét dén. Phuong thuc ndy dugc goi la
Stateful DHCPvé.
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Routerl#show ipv6 interface GigabitEthernet 0/0
GigabitEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE8O0::1
No Virtual link-local address(es):
Global unicast address(es):
2001:1234:A:B:1, subnet is 2001:1234:A:B::/64
Joined group address(es):
FFO2:1
FFO2:2
FFO2:1:FFOO:1
MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is O (unspecified)

ND advertised retransmit interval is O (unspecified)

ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

Hosts use DHCP to obtain other configuration.

Hinh 75. Trang thdi cua Interface khi khai bdo Stateless DHCP

Nhu véry, d&ivéi IPvé chiing ta cé nhiéu cach khaibdo dia chilPvé va cée théng tinlién quan. SLAAC I co ch& mai
so vai IPv4 var cde thong sé M Flag va O Flag clia bdn tin RA gitp viéc két hop gitia SLAAC va DHCP tré nén linh
hoathon.

Chay: - M6t diém can luu y & du sir dung Stateless DHCP hay Stateful DHCP thi ban tin RA van
déng vai trd trong viéce xac dinh dia chi Default Gatewayy, cu thé | dia chi Link-Local ctia
router, cho cdc thiét bi mang. Vivdy, ching ta khéng nén vé hiéu hoa viec quang ba cdc
bdn tin nay.

4.10. STATEFUL DHCPVé6

DHCPv6 k& thira y tusng ti DHCPv4 nhung dé@ dugc t6i uu va mé réng dé phi hop véi cde ddc diém cla IPvé.
Cdac ban tin ctia DHCPv4 nhu Discover, Offer, Request v& Acknowledge dugc thay thé bdng céc ban tin tuong
ung trong DHCPVé |a Solicit, Advertise, Request va Reply. Ngodi b&n bdn tin chinh trén con co mét sé ban tin
DHCPv6 khdc nhu Renew, Rebind, Release, Decline ... Mét diém khac biét quan trong & trong khi DHCPv4 st
dung dia chi Broadcast dé trao déi cdc ban tin con DHCPvé st dung dia chi Multicast, nén viéc truyén cac ban
tin s& t6i uu hon. DHCPvé du hoat déng theo ché dé Stateful nhung router vén tham gia vaio qud trinh trao déi
gitfa Client vai DHCPvé Server, théng qua cdc ban tin RS vaRA, gilip diéu phdiviéc cdu hinh mang.
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80

2001:1234:A:B::/ 64

[ 1<) Stateful = e
i _oo|  DHCPvé . I

[lmm_oo|  Server

DHCPv6 SOLICIT Message Router Solicitation
"l am looking for DHCPvé6 server” "I need to discover a neighboring router™

»
»

A

DHCPv6 ADVERTISE Message Router Advertisement Message
M-flag = 1; A-flag = 0;

"l am a DHCPv6 server”
e > P "Use Stateful DHCPv6" 0
<

DHCPv6 REQUEST Message Default Gateway
"I need addressing information” "I set my default gateway to the
< ° source address of the RA message”
DHCPvé REPLY Message

"Here is your GUA address and

o other information”

Stateful DHCPvé Neighbor Discovery

v

Hinh 76. Chi tiét hoat dong ctia Stateful DHCPv6

Qua trinh cdp phat dia chi IPvé theo mé hinh Stateful DHCPvé gém nhiing busc chinh sau:
Solicit:
Khi mét thiét bi két ndi véio mang, nd gui ban tin Solicit téi dia chi Multicast FF02::1:2, dai dién cho tét
cda cdac DHCPvé Server trén cung Link.
Advertise:
Cac DHCPv6 Server sau khi nhén ban tin Solicit s& phan héilai bdng ban tin Advertise, chiia théng s&
md& cac DHCPV6 Server co thé cung cdp. Day & bdn tin Unicast véi dich |& dia chi Link-Local ctia
Client (ducc gan bdng tay ho&c sinh ra tu déng).
Request:
Thiét bi Client s& chon mdt DHCPvé Server va gl ban tin Request dé yéu cdu céip phdat dia chi IPvé
cung vai cac théng sé céu hinh mang nhu: DNS, Default Gateway, thai gian cho thué dia chiva céc
tham sé khdc. Ban tin ndy cling la Unicast va céd dich & dia chictia DHCPvé dugc chon.
Reply:
DHCPvé Server glii ban tin Unicast la Reply vé cho Client, cdip phat dia chi IPvé va cdce théng sé khdc

dikém. Client sau khi nhé@n dugc dia chilPvé va cac théng tin sé thuc hién kiém trung dia chi.

DPé luu théng tin cdip phat cho cac Client thi Stateful DHCPvé cén cé dinh danh cho cac Client. Khéng nhu
DHCPv4 sirdung dia chi MAC dé dinh danh cho Client, véi DHCPvé co nhiéu cdch dé dinh danh hon. Hai phuong
thurc dinh danh chinh cho DHCPvé Client la DUID (DHCP Unique Identifier) vl IAID (Identity Association Identifier).
Riéng DUID lai c6 t6i bén kiéu dinh danh khdc nhau gém:
DUID-LL (Link-Layer): DUID nay chi s&r dung dia chi MAC cua Client.
DUID-LLT (Link-Layer + Time): Bao gém dia chi MAC cuia Client v& méc thai gian tao DUID.
DUID-EN (Enterprise Number): Sir dung mé s& doanh nghiép (doanh nghiép ID) theo chudn cta
IANA (Internet Assigned Numbers Authority) cdp cho cac nhd sdn xudt thiét bi (Vendor).

Vé co ban, Stateful DHCPv6 cé cach thic hoat déng va tinh ndng kha gidng véi DHCPv4 nhung dé ducc cdi tién,
i uu hoat déng va bé sung thém cdc tinh néing théng qua cac ban tin méi.
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4.11. EUI-64 TAO INTERFACE-ID THEO BIA CHi MAC

Vi k§ thudt SLAAC, cdie thiét bi mang sau khi nhén dugc Prefix va Prefix Length thong qua bdn tin, RA sé tu tao
cho minh dinh danh gico dién (Interface-1D) nhdm k&t hop véi Prefix dé tao thanh mét dia chi IPvé. D& dam bao
tinh duy nhdt cho dia chi IPvé nay thi co mét phuong dan lar st dung dia chi MAC cua thiét bi dé tao Interface-ID.
Tuy nhién dia chi MAC chi ¢ 48 bit trong khi Interface-ID |1 64 bit nén khong thé sirdung truc tiép dia chi MAC mar
cén cé mét nguyén tée vl do la nguyén téc cé tén goi EUI-64 (Extended Unique Identifier).

48 bit MAC address

Move manufacturer ID Move device ID
and reverse 7-th bit at the end

64 bit EUI-64 address
Hinh 77. Chi tiét nguyén tdc cta EUI-64

M&i dia chi MAC 48 bit gém cé 2 phdn, mdi phén déu cé 24 bit: Organizationally Unique Identifier (OUI) dai dién
cho nha s&n xudit thiét bi va Device ID dinh danh cho méi thiét bi ctia nha sa&n xudit dé. Gid tri OUI lé duy nhéit vi
ducc quan ly vér céip phat bai IEEE vér mdinhd s@n xudt phai tao ra dinh danh duy nhét cho méi thiét bi mang clia
minh nén dia chi MAC clia méi thiét bi sé & duy nhéit. Chinh tinh duy nhét ndly dé sinh ra k§ thudt EUI-64 véi
nguyén téc chuy&n déi tur48 bit sang é4 bit nhu sau:

Tach OUI va Device ID:

Phén OUI v& dinh danh thiét bi dugc tach riéng. Trong OUI, c6 mét bit tham du vaio nguyén téc EUI-
64 dé a bit thu 7 vai tén goi la Universal/Local (U/L) bit. Néu U/L bit = O, dia chi MAC dugc nhd sdin
xudt gén va mang tinh toan cau. Néu U/L bit = 1, dia chi MAC dugc tu tao bdi ngusi dung, vi du dé
gdn cho Serial ho&c Tunnel Interface, nhdm phan biét véi dia chitinhd sén xudit.

Thém 16 bit ma FFFE:

Mot chudi 16 bit (gid tri Hexa FFFE, tuosng Ung véi hé nhi phan 111111111111 1110) dugc chén véio gidia hai
phé&n OUI va Device ID.

Pao gia tri U/L bit:

Bit s6 7 U/L sé& bi d&o ngucc tu 0 sang 1.

Tao ma dinh danh 64 bit:

K&t hop cdc budc trén, dia chi MAC 48 bit ducc chuyén thanh dinh danh 64 bit va khé n&ng dinh
danhnay bi trung réit thdp.

Tao dia chi IPvé:

Ma dinh danh 64 bit duoc ghép véi Prefix /64 nhan tirbdn tin RA, tao ra dia chi IPvé duy nhéit, phuc vu
choky thudt SLAAC.

K thudt EUI-64 giup tu ddng tao dia chi IPvé duy nhdt tu dia chi MAC 48 bit, don gian hda qud trinh cdu hinh
trong SLAAC. N sirdung OUI var Device ID, két hop v&i mé FFFE va ddo nguoc bit thir 7, dé tao Interface-ID 64 bit.
Théng qua do, cdce thiét bi mang co thé tu déng cdu hinh dia chi IPvé ma khéng cén khai bdo tha cdng hodic sur
dung DHCPV4, gitip tiét kiém thai gian va don gian trong quan ly.

Chay: - Ky thudit EUI-64 co thé ap dung cho cd dia chi Global Unicast, Unique Local va Link Local.
Viéc ddo ngusc bit thi 7 ctia OUI trong k¥ thudit EUI-64 van dang cé nhiéu y kién vi chua
gidi thich ré Igiich clia viéc chuyén ddinay.

Né&u bit s67 ban ddu dang bdang 1thi vén bi déo ngusoc thanh 0.
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4.12. RFC 4941 TAO INTERFACE-ID NGAU NHIEN

Viéc strdung ky thudt EUI-64 réit don gian nhung bao dam tinh duy nhdt cho dia chi IPvé dugce tao ra nhung cling
kéo theo van dé lién quan dén bdo mat variéng tu.

Rui ro bi téin cong:

Né&u ké téin cong biét dia chi MAC clia mét thiét bj thi s& d& daing do ra dugc dia chi IPvé cuia thiét bi
doé vartirdé dé dang theo déivar téin cdng vaio dia chilPvé dich.

Vén dé vé quyén riéng tu:

Vi dia chiIPvé dugc tao tur dia chi MAC nén mét thiét bi du di chuyén sang bét ky mang ndio cling dé
bi dodn va bitheo doi.

Dé& b&o vé quyén riéng tu va gidim thiéu rli ro téin céng, RFC 4941da dé xudit s dung dia chi IPvé ngéu nhién thay
vistrdung EUI-64, cu thé nhu sau:

Tao Interface ID ngéu nhién:

Thay vi st dung dia chi MAC (EUI-64) dé tao dia chi, RFC 4941 cho phép tao dia chi ngéu nhién cho
Interface ID. Viéc ndy gilp déiu théng tin cta thiét bi, giadm thiu khd nang bi theo dai gilip bdo vé
quyénriéng tucho ngusi dung.

Tao thém dia chi tam thsi (Temporary Address):

Ngodi dia chi IPvé chinh dudc tao ra véi Interface-ID ngéu nhién, RFC 4941 cling dé xudt tao thém
mét dia chi niia goi I& dia chi tam thai. Bia chi ndly cling ¢ Interface-ID ngéu nhién nhung cé thdi
gian tén tai ngén hon dia chi chinh. Bia chi chinh dugc dung cho trao ddi dirliéu ndi bd, con dia chi
tam théi dugc dung cho cdc két néira bén ngodi Internet.

CA\Windows\system32>ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IPub Address

Temporary IPve Address

Link-local IPub Hddress : fe80::80ac:4cb7:3578:ebb%l1
Default Gateway... : fe80::ca00:cff:fe34:0%11

CA\Windows\system32>

Hinh 78. Pia chi IPv6 chinh va tam thoi

RFC 49411 mdt budce tién quan trong trong viéc bdo vé quyén riéng tu va néng cao bdo mét cho ngusi dung va
l&m cho IPv6 phu hop hon véi cdc yéu cu bdo mat trong méi trusng hién dai. Hién nay cac hé diéu hanh phd
bién nhu Windows, MAC, Linux dé& hd tro RFC 4941 nay.

Chay: - Trong thuc té cé trudng hop mét mdy tinh cé mét dia chi chinh nhung rét nhiéu dia chi
Temporary. Binh thusng dia chi Temporary sé bi mdit di sau mét khodng thsi gian quy dinh
(Valid time) va sau doé mét dia chi Temporary méi dugce sinh ra. Sau thai gian Valid time, néu
v&n cé mét phién k&t néi dang st dung dia chi Temporary ¢l thi dia chi ndy sé& tiép tuc tén
tqi t&i khi phién két ndi dé két thuc.
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4.13. CAC TRANG THAI HOAT PONG CUA DPIA CHi IPvé

Cdc dia chilPvé nhén déng du qua SLAAC, Stateless hodic Stateful déu cd mdt khodng thai gian hiu hiéu va trdi
qua cdc trang thdihoat déng khdc nhau. Dudi ddy Id nhiing trang thdi hoat déng ctia dia chilPvé:

Address created Address created Cannot create No connections
using SLAAC using SLAAC new connections
——— Valid ———]
Tentative Preferred Deprecated Invalid
(DAD)

Preferred Lifetime

Valid Lifetime

>

Hinh 79. Cdc trang thdi cda dia chi IPv6

Pia chi du kién (Tentative address):

Mét dia chiIPvé sau khi dugc cdp déng hodc khaibdo thi céng sé khéng duoc st dung ngay ma can
phadi dugc kiém tring, nén day la dia chidukién. Nhiing géi tin glii dén dia chi dukién ndly sé bilogibd
tri nhiing bdn tin NDP lién quan dén viéc kiém trung.

Pia chi hop lé (Valid address):

M&i dia chi IPvé céip ddng dugc phép hoat déng trong khodng thsi gian cho phép (Valid time), trong
thdi gian nay dia chi dugc coi la hop 1é. Bia chi hop 1é dudc phan thanh hai logi nira I Preferred va
Deprecated. Thai gian Valid time ndy dugc router thdng bdo qua bdn tin RA.

Pia chi uu tién (Preferred address):

Ngay sau khi duoc kiém trung thi dia chi IPvé ducc uu tién sir dung dé thiét Iap cdc két néi. Thai gian
dia chi & trang thdi uu tién (Preferred time) cling ducc router théng bdo qua bdn tin router
Advertisement. Y&u céu thai gian Preferred time phdinhd hon hodc bang Valid time.

Dia chi hét hiéu luc (Deprecated address):

Sau thai gian Preferred time dia chi IPvé sé& chuyén sang trang thdi hét hiéu luc va mét dia chi IPvé
méi duac tao ra. DU van dugc xem I& hop & nhung dia chi Deprecated ndy khéng dusc st dung dé
tao cdc k&t néi méi ma chi dé duy tri cho cdac két ndi dang hoat ddng vi néu chuyén két ndi dang hoat
dong sang dia chilPvé mdi thi sé lam gian doan hoat déng cua I8p trén.

Pia chi khdng hop lé (Invalid address):

Sau thai gian Deprecated time, dia chi IPvé sé tré thanh khong hop 1é va téit cd cde két ndi ditirhodic
di dén dia chindy déu khong ducc phép.

Trang thdi Deprecated nh&m théng bdo cho céc 16p trén cla téing mang uu tién st dung dia chi IPvé Prefered
m&i thay vi dia chi Deprecated dé tranh tinh trang k&t néi bi gidn doan khihét thi gianhop 1&.
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4.14. KY THUAT PHAN GIAI PIA CHi MAC

D&i véi IPv4, gico thuc ARP duoc dung dé phan gidi dia chi MAC tuong Ung véi dia chi IPv4 théng qua viéc
Broadcast cac bdn tin. Giao thiic NDP dé thay thé cho ARP, gitp viéc phan gidi dia chi MAC cho dia chi IPv6 t8i
uu hon vi NDP s&r dung nhém Multicast thay cho Broadcast. Hai ban tin quan trong ctia NDP phuc vu cho viéc
phan gidi nay 1& Neighbor Solicitation (NS) v&r Neighbor Advertisement (NA). Viéc phan gidi ndy dugc goi la
Neighbor Discovery.

ICMP Type 135 NS ICMP Type 136 NA
IPvé Source fe80::a IPvé Source | fe80:b
IPv6 Destination | ff02::1:ff00:b IPvé Destination | fe80::a
Hop Limit 255 Target Address | 2001:db8:1:46::b
Target Address 2001:db8:1:46::b Option 2 TLLA | B's Link Layer Address
Query What is B link layer address? *Flags | R =Router
Opt. 1SLLA As Link Layer Address S = Response to Solicitation

O = Override cache information

Hinh 80. Cdc bdn tin trong ky thudt phén gidi dia chi MAC va IPv6

Chi tiét qud trinh phan gidi dia chi MAC tur dia chi IPvé nhu sau:

Buéc 1: Kiém tra Neighbor Cache

Thiét bi gui goi tin ki€m tra thong tin luu trir (Neighbor Cache) dé tim dia chi MAC tuong ung véi dia chi
IPv6 dich. Néu co6 thi sé dung dia chi MAC ndly, con khdng thi sé gli ban tin Neighbor Solicitation (NS)
dé b&t ddu qud trinh phan gidi dia chi.

Buéc 2: Gui ban tin Neighbor Solicitation (NS)

Thiét bi gli bdn tin NS dén cdc thiét bi khdc trén cung phén doan mang, ban tin ndy co ddc diém sau:

Bia chi dich: L& Solicited-Node Multicast cua dia chi IPv6 Unicast can dugc phan gidi thay vi
dung Broadcast nhu ddivéi ARP.

Trusng Hop Limit trong tiéu dé IPvé clia ban tin NS dugc ddt gid tri 255 nhdim d&m bdo badn tin
xudit phdat tur phén doan mang cuc bé (link-local) dé ngdn chdn cdc ban tin gid mao gui tu
mang khac téi.

Budc 3: Nhan va kiém tra ban tin NS

Thiét bi dich nhén badn tin NS va kiém tra gid tri Hop Limit néu khéng phdi lé 255 thi ban tin bi logi bo,
trusng hop Ia 255 thi thiét bi dich chudn bi ban tin Neighbor Advertisement (NA) dé phan héi.

Buéc 4: Gui Neighbor Advertisement (NA)

Thiét bi dich gui phan héi ban tin NA tré lai thiét bi ngudn chiia théng tin dia chi IPvé va dia chi MAC
tuong Ung. Ban tin ndy la ban tin Unicast vi dia chinguén va dia chi dich dé ré rang.

Buéc 5: Cap nhat Neighbor Cache

Thiét bi nguén nhan théng diép NA, céip nhat Neighbor Cache véi anh xa théng tin dia chi IPvé va dia
chiMAC nhén dugc.

Co thé thdy hoat déng ctia NDP t&i uu hon nhiéu so véi ARP do sir dung dia chi Multicast thay cho
Broadcast, ngodira viéc yéu cau Hop limit = 255 cling I& co ché gidp phong chdng téin cdng gid mao
dia chitmang bén ngodi.
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CAC TRANG THAI TRONG NEIGHBOR CACHE

Sau khi dugc phan gidi, thong tin dnh xa gitta dia chi IPvé va MAC sé dudc luu trong bdng Neighbor Cache.

Théng tin Neighbor trong bang ndy co ném trang thdinhu sau:

Incomplete

Day la trang thai déu tién khi thiét bi tién hanh phan gidi dia chi MAC, Iuc nay ban tin Neighbor
Solicitation (NS) d& dugc gui di nhung chua nhan ducc ban tin phan héi Neighbor Advertisement
(NA). Néu sau 3 lan gui thong diép NS ma khéng nhan duoc phdn héi NA, thi dia chi IPvé sé bi xda khoi
bang Neighbor Cache.

Reachable

Tai trang thdi ndy, thiét bi d& nhan dugc thdng tin dia chi MAC tuong ung vdi dia chi IPvé clia
Neighbor va1 s&n saing cho viéc trao ddithéng tin.

Stale

Khi chuyén sang trang thdi Reachable thi mét khodng thai gian thiét 1ap goi Ia Reachable Time
(gidng Aging Time cua ARP). Sau thai gian nay néu thiét bi khédng nhan ducc bdt ky goi tin ndio tur
Neighbor thi dia chilPvé sé& chuyén sang trang thdi Stale.

Delay

Sau khi chuyén sang Stale néu thiét bi nhan ducc yéu cau truyén di liéu dén Neighbor tir cdc tang &
trén (vi du, gdéi tin TCP Syn) thi dia chi IPvé clia Neighbor duoc chuyén sang trang thai Delay. Khi dé
thiét bi van sir dung théng tin dia chi MAC ¢l va tiép tuc gui ban tin tur tdng trén dén dich ma khéng
can thadm do laib&ng bang tin NS. Néu trong vong 5 gidy, thiét bi nhén Iai théng tin phéan héi (vi du nhu
TCP Syn/Ack) thi dia chi IPvé ctia Neighbor chuyén sang trang thdi Reachable. Nguoc Iai, néu khéng
nhan dugc phdn héi, trang thdi cla dia chilPvé sé chuyén sang Probe dé tham do lai.

Probe

O trang thai ndly thiét bi sé& gl ban tin NS dé yéu cdu lai dia chi MAC. N&u nhdn dusc phdn hdi thdng
qua badn tin NA thi trang thdi sé tré vé Reachable, con néu gli NS 31an ma khéng nhan dugc phan héi
thidia chilPvé ctia Neighbor bi xda khdibdang Neighbor Cache.

Khéng muc nao ton tai Ban tin NS dugc gui di Chua hoan thanh

Hé|

dc nhan ban tin NA[lkhéng yéu cau Packet returned

t han - Khéng c6 hanh dong nao

Neighbor Solicitation (NS) sent

Incomplete

Khéng nhén duoc NA sau 3 1an gui NS
3 NS sent with no NA returned

Hét thai gian trao déi Lién lac ducc Nhéan dugc ban tin NA

Reachable Time exceeded (Timeout) Neighbor Advertisesment (NA)
Or Reachable

Unsolicited|NA received

NS sent and
NA received

Nhan géi tin

Stale=No Action Packet sent Delay Probe (Re-resolution
Required —— (Resolution in Progress)
(Requires Re-resolution) JRGAK-EIL Pending) 9

Tam cho
(Yéu cau phan gidi lai) (Chs phan giai) (Bang|phan gidi lai)

Hinh 81. Chi tiét cdc trang thdi ctia Neighbor Cache
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4.16. KY THUAT KIEM TRUNG PIA CHi DAD

Khi mét thiét bi dugc khai bdo dia chi IPvé thi céng hodic nhéain tu déng thi dia chi do sé khdng dugc st dung
ngay ma cén phdi trdi qua qud trinh kiém trung Duplicate Address Detection (DAD) dé bdo dam dia chi do I duy
nhdt. Bia chi cankiém trung la béit ky dia chi Unicast ndio nhu Link Local, Unique Local ho&c Global Unicast.

Ay = b=
—T 1 1

ICMP Type 135 NS '

IPv6 Source UNSPEC = :: ICKEIYRE LA

A Solicited Node Multicast IPv6 Source fe80:a
IPv6 Dest.

ff02::1:ff00: IPv6 Dest. 1f02::1

ing "a” S=1
Query Anyone Using "a Flags
0=0
\ Node A can start using address A >

Hinh 82. Cdc bdn tin trong ky thudt phan kiém tring dia chi

Chi tiét qud trinh kiém trung dia chi DAD bao gém nhing buéc sau:

Buéc 1: Tao dia chi IPvé du kién

Khi mét dia chi IPvé ducc khai bdo hodic gan tu déng, né sé ducc xem la dia chi du kién (Tentative
IPvé6 address) va chua duoc sirdung cho dén khi qud trinh kiém tra DAD hodin téit.

Buéc 2: Gui Neighbor Solicitation (NS)

Thiét bj s& gui mot ban tin Neighbor Solicitation (NS) véi dia chi ngudn ldr :: (Unspecified Unicast), dai
dién cho 128 bit s& 0, vi ltc nay dia chi IPvé Unicast duoc gan chua thé strdung. Dia chi dich clia ban
tin NS I& Solicited-node Multicast tuong ung véi dia chi IPvé dang can dugc kiém tra. Phén ndi dung
bantin NS chua dia chilPvé cankiém tra.

Buéc 3: Kiém tra két qua

Sau khi gui di ban tin NS, néu thiét bi gli khédng nhain ducc phan héi NA sau mét khodng thai gian xdc
dinh thi co nghia khéng cdé mét dia chi ndo tuong tu trén mang, luc nay dia chi du kién sé dugc sur
dung dé giao tiép va trao d&i dirliéu véi cace thiét bi khdc. Trong trusng hop nhén duoc phan hdiNA,
cé nghia dia chi IPvé dé ducc sirdung trén mang ndi b, lic ndy thiét bi s& khdng sirdung dia chindy
V&1 o thé théng bdo 161 (néu gdn tinh) hodc ti€én hainh thi tuc lua chon mét dia chiIPvé khac.

Chay: - Viéc kiém tra trung st dung dia chi multicast "Solicited-Node”, dugc tao tir 24 bit thép cta
dia chi IPvé Uncast can kiém tra. Vi th& co thé nhiéu thiét bi trén cing mét doan mang
dung chung dia chi multicast nay. Khi mét ban tin Neighbor Solicitation (NS) dugc gui di,
nhing thiét bi trén nhan dugc sé kiém tra ndi dung ban tin. Chi thiét bi ndio dang st dung
dia chi trung khép véi dia chi chia trong ban tin NS méi phan héi béng ban tin Neighbor
Advertisement (NA) nh&m théng bdo dia chilPvé cén kiém dang dugcc strdung.
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4.17. KY THUAT DO TIM IPv6 PATH MTU (PMTU)

Path MTU Discovery la mét k§ thuéit quan trong gitip t&i uu viéc truyén dirliéu. Trusce khi gui dir liéu di, cac thiét bi
s& do tim gid tri MTU phu hop nhdt trusce khi truyén dir liéu. Néu sir dung MTU nh thi viéc truyén sé khong hiéu
qud, néu dung MTU I6n thi d&in dén viéc phdn manh goi tin.

M6t bdn tin ICMPvé mai va khd quan trong divéi qud trinh PMTU do 1a Packet Too Big (PTB). Khi mét thiét bi trung
gian nhan thély gai tin IPv6 16n hon gid tri MTU clia c8ng k&t néi cén chuyén goi tin di thi thiét bi do sé loai bd goi
tin va& tao ra ban tin Packet Too Big glii nguoc lai cho thiét bi nguén yéu cdu phan manh gai tin. Bay 1a diéu khac
biét réit can ban so véi IPv4 vi cac thiét bi trung gian s& phén manh goi tin IPv4 thay vi théng bdo var yéu céu phan
manh tU thiét bi nguén nhu IPvé. Théng tin quan trong trong ban tin Packet Too Big dé la gid tri MTU can diéu
chinh cho phu hgp.

Source R1 R2 R3 Destination

MTU=1500

\ 4

Packet too big, MTU=1400

A

MTU=1400

A 4

Packet too big, MTU=1300

A

MTU=1300

Hinh 83. Hoat déng cda IPv6 Path MTU

Sau day la cdch hoat dong cia Path MTU Discovery:

Budc 1: Khéi tao va gui géi tin

Thiét bi nguén tao gaéi tin véi gid tri MTU ban ddu, b&ng MTU cla k&t néi tur thiét bj dén router ddu tién
(thusng 11500 byte) v gli goi tin di.

Budc 2: Xu ly tai thiét bi trung gian:

Né&u thiét bi mang trung gian (router) phat hién kich thuéc géi tin I6n hon MTU clia c8ng ndi dén thiét
bi k& ti€p, né sé loai bd goi tin va gli thdng bdao ICMPVé Packet Too Big vé thiét binguén, kém theo gia
triMTU can diéu chinh.

Buéc 3: Diéu chinh kich thuéc va gui lai:

GUi lai gdi tin méi véi kich thuse MTU bang gid tri trong ban tin ICMPvé Packet Too Big nhan ducc.
Qud trinh nay 1&p lai néu tiép tuc nhan thdng bdo tuong tu, cho dén khi gdi tin dudc truyén thanh
cong.

Budc 4: Luu tri thong tin MTU cuéi cung

Thiét bingudn luu théng tin MTU cudi cling tuong ung véi dia chi IPvé dich trong bang MTU Cache.
Hoat déng Path MTU Discovery cla IPvé tuong ddi giéng nhu IPv4 nhung st dung bdn tin khac nhau. Biéu khac

biét quan trong gitia hai giao thuc nay dé & thiét bi mang trung gian khdng thuc hién phdn mdnh géi tin cé MTU
I6n ma théng bdo lgiban tin ICMPv6 Packet Too Big cho thiét bingudn.
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Chay: - Né&u ICMPv6 hodic bdn tin Packet Too Big bi chdin thi viéc do tim PMTU va viéc phén mdanh
goi tin khéng thé thuc hién. Vi thé RFC 4821 d& dua ra mot gidi phdp méi co tén
"Packetization Layer Path MTU Discovery" (PLPMTUD), gidi phdp ndy khéng st dung
ICMPv6 ma s dung cdic giao thuc & I8p trén, vi du nhu TCP. Cdc giao thuc I6p trén sé
truyén cdc gai tin véi kich thuéc MTU nhd dé xem cdc goi tin cé dugc truyén thanh céng
khoéng, sau do sé nang dén 1én cho dén khi xudit hién théng bdo 16i. Phuong phdp ndy gilp
tréinh hién tuong "Path MTU Black Hole" nhu d&i véi IPv4 nén gidp taing dé tin cdy khi truyén
dirliéu quamang.

4.18. TONG KET CHUONG 4

Trong chuong 4, ching ta d& khdm phd vai trd quan trong clia giao thuc ICMPvé trong hé thng mang IPvé,
cling nhu cdéc k§ thudt var dich vu mang phd bién lién quan. Bat déu véi ICMPV4 va tién téi tim hiéu ICMPV6, noi
dung clia chuong trinh bay chi tiét vé cach thic ICMPVé hé tro cac hoat déng gidm sat, chdn dodn var xly su cd
trong mang, thay thé va t8i uu hda nhiéu chic ndng so véi IPv4. Bén canh dé, chuong cling dé di sGu vao
Neighbor Discovery Protocol (NDP)—mét gico thic c8t 18i trong IPvé, gitip quéan ly qud trinh phdn gidi dia chi, tim
ki€m lain cén va tu ddng gan dia chi. Cac phuong phdp cdp phdat dia chi nhu SLAAC va DHCPvS, ky thudit kiém
tra dia chi DAD v&1 quy trinh Path MTU Discovery (PMTUD) ciing dudc gisi thiéu nhdm dam bdo truyén tai diliéu
t8i uu trén mang IPvé. Viéc hiéu rd nhimg ndi dung ndy sé giup ban van hanh hé théng mang IPvé mdt cach hiéu
qud, tan dung t&i da lgi thé clia cdc giao thic méi va dam bdo tinh 8n dinh cling nhu hiéu sudt cla mang. Bay la
nén tang quan trong dé ti€p tuc nghién cuu cdac dich vu mang nang cao va t8i uu hoa hé thdng trong cdac
chuong tiép theo.

4.19. CAU HOI ON TAP CHUONG 4

Giao thuc ICMP c6 vai tro gi trong mang va ICMPvé khac biét nhu thé ndo so véi ICMPv4?

Giao thuic ICMP (Internet Control Message Protocol) déng vai trd quan trong trong viéc hé tro IP
bdng cach cung cdip cac co ché bdo 18i, kiém tra k&t ndi v giam sat chéit luong dusng truyén.
ICMPV6, dugc phat trién va b8 sung nhiéu tinh nding so véi ICMPV4, trd thanh mot thanh phan c&t 16
trong hau hét cdac dich vu mang IPvé. N6 khéng chi thuc hién cdc chic ndng tuong tu ICMPv4 mét
céceh hiéu qud hon ma con tich hop céce giao thic quan trong khdc nhu NDP (Neighbor Discovery
Protocol) v&t MLD (Multicast Listener Discovery). ICMPv6 logi bd cdc co ché khdng hiéu qud clia IPv4
vamang lginhing tinh n&dng mdi manh mé hon cho viéc quan ly va téi uu hda mang IPvé.

NDP (Neighbor Discovery Protocol) la gi v né thay thé giao thuc néo trong IPv4?

NDP (Neighbor Discovery Protocol) I mét giao thic quan trong trong IPvé, thay thé& cho giao thuc
ARP (Address Resolution Protocol) trong IPv4. NDP st dung cdc bdn tin ICMPvé dé thuc hién nhiéu
chuc ndng quan trong nhu phén gidi dia chi IPvé sang dia chi MAC, tim kiém cdc thiét bi lan can,
phat hién router vé tu déng cdu hinh dia chi. NDP hoat déng hiéu qud hon ARP bé&ng cdch st dung
cdc ban tin Multicast thay vi Broadcast va tich hop thém cac co ché bdo mat.
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SLAAC (Stateless Address Autoconfiguration) hoat déng nhu thé néo vé lgi ich cua né la gi?

SLAAC (Stateless Address Autoconfiguration) I mét tinh néng cho phép cdéc thiét bi ty déng tao
va& gdn dia chi IPvé ma khéng cdn mdy chi DHCP. Khi mét thiét bi k&t ndi vaio mang IPvé, nd sé gui
ban tin Router Solicitation (RS) dé yéu céu théng tin tu router. Router s& phan héi béng ban tin
Router Advertisement (RA), chua tién t& mang (Prefix) va dd dai tién t8. Thiét bi sau doé két hop tién
& ndy véi mét Interface-ID (cé thé dugc tao theo chudin EUI-64 tr dia chi MAC hodc ng&u nhién
theo RFC 4941) dé tao dia chi IPvé Unicast cho chinh né. SLAAC gitip don gidin héa viéc cdu hinh
dia chi, d&c biét hu ich trong cac mang 16n va loT, déng thai cung cdip khd ndng tu déng va linh
hoat. Tuy nhién, SLAAC thudng chi cung cép dia chi IPvé va Default Gateway ma khéng bao gém
théng tin DNS Server.

DHCPvé (Dynamic Host Configuration Protocol for IPvé) cé nhing ché dé hoat déng ndo va
ching khéac nhau ra sao?

DHCPv6 cé haiché dé hoat ddéng chinh:

Stateful DHCPvé: Tuong tu nhu DHCPv4, mdy cht DHCPv6 sé quan ly viéc cdip phdt dia chi
IPvé, thdong tin DNS va cdic tly chon cdu hinh khdc cho cdc thiét bi. May chi luu trir trang
thdi clia cac dia chi dé dugc cép phat dé tranh trung 1&p.

Stateless DHCPvé: Trong ché dé ndy, cdc thiét bi van sir dung SLAAC dé tu déng céu hinh
dia chi IPvé va Default Gateway. Tuy nhién, chung sé& sir dung DHCPV6 server chi dé nhan
cdc théng tin cdu hinh khdce nhu dia chi DNS server va cdac tly chon bé sung.

Ngodi ra, router con co thé diéu khién cach cdu hinh dia chithéng qua cdc flag trong bdn tin RA:
M Flag (Managed Address Configuration flag): Néu ducc ddt a1, cde thigt bi phdi sirdung
Stateful DHCPvé dé |8y dia chilPvé va cac théng tinkhdc.

O Flag (Other Configuration flag): Néu ducc dat 1a1va M Flag 1a O, cdce thiét bi sé sir dung
SLAAC cho dia chilPvé va Stateless DHCPvé dé &y cac thdng tinkhdc.

Né&u caMFlag va O Flag déula O: cde thiét bi chi strdung SLAAC va khéng dung DHCPvé.

Ky thudt EUI-64 duoc su dung nhu thé ndo dé tao Interface-ID trong dia chi IPv6?

EUI-64 (Extended Unique Identifier) Ia mét phuong phdp tao Interface-ID 64 bit tur dia chi MAC 48
bit ctia thiét bi. Qud trinh ndly bao gém céc budc sau:

1. Tach dia chi MAC: Bia chi MAC 48 bit dugc chia thanh hai phén 24 bit: Organizationally
Unique Identifier (OUI) va Device ID.

2. Chén FFFE: Chudi 16 bit cé gid tri hexadecimal FFFE dugc chén véio gitia phén OUI v
Device D.

3. Dao bit U/L: Bit thu 7 (Universal/Local bit) trong phén OUI sé bi d&o ngusc (0 thanh Thodc 1
thanh 0). K&t qud I& mét Interface-ID 64 bit duy nhdt, co thé k&t hop véi tién t6 mang /64
nhan dugc turouter théng qua SLAAC dé tao thanh dia chiIPvé Unicast.

Tai sao RFC 4941 dé xuéit s dung Interface-ID ngdu nhién vé dia chi tam thsi trong IPv6?

RFC 4941d8é xudit sir dung Interface-ID ngéu nhién v dia chi tam thdi nh&m téng cusng béo mért
va quyén riéng tu cho ngudi dung IPvé. Viéc tao Interface-ID tur dia chi MAC (théng qua EUI-64) co
thé&lam 16 théng tin vé ngusi dung var cé thé bi theo déi khi di chuyén gitia cdc mang khdc nhau. SU
dung Interface-ID ng&u nhién gitp che gidu théng tin ndry, gidm nguy cc bi theo déi va téin cong.
Bia chi tam thaila cac dia chi IPvé cé thsi gian tén tai ngdn hon dia chi chinh va dugce strdung cho
cdc két néi ra bén ngodi Internet. Khi hét thai gian, dia chi tam thsi sé bi thay thé b&ng mét dia chi
ngdu nhién méi, gitip t&ng cusng tinh &n danh vér gidm khad n&ing bi theo déi theo thai gian.
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Qua trinh DAD (Duplicate Address Detection) hoat déng nhu thé néo trong IPv6?

DAD (Duplicate Address Detection) I mét co ché dugc sir dung trong IPvé dé dam bdéo réing mot
dia chi Unicast (Link Local, Unique Local hodic Global Unicast) & duy nhét trén mét phéan doan
mang trusc khind dusc st dung. Qud trinh DAD dién ra nhu'sau:

1. Dia chi du kién: Khi mét thiét bi ducc gdn hodic tu déng cdu hinh mét dia chiIPvé, dia chindy
s& & trang thdi "dukién” (Tentative).

2. Gui NS: Thiét bi gti mét ban tin Neighbor Solicitation (NS) véi dia chi ngudn | dia chi khéng
xdac dinh (::) va dia chi dich 1a dia chi Solicited-Node Multicast tuong ung véi dia chilPvé dang
dugac kiém tra. Néi dung ban tin NS chia dia chilPvé can kiém trung.

3. Kiém tra phan héi: Néu khéng co thiét bi ndio trén mang dang st dung dia chi ndry, thiét bi guii
s& khéng nhan dugc bdét ky ban tin Neighbor Advertisement (NA) ndio trong mét khodng thai
gian nhdt dinh. Luc nay, dia chi du kién sé tré thanh dia chihop 1é va dugc strdung.

4. Phat hién trung I&p: Néu thiét bi gli nhan ducc mét ban tin NA phan héi, diéu dé co nghia la
dia chi dang duoc kiém tra dé@ ducc st dung bdi mot thiét bi khac trén mang. Trong trusng
hop nay, thiét bi gui s& khéng sir dung dia chi dé vér cé thé théng bdo 18i hodic c8 gdng s
dung mét dia chikhdc.

Ky thuéat do tim MTU dusng truyén (Path MTU Discovery) hoat déng nhu thé néo trong IPvé va
badn tin ICMPv6 ndo lién quan dén qua trinh nay?

Ky thuat do tim MTU dudng truyén (Path MTU Discovery - PMTUD) trong IPvé cho phép mét thiét bi
nguén xdac dinh kich thudc géi tin I8n nhéit (MTU) co thé dugc truyén di trén dusng déin dén mot dich
ma khéng bi phén manh. Qud trinh nay hoat déng nhu sau:

1. GUi géi ban déu: Thiét bi nguén bt déu gui cdc géi tin véi kich thusc béng MTU clia giao
diénguidi.
2. Bain tin Packet Too Big: N&u mét router trén dusng dé@n nhan théy goi tin qud 16n so véi MTU

cuia giao dién ti€p theo, né sé hlly goi tin va guii mét ban tin ICMPv6 Packet Too Big (PTB) tré lai
thiét bi nguén. Ban tin PTB nay chufa gid triMTU ma router hé tro cho chdng tiép theo.

3. Diéu chinh kich thuéce: Thiét bi ngudn nhan dugc ban tin PTB sé& gidm kich thudc géi tin xuéng
gid tri MTU dugc chi dinh va thr gui Iai. Qud trinh nay 1&p lai cho dén khi géi tin dén dich ma
khéng nhéin phdibdn tin PTB ndo.

4, Luu trirMTU dusng truyén: Thiét binguén sé luu trr gia tri MTU dusng truyén dé tim dugc cho
cdp dia chingudn va dich trong bd nhé Cache dé sirdung cho cac két ndisau ndy.
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CAC KY THUAT CHUYEN POI TU IPv4 SANG IPvé

Viéc chuyén déi tir IPv4 sang IPvé 1a mét thach thuc 16n do co su khdac biét vé cdu tric va cdch thic
hoat déng gilia hai giao thic. Bén canh dé, méi hé théng mang clia cdc doanh nghiép, t6 chuc lai céd
ddc thuriéng vé quy mé, cdng nghé va loai hinh dich vu nén khéng thé dp dung mét gidi phdp chuyén
d&i chung cho tdt cd hé thdng. Bé gidi quyét vén dé ndy, nhiéu k¥ thudit chuyén déi dé dugc dé xudit
v6i nhimng uu va nhucc diém riéng. Viéc lua chon dldng gidi phdp s& dam béo qud trinh chuy&n déi dién
rasudn sé, hiéu qud va tiét kiem.

Chuong nay bdt déu véi nhiing thdch thic vér yéu céu ma cdc t6 chuic phai déi mét do su khdc biét
gilia hai gico thic. Sau dé, né gisi thiéu v phan tich chi tiét ba ky thudt chuyén déi chinh: Dual Stack
(hoat déng déng thai ca hai giao thic), Tunneling (déng géi IPvé trong IPv4) va Translation (chuyé&n ddi
dia chi gitta hai giao thuc), Iam ré uu nhugc diém clia tung phuong phdp. Bac biét, chuong ndy con dé
cap dén cdc gidi phdap trién khai IPvé trong mang MPLS, nhu 6PE va 6VPE. Cudi cung &1 16 trinh chuyén
déi IPvé6 tai Viet Nam do VNNIC dé xudt, bao gém cdac giai doan chudn bi, thir nghiém va chuyén ddi
chinh thic. Muc dich clia chuong & cung cdip kién thuc toan dién vé cac k§ thudrt va k& hoach chuyén
ddi, gitp cac té chuc co thé lua chon va thuc hién qud trinh nay mét cdch hiéu qua.

Chuong ndy gitip ban ndm dugc nhing néi dung sau:
Nhiing thdach thuc véa yéu cdu co ban trong qud trinh chuyén déi tur IPv4 sang

IPvé. Ban sé& hiéu réing day 1& mot ké hoach dai han doi hdi su chudin biky luéng vé
nguén luc, 1&p k& hoach chitiét var lua chon ky thudt phu hop.

Ky thuat Dual Stack: la mot trong nhiing k§ thuat chuyén déi phd bién nhdit, cho
phép cdc thiét bi hoat déng déng thai trén cd hai giao thuc IPv4 v IPvé. Ban sé
ndm dusc uu diém cla Dual Stack cling nhu nhiing thach thiic cla ky thuét ndy.

Ky thuat Tunneling: cho phép truyén goi tin IPvé qua mang IPv4 bdng cach déng
gdi chung trong cac goi IPv4 . Ban sé hiéu tai sao kY thudt nay thusng duoc s
dung khi khéng thé trién khai Dual Stack nhung cling cé nhiing han ché.

Ky thuat Translation: cho phép cdc thiét bi thudn IPvé6 va thudn IPv4 gico tiép
truc tiép thdng qua viéc "bién dich” dia chi cing nhimng uu vé han ché. Tuy vy,
Translation van I& mét gidi phdp quan trong trong giai doan chuyén ddi, ddc biét
husng t&i IPv6 Only.

Chuyén déiIPv6 cho mang MPLS: mét cong nghé quan trong trong cdc hé théng
mang I6n ctia nhd mang. Chuong ndy gidi thiéu hai ky thudt chuyén déilPvé rieng
chomang MPLS |1 6PE (IPvé Provider Edge) véa 6VPE (IPvé VPN Provider Edge).

L6 trinh chuyén déi IPvé tai Viet Nam, bao gém cac giai doan chudn bi, k&t niva
thirnghiém va chuyén d&i chinh thic. Ban sé hiéu vé vai trd ctia VNNIC trong viéc
x&y dung va thuc ddy |6 trinh nay véi 3 giai doan va 10 budc thuc hién chitiét.

T6m lgi, chuong 5 cung cdp mét cdi nhin toan dién vé cdc ky thudt va 16 trinh chuyén déi tir1Pv4 sang IPve6, gitip cdc to
chircva doanh nghiép c6 thé lua chon phuong phdp phi hop détrién khai iPvé mét cdch hiéu qud va bén ving.
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5.1. NHUNG THACH THUC VA YEU CAU

Viéc chuyén dituIPv4 sang IPvé ddit ra nhiéu thach thiic dang ké do sukhdc biét co ban gitia hai giao thic. Cac
t8 chuc budc phai lua chon k¥ ludng gidi phdp chuyén ddi nhu Dual Stack, Tunneling hodc Translation. Viéc lua
chon khéng chi &nh hudng dén qud trinh chuy&n déi ma con tac déng dén céng tdc quan ly va van hanh hé
th&ng mang ca trong vé sau khi chuyé&n déi.

Mot vain dé khac la viée hd tro IPvé clia cac ung dung va phén mém. Nhiéu ung dung cli chi hé tro IPv4, doi hoi
phdinang cdp hodc viét lai dé tuong thich véiIPvé. Qud trinh naly doi hdi chi philén var thsi gian thuc hién kéo dai.
Ddc biét, cac iing dung hodic chinh séich phu thudc vaio dia chiIP, nhu hé thdng tudng Iia hodc co ché xdc thuc,
phai ducc cdu hinh lgi cdn thén dé trdnh gidn doan hoat déng var xd ra cdc vén dé vé bdo mat.

Ha téng mang va cdc thiét bi mang hién tai cling 1& mét thach thic khéng nhd. Nhiéu thiét bi khéng hé tro hodic
chi hé tre IPvé mét phan. Biéu nay doi hdi cdc t6 chuc, doanh nghiép phai ddu tu nang cdp hodc thay thé thiét
bi, lam gia tang dang ké chi phi. Hon nira, qud trinh thay d&i ndy con tiém &n nguy co gidn doan dich vu, dnh
hudng dén ngudi dung trong thai gian trién khai.

Viéc dinh tuyén va qudn ly mang trong mai trusng IPvé cling dat ra nhiing yéu c&u maéi. IPvé6 kéo theo su nding
cdp va b sung nhiéu giao thic méi nhu: OSPFV3, VRRPv6, DHCPv6, NDP va NPTV ... Viéc ndy doi hdi cac ky su
mang phai lam quen véi nédm bt ching. Bén canh doé, quy mé dia chi khdng 16 ctia IPvé (24128 dia chi) yéu céu
nhiing phuong phdp phén bé va quan ly dia chihodn toan khdac biét so véi IPv4.

B&o mat la mét finh vuc khéng thé bd qua trong qud trinh chuyén déi. M&c du IPvé tich hop sén IPSec dé tang
cudng bado mat, diéu ndy khéng cé nghia I hé thdng sé an toain hon. Trong méi trusng hén hop Dual Stack, noi
IPv4 va IPv6 cling hoat déng, ngudi quan tri céin dam bao khai bdo bado mét nhd&im giam thidu rdiro, duy tri tinh n
dinh clia hé théng mang.

Bén canh do, viéc dao tao va phat trién ky nang cho ddi ngl qudn tri mang la moét yéu céu rédt quan trong. Déi
ngl ndy can dugc trang bi kién thic tu co ban dén chuyén sau vé IPvé, bao gém cac ky thudt cdu hinh, khai bdo
bdo mat, dinh tuyén va xtr ly su cd. Bdc biét, k§ ndng van hanh trong cdc méi trudng nhu Dual Stack hodic IPvé
Only I& y&u t& daim bdo hé théng hoat déng 8n dinh, hiéu quad trong sudt qud trinh chuyén déi va giai doan van
hanh sau do.

Nhu vay, chuyén déi tuIPv4 sang IPv6 khéng chila mét quyét dinh mang tinh k§ thudt ma con 1a mét k& hoach dai
han doi hdi su chudn bi k§ ludng. D& dam bdo thanh céng thi cdc t8 chuc, doanh nghiép can tép trung vao viéc
chudn binguén luc, Iap k& hoach chi tiét var lua chon k§ thuét phu hop véi ddc tha hé thdng mang ciia minh.

5.2. KY THUAT DUAL STACK

DPay la kg thuat dusc dp dung phd bién nhét trong thuc t& du van tdn méot sé han ché. Ky thuéit naly cho phép cac
thi&t bi mang hoat déng déng thai trén c& hai giao thuc IPv4 va IPv6, thiét bi tu quyét dinh sirdung giao thuc ndio
duatrénkhd ndng két néila IPv4 hay IPvé va théng tin tircéc bén ghi DNS.

Uu diém ndi bat cta Dual Stack laky thuat ndy khéng yéu cau thay déi hé thdng mang hién tai, khéng lam anh
hudng dich vu, cé kh& ndng trién khai theo ting giai doan va déi ngl tham gia co thé tiép can dén dan. Cac té
chuc cé thé bét ddu chuyén déi tir cdc phan ving mang nhd ho&c khéng quan trong truéce, sau dé dén méréng
ra todan bd hé thdng, hodin thanh chuyé&n déi ha téng réi dén dich vu. Diéu naly gidp gidm thiéu rdi ro, tranh ap luc
phai chuyén dédi hoan todn hé théng ngay 1ép tuc.

Tuy nhién, Dual Stack cling di kém vé&i mét sé thach thuce. Viée st dung déng thai IPv4 var IPv6 lam tang dé phuc
tap khikhaibdo, khé khdn trong van hanh khai thdc va ddc biét anh hudng dén hiéu sudt thiét bi khi phdi duy tri,
xUly c& hai gico thuc. Do véin duy tri giao thuc IPv4 nén k¥ thudt ndly vén phu thudce vaio tai nguyén dia chi IPv4
hién dang rét khan hi8m nén cé thé anh hudng dén hé théng va dich vu mét thai diém ndio dé.
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Vé m&t bdo mat thi khd ndng cdc hé théng Dual Stack bi téin cong cd & mdi trusng IPv4 va IPvé nén ddy cling &
thdch thuc rdt 16n trong viéc thiét Iép va duy tri cac chinh sach bdo mat. Cac chinh séch bao mat (Policy) can
dugc khaibdo cho cd hai gico thuc va cac chinh sach cho IPvé gén nhu tuong duong véi chinh sdch hién co clia
IPv4, chi khdc dia chi dich. Noi cach khdce, cac Access Control List (ACL) ki8m sodt truy cdp trén cdc thiét bi sé
dugc nhan déi. Viéc thigu sot khai bdo bdo mét cho IPvé s& gay ra 1d héng réit [6n cho hé théng. Cac chinh séch
bdo mat cho IPv6 can phai dugc khai bdo truse khi khai bdo dia chi IPvé trén cdac thiét bi. Va mét diéu niia, néu
dé sirdung co ché chuyén ddi Dual Stack thi khéng nén dp dung thém cdc co ché khdc vi khé kiém sodt nhiing
van dé phdt sinh var lam phic tap thém qua trinh chuyé&n déi.

Dual Stack & gidi phdp dugoc nhiéu té chuc lua chon trién khai trong thuc té vi su an todin v 8n dinh ma né mang

lai trong qud trinh chuyén déi. M&t khdc ky thuat nay cling ducc xem I busc dém ly tudng dé chuyén hé théng
sang hoat déng véi ché dd IPvé Only.

1031532229 20.168.0.10 [ I

Ca 2 giao thuc hoat dong song song

203.1680.0/24

DUAL STACK

IPvs [T
[ oo

> [ o]
2001:0dc9::/48

2402:1900::0/64

2402:900:5 2001:0dc9:2 [
Hinh 84. Hoat déng clia co ché Dual Stack

5.3. KY THUAT TUNNELING

Tunneling I& k§ thuat déng goi (Encapsulation) cho phép cac gai tin IPvé dusc truyén qua mang IPv4 bé&ng céch
gdi chung trong cdc goi IPv4 va co khd nhiéu ky thudit chuyén déi thudc nhdm ndy. Diéu ndy ddic biét hitu ich
trong cdc mang ma ha tang IPv4 van chiém uu thé. Co mét céu ndi trong qud trinh chuyén déi IPvé dé | “Dual
stack where you can; tunnel where you must”. K{ thudt dusng hadm Tunneling khéng ducc danh gid cao so véi
Dual Stack vivan strdung ha tdng clia mang IPv4, lam tang dé tré va tiéu t8n thém tai nguyén xurly do phadi déng,
md goi tin, ddc biét trong cdc mang cé luu lugng cao.

103.153.2229 20.168.0.10 [ D

203.1680.0/24
> it ()
192,168.1.0/24 b IPv4 (b oo

IPv6 o)
[ 00|

[t oo]
2001:0dc9::/48

2402:1900::0/64

2402:900:5 2001:0dc9::2 [

Hinh 85. Hoat ddng ctia co ché Tunnel

Ngodi han ché& nay Tunneling cling tén tai nhiing véin dé lién quan dén b&o mat. Mot s& ky thudit nhu étos, 6RD,
ISATAP, Teredo, Tunnel Broker ... déng géi difliéu IPv6 trong céc ban tin IPv4 dé&n dén ban tin IPvé sé khéng ducc
kiém soat (Bypass). Cac thiét bi bdo mat khéng thé kiém tra déng thai cé hai giao thic. Do dé hé thdng IPvé bén
trong co thé bi téin cong théng qua méi trusng IPv4. RFC 3964 dé mé td rdt chi tiét nhing cdch tén cdng théng
qua étos Tunnel, con ky thuét 6RD ké thira nhiing ddc diém nhu clia 6tos nén véin cé chung véin dé.
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Y THUAT
TUNNELING
6ink Bong goi goi tin IPvé trong gdi tin IPv4 dé truyén qua Két n&i mang IPvé
mang IPv4, khéng yéu cau cdu hinh phic tap. qua ha téng IPv4.
ok Tu déng tao dusng hadm dua trén dia chi IPv4 cong cong, Mang khéng co két
sUr dung tién t& 2002::/16. n&i IPvé tryc tiép.
Teredo S dung UDP dé déng gai IPv6, vucst qua NAT IPv4, hé tro Ngudi dung cudi sau
thiét bj sau NAT. NAT.
ISATAP Tu déng tao dusng hém trong mang ndi bd IPv4, gan dia Mang doanh nghiép
chi IPvé6 cho cdc mdy cha. ndi bo.
GRE Gai tin IPv6 dusc déng goi trong IPv4 bang giao thic Hb tro da giao thuc,
Generic Routing Encapsulation. cdu hinh trén router.
6rd Cai tién cla 6to4, sir dung dia chi IPv4 cla khach hang dé Trién khai IPvé tai nha
tao dia chi IPv6 nhanh chéng. cung cdip dich vu.
. K&t hop Tunneling v&i NAT44, truyén IPv6 qua IPv4 véi hd Mang hd tro chuyén
DS-Lite NI A. o
trg t nha cung céip. ddi Dual Stack.
MAP-T St dung Tunneling véi anh xa dia chi va céng dé chuyén Nh& cung céip dich vu
dai gitia IPv4 var IPvé. hé tro IPvé.
Tach biét dinh danh va dinh vi, hd tro truyén IPvé qua IPv4 Gidi phdp dinh tuyén
LISP N . B ;
bdng dusng ham. linh hoat.
Poin-lp DPong gdi gai tin IPvé trong IPv4 hodic ngudc lai béing co Ung dung han ché do
n= ché co ban. thi€u bdo mat.

Bdng 8. Tom tdt mot s6 ky thudt Tunne/

Vi thé nén han ché stirdung co ché Tunneling. Néu can sir dung thi chi ap dung & pham vi can thiét va cé chinh
sdich bdo mat ky ludng cho cdc thiét bi sir dung IPvé bén trong. Trong thuc t&, k¥ thudit Tunneling dugc dp dung
nhiéu nh&t cho mang chuyén mach nh&n MPLS (Multiprotocol Label Switching), céng nghé nay ducc ap dung
trong cdc nha mang hay hé thdng mang MAN tai mét sé dia phuong, té chue.

5.4. KY THUAT TRANSLATION

Translation (chuyé&n déi giao thuc) la ky thudt cho phép cac thigt bi thudan IPv6 (IPvé Only) vér thudn IPv4 (IPva
Only) giao tiép truc ti€p véi nhau. Cach thiic hoat ddéng clia ky thudt nay I “bién dich” dia chi clia cdc ban tin tr
IPv6 sang IPv4 va ngugc lai. Co hai kY thudit chinh cho gidi phap nay Ia NAT64 va NAT46. NAT64 cho phép cac
thiét bi IPvé Only k&t néi véi cdc dich vu ho&c Uing dung chi hd tro IPv4 Only. Nguoc lai, NAT46 hé tro cac hé théng
IPv4 Only truy céip cdc dich vu hoat déng trén IPvé Only. Hai ky thudt nay thusng dugc sirdung trong thuc t&, ddc
biét & cdc mang can trién khai IPvé Only.

DNS64
[l (<)

1in_oo

IPv6 Only

Hinh 86. Ky thudt NAT cho mang IPv6 Only
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Uu diém I6n nhét ctia Translation & bdo dam kha néng tuong thich ngugc, cho phép cac hé théng IPv4 var IPvé
giao ti€p ma khéng can nding cdp todin bd ha tang mang. Biéu ndly gilip cdc té chic, doanh nghiép tiét kiém chi
phiva thai gian trong giai doan chuyén ddi. Translation cling cho phép trién khai ting budéc, ¢ thé trién khai thir
nghiém IPv6 trén mot phdn hé thdng trusce khi tién hanh trén dién rdng. Gidi phdap ndly dong vai trd nhu mét buse
dém dé khai thac nhiing uu diém ctia IPvé ma khéng lam gian doan cdc dich vu IPv4 hién co.

Tuy nhién, Translation cling cé nhiing han ché& dang ké. Viéc chuyén déi dia chi cua gai tin tir giao thic nay sang
gico thuc kia s& lam tang dé tré vér gidm hiéu sudit mang, ddic biét trong cdc hé théng cé luu luong lén vayéu céu
t8c dé cao. Ngoai ra, Translation phd vé tinh k&t ndi toan tuyén (End-to-End) v8n I& mét uu diém cla IPvé, gay
kho khan trong viéc trién khai cac gidi phap bdo méat nhu IPSec, DNSSec.

DU c6 nhiing han ché, Translation van I& mét gidi phap quan trong trong giai doan chuy&n déi, nhéit I khi cac té
chuc chua s8n séing dp dung IPvé hodin todin, d&ic biét la trong k& hoach tién téi trién khai IPv6 Only.

Ba gidi phap chuyén ddi ti IPv4 sang IPvé trinh bay & trén déu cé uu, nhugce diém riéng, dong thai cho phép lua
chon phu hgp véi timg tinh huéng trién khai cu thé. Viéc lua chon gidi phdp ndo cén can nhdc ki ludng cac yéu té
nhu chi phi, hiéu sudit, tinh &n dinh v muc tiéu dai han, nh&m dam bdo qud trinh chuyén ddi sang IPv6 dién ra
hiéu qud va bénving.

5.5. CHUYEN DOI IPvé CHO MANG MPLS

Coéng nghé chuyén mach nhén MPLS (Multiprotocol Label Switching) I mét cdng nghé tién tién dugc sirdung réit
phd bién trong cdc hé thdng mang 16n, cung cdp da dich vu nhu clia cde nhd mang (ISP) hay tram trung chuyén
Internet (IXP). Cac hé thdng mang MPLS vé quy md co thé & pham vi ctia mdt hodic vai quéce gia va cd cung cdp
r&t nhiéu dich vu quan trong nhu 4G, 5G, FTTH, IP Leased Line, IPTV ... Vi thé viéc chuyén d&i IPv6 cho cdc mang
MPLS r&t phuc tap va co thé anh hudng rdt nhiéu dich vu va gdly tdc déng lén.

Mat khde, co nhiéu giao thiic dugc trién khai trong mang MPLS nhu IGP, LDP, RSVP, néu chuyén déi sang IPvé thi
cén phai ndng cdp, thay thé& cac giao thuc ndy dé hé trg IPvé. Viéc ndy thuc su réit mét thai gian vér phuc tap.
Nhiéu hang san xudit thiét bi khdng man ma véi viéc ndy. Ngodi ra RFC 7439 (Gap Analysis for Operating IPvé-
Only MPLS Networks) cling dé& phan tich réit ré nhiing véin dé gdp phdikhi chuyén mang MPLS sang hoat déng véi
ch&dd IPvé Only.

M6t Igi thé clia mang MPLS |& hién d& cé nhiing LSP (Label Switched Path) gitia cdc PE Router (Provider Edge)
ducc thiét lap trén nén IPv4. Bay I nhig Tunnel dugc tao tu déng bdng LDP (Label Distribution Protocol) hodic
bang RSVP (Resource Reservation Protocol) nén cén mét gidi phdp dé tén dung nhiing Tunnel ndy dé truyén tdi
diliéu IPvé theo k§ thudt Tunneling dugc gidi thiéu & phan truse.

Chinh vi th& d& co mét gidi phap chuyén déi IPvé riéng danh cho mang MPLS bao gém hai k§ thudt & 6PE (IPvé
Provider Edge) va&1 6VPE (IPvé VPN Provider Edge). Sau day 1 théng tin chi tiét ctia 6PE va 6VPE:

5.5.1. 6PE (IPvé6 Provider Edge)

6PE (IPv6 Provider Edge) Ia mét ky thudt cho phép cdac gdi tin IPvé duoc van chuyén qua mang MPLS théng qua
cdc LSP chay IPv4 Only ma khéng cén néng cép hodic chuyén déi mang 16i sang IPvé. Co ché hoat déng clia 6PE
dua trén viéc cdc router bién (PE Router) hoat déng véi cd IPv4 var IPv6 (ch& dé Dual Stack). Tai router PE ngudn,
cdc gai tin IPv6 duoc "déng nhén MPLS" r6i ducc van chuyén qua théng qua cde LSP dugc thiét [ap trusce théng
qua IPv4. Céc router trung gian sé chi xir ly nhé&n MPLS md khdng can biét théng bén trong 16 IPv4 hay IPvé. Khi
dé&n Router PE dich, cdc goitin sé ducc "gd nhan" dé tiép tuc xtrly dusi dang IPvé.

6PE co ddc diém ndi bat 1atén dung mang MPLS IPv4 hién ¢, gitp gidm thiéu nhu c&u nang cdp mang 16iva cho
phép trién khai IPvé dé dang va nhanh chéng. Bay I& mét gidi phdp phi hop cho cac nhda mang mudn trién khai
IPv6 tung budc ma van git dusc ha tdng MPLS hién tai. V& uu diém, 6PE gilp gidm chi phi va thai gian dé nang
cdp mang 16i, déng thai dam bdo hiéu sudit cao nhd hoat déng déng gé nhan MPLS va dir liéu duoc truyén di
qua cdc LSP s8n cé. Ngodi ra, né tuong thich tét véi cdc giao thuc dinh tuyén IPvé nhu BGP, giup mang hoat
déng 6n dinh trong qud trinh chuyén déi.
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IPv4 +fIPvé  IPv4 + IPvé

Hinh 87. Hoat dong cda co ché 6PE

Tuy nhién, 6PE cling cé mét s6 han ché cén luu y. Viéc trién khai 6PE phu thudce vaio kha néng héd tre IPvé clia céc
router bién, déng thai khéng hd tra cdc dich vu VPN phuc tap. Vi vay, céc té chic cdn cén nhdc k¥ ludng vé ha
tdng mang va muc tiéu dich vu khilua chon ki thudt ndyy.

5.5.2. 6VPE (IPv6 VPN Provider Edge)

6VPE (IPv6 VPN Provider Edge) I mét co ché mé réng tir 6PE, cho phép trién khai dich vu VPN IPv6 trén mang
MPLS hién cé. Ky thuat ndly ducc strdung phd bién hon so véi 6PE vi trong thuc t& cdc dich vu trén mang MPLS
phan 16n strdung VPN. Trong mé hinh ndly, cdc PE Routers x(rly déng théi cé luu lugng IPv4 VPN va IPv6 VPN bang
cdch sir dung cdac bang dinh tuyén riéng biét cho tung khdch hang, ducc goi I& VRF (Virtual Routing and
Forwarding). Luu lusng IPv6 VPN dugc "déng géi' bding nhén MPLS riéng dé vain chuyén qua mang giéng nhu co
ché& clia 6PE, ddm bdo tinh tach biét va bdo méat gitta cdc khach hang.

Déng thai, gidi phdp ndly mang lai tinh linh hoat cao khi cho phép hd trg song song cé IPv4 VPN vér IPvé VPN trén
cung mét ha téng mang 16i dang st dung IPv4 Only. Nhing uu diém chinh cla 6VPE bao gém viéc tén dung
mang MPLS hién tai, tich hop dé dang véi cdc dich vu VPN clia khdch hang va dam béo tinh bdo mét cao nhe
kh& nang tach biét luu luong gitia cac khach hang.

IPv4 + IPv6 P IPv4 IPv4 + IPvé

A
v

MP-iBGP

Hinh 88. Hoat déng cla co ché 6VPE

Viéc trién khai 6VPE sé& céiu hinh phuc tap hon so véi 6PE, tuy nhién day vén & gidi phdp t6i uu cho cdc nhéi cung
cdp dich vu can trién khailPvé VPN trén ha tdng MPLS ma khéng lam gidn doan hoat déng ciamang 16i.
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5.6. XAY DUNG KE HOACH CHUYEN POl IPvé

K& hoach chuyén déi tu IPv4 sang IPvé doi hdi su chudn bi ki ludng va mét 16 trinh chi tiét, dam bdo tinh lién tuc
cua dich vy va phu hgp véi ddic thu clia ting linh vuc nhu doanh nghiép, mang ¢ dinh vé mang di dong.

L& trinh ndy cén dusc xd@y dung theo ting giai doan ré rang, bao gém:
. Khdo sat, danh gid hién trang hé théng va lap k& hoach chi tiét.

. Thi nghiém trién khai song song IPv4/IPv6 (Dual Stack) hodic sir dung ki thuét Tunneling cho quy mé nhd dé
dam bdo hoat ddng n dinh.

. M& rdng Ung dung IPv6 trén toan hé théng.
+  Chuyén déihodn toan sang IPvé khi diéu kién cho phép, strdung k¥ thuat Translation.

Bén canh cdc yéu t6 kY thudt, viec ddo tao nhén su, ndng cao nhdn thiic thdng qua truyén théng va phdi hop
chdt ché gitia cac bén lién quan cling Ia nhitng y&u t& quan trong. Mot 16 trinh duoc thiét ké bai bdn khdng chi
gilp t6 chic sén saing cho IPvé ma con tao nén tang viing chéc cho qud trinh chuy&n déi s& trong tucng laii.

Trung tam Internet Viet Nam (VNNIC) véi vai trd thic d8y chuyén ddi IPvé trong nuéce trong nhiéu ndm qua, dé xay
dung Tai liéu husng dén chuyén déi IPvé danh cho céc co quan nhd nude vl cé thé nhén réng dp dung cho cdac
don vikhdc. K& hoach bao gém 3 giai doan véi 10 budc thuc hién chi tiét, nhdim thuc ddy viéc ung dung IPvé tai
Viét Nam médt cdch co hé théng vahiéu qud. Dudi ddy & chi tiét cdc giai doan va budc thyc hién:

5.6.1. Giai doan 1: Chuan bi

Muc tiéu: Xay dung nén t&ng viing chdic, d&dm b&o nhén thuc, nhén luc vér tai nguyén ky thudt sén saing cho qua
trinh chuy&n déi.

. Buéc 1: Do tao nhan sy, tuyén truyén ndng cao nhan thuc vé IPvé.
. Buéc 2: Ra sodt hatdng, danh gid khd nding hd tro IPvé clia mang udi, thiét bi, phén mém.

. Buéc 3: Dang ky dia chiIPvé var tdi quy hoach tai nguyén mang theo tiéu chudn mai.

Lap ke hoach — N
4p ke hoac Chuyén dai IPv6 cho Trung Chuyén doi IPvé Hoan thign

- Ra sodt, danh

i Tai nguyén tam tich hgp dit liéu két ndi WAN tdi - Chuyén ddi toan
gid tng thé * R 02 AT R " e % N bo hé théng IT noi
5 mang ludi, dich Dang ky dia chi IPv6, - Hé théng mang 16i, két ndi Internet; cac dqn Vi bo;
D?o t?‘fl vu (thiét bi, phan 1Pv4, s6 hiéu mang ASN - Hé théng DNS; - Mé rong trién khai huyén d6
truyén théng mém; hatang, he | | docap: -C8ng thong tin (Website dudi tén mang LAN; i h”vye" & fffl
~Tap huah, dao tao, chusn | | theng DNS..); ' | *Quy hoach dia chi cho:  mien gov.vn), dich vy cong tryc ¢ Thuchignchuyén | | (ieh v cOKELnG
bi nhan su; - Lap k& hoach, + Hé thong dich vy, IDC, :Iuyé’n; : dai hd tro dong thoi | in sang lri§;|
~Truyén thong, néng cao phuong 4n téng Clolfd.“; L ;- Céc dich vu Internet co ban: Email, : |Py4/|?v_6~0hq mang ! khai mang thuan
nhan thc. the chi tiét, +Hé théng quén Iy; 1 phan mém ¢ng dung noi bo... 1 kétndi dién rong " Ipvé (P 2 onl
¢ g + Hé théing IT ngi bo. \ \\(WAN) 1 IPV6 (IP6 Only).

. . 2

GIAI DOAN 2 - KET NI, THU' NGHIEM
]

GIAI DOAN 1 - CHUAN BI ‘ ‘ ‘ ‘GIAI DOAN 3 - CHUYEN BGI CHINH THUC

K&t ndi, dinh tuyén H Phan mem, Thir "9'"?'“ (ing Banh gid

~Lam viéc vGi ISP: !l ngdung dung, dich vu -anh gid sauthy | @
+Yéu cau duong truyén Intemethd trg + | i - Thir nghiém tng dung nghiém; .
dong thoi IPv4/IPv6; 1| Yéu cau don vi IPv6 cho phan mang ket - Xéy dung k& hoach
+Yéu cau quang ba viing dia chi IPv6 cung cép phan mem, nGi Internet, dich vu DNS tiép theo.
clia don vj trén Internet toan cau; ‘L”Qd‘)"q g:jal Ehap, va Website quy md nho;
- K&t néi Gi ia & thué ngoai dich vu ~Thir idm v6i cdc hé

K&t ndi IPv6 véi mang s6 liéu chuyén ONTT bt 110 dong Tpu nghiém véi cdc h_g GOV

dung. thang mang LAN va Wifi

két nGi Internet st dung Thong tin, tai liéu huéng dan:
~|_PV_6'_ R https://www.vnnic.vn/ipv6/

thai IPv4/IPv6.

Hinh 89. K& hoach 03 Giai doan - 10 budc chuyén doi IPv6
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5.6.2. Giai doan 2: Két néi va thu nghiém

Muc tiéu: Dam bdo kha nang k&t n&i IPvé trén todn hé thdng, thirnghiém thuc t& va ting budc trién khai cac dich
vu quan trong.

+ Buéc 4: K&t ndilPv6 vsimang Internet, lam viéc véi ISP dé dam bao dusng truyén hd tre song song IPv4/IPvé.
+ Buéc 5: Kiém tra va chuyén déi phéin mém, ting dung ndibd sang IPvé.
+  Buéc 6: Thirnghiém dich vu trén nén IPvé, bao gdbm Website, Email, hé théng DNS vasmang LAN/Wi-Findi bo.

+ Buéc7:Danh gidkét qud thirnghiém, gidm sat var diéu chinh truéce khi chuyén déi chinh thire.

5.6.3. Giai doan 3: Chuyén déi chinh thuc

Muc tiéu: Hodn thién qud trinh chuyén ddi, ddm bdo hé thdng hoat déng 8n dinh trén nén IPvé, huéng dén trién
khailPvé hodntoan.

+  Budc 8: M& rong trién khai IPvé cho hé thdng trung tém dir liéu, céc dich vu cong tryuc tuyén va Uing dung
ndibo.

+ Buéc 9: Chuyén déi toan bd mang lusi WAN, lién két IPvé gitia cac don vi, dam bdo van hanh song song voi
IPv4 trusc khi c&t giam.

+ Buéc 10: Hoan tét qud trinh chuyén ddi, danh gid toan dién v huéng dén viéc trién khai "IPvé Only” trong
tuong lai.

K& hoach chuy&n déi IPvé knéng chi tép trung vaio cdc budce ky thudt ma con nhdn manh vai trd clia ddo tao,
truyén thédng v giam sat, tao nén mét mé hinh chuyén déi toain dién. Tailiéu méu gidp co quan, don vi xdy dung
va trién khai tét cong tac IPvé, gdp phén quan trong cho céng téc chuyén ddi IPvé Viet Nam, dac biét trong bdi
cdnh chiénlugc chuyén déi s quéc gia huéng téi muc tiéu dai han nhu IPvé Only trong tuong lai.

5.7. TONG KET CHUONG 5

Chuong 5 dé trinh bay chi tiét vé cac ky thuat chuyén déi tirIPv4 sang IPv6, mét qud trinh tét yéu dé ddap Ung nhu
cdu mé rong khéng gian dia chi vél ndng cao hiéu sudit mang. Néi dung chuong dé phén tich nhiing thdch thuc
va& yéu cau ddt ra khi trién khai IPvé, tir dé gisi thiéu cdc gidi phdp k§ thuat phé bién nhu Dual Stack, Tunneling vér
Translation, gitp dam bdo kh& ndng tucng thich gitia hai giao thuc trong giai doan chuyén déi. Bén canh do,
chuong 5 cling dé cép dén cdac ky thudt trién khai IPvé trong mang MPLS, ddic biét la cdc gidi phdp 6PE va 6VPE,
gilp cdc nha cung cdp dich vu mang cé thé hd tre IPvé ma khéng can thay déitoain bé ha téing hién cé. Ngoaira,
chuong ndy cling cung cdp cdi nhin t8ng quan vé cdch thic xdy dung va trién khai k& hoach chuyén déi IPvé cho
mang co quan, doanh nghiép, véi ba giai doan ti chudin bi, thirnghiém cho dén chuyén déi chinh thuc. Viéc hiéu
rd cac ky thudt var 16 trinh ndly sé giup cdc t8 chuic, doanh nghiép va nhd quan ly mang cé k& hoach trién khai IPvé
mot cach hiéu qud, t8i uu hda tai nguyén mang va dam bdo su phdt trién bén ving clia hé théng trong tuong lai.
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5.8. CAU HOI ON TAP CHUONG 5

Tai sao can phai chuyén déi tu IPv4 sang IPv6?

Viéc chuyén déi turIPv4 sang IPvé la can thiét do khdng gian dia chi IPv4 (khoding 4,3 ty dia chi) ngdy
cang can kiét, khéng ddap ung ducc su phdt trién nhanh chong clia Internet va cdc thiét bi k&t ndi.
IPv6 cung céip mét khéng gian dia chikhdng 16 (khoding 340 ty ty ty ty dia chi), gidi quyét triét dé vén
dé ndly vat mé ra khd nang két ndi khéng gisi han cho tuong lai.

Nhiing théch thuc chinh khi chuyén déi tir IPv4 sang IPvé la gi?

Qua trinh chuyén déi IPv4 sang IPvé d8i mat véi nhiéu thach thie, bao gdm sy khdc biét co ban gitia
hai giao thuc doi hdi lua chon kY ludng cdc gidi phdp chuyén déi (Dual Stack, Tunneling,
Translation); su tuong thich clia cac Ung dung va phén mém cU; yéu cu néng cdp hodc thay thé
cdc thiét bi mang hién tai; nhirng phuc tap trong dinh tuyén v qudn ly mang IPvé véi cée giao thuc
mai; céic vain dé vé bao mért trong méi trusng hdn hop vénhu céu ddio tao déingl quén trimang.

Ky thudat Dual Stack la gi va né hoat dong nhu thé nao trong qua trinh chuyén déi IPv6?

Dual Stack la mét ky thuat cho phép cdc thiét bi mang hoat déng déng thai vai cd hai giao thuc
IPv4 va IPvé. Thiét bi sé tu déng quyét dinh st dung giao thuc ndo dua trén kha ndng k&t ndi va
théng tin tir DNS. Uu diém ctia Dual Stack la khéng yéu céu thay déi hé thdng mang hién tai, cé thé
trién khai ting giai doan, gidm thiéu rdi ro. Tuy nhién, né cling lam tang dé phuc tap trong cdu hinh,
van hanh va cé thé anh hudng dén hiéu sudit thiét bi do phai duy tri cd hai giao thic.

Ky thuat Tunneling dugc sir dung nhu thé nao dé truyén du liéu IPvé qua mang IPv4?

Ky thuat Tunneling cho phép déng géi cac gai tin IPv6 bén trong cdc gdi tin IPv4 dé truyén qua
mang IPv4. Co nhiéu kY thudt Tunneling khdc nhau nhu 6in4, 6to4, Teredo, ISATAP... K§ thudit ndly hiu
ich khi can k&t n&i cdc mang IPv6 qua ha tang IPv4 hién co. Tuy nhién, Tunneling co thé lam taing dé
tr&, tiéu ton tai nguyén x Iy var tiém én cdc vain dé bao mat do cac goi tin IPvé cé thé khéng ducc
kiém sodt déy da.

Ky thuat Translation (NAT64/NAT46) gitp cac mang IPv4 va IPvé giao tiép véi nhau ra sao?

Ky thuart Translation cho phép cdc thiét bi thudn IPvé (IPvé Only) var thuén IPv4 (IPv4 Only) giao tiép
truc tiép bdng cach "bién dich" dia chi gitia hai gico thic. NAT64 cho phép thiét bi IPvé Only truy cép
dich vu IPv4 Only v NAT46 nguoc lai. Uu diém cla Translation 1& dédm bdo khd ndng tucng thich
ngusc, cho phép trién khai IPv6 tiing budc. Tuy nhién, né cé thé lam t&ing dé tré, gidm hiéu sudt var
phd v tinh k&t ndi toan tuyén.

6PE va 6VPE la gi va chiing dugc su dung nhu thé ndo trong viéc trién khai IPvé trén mang MPLS?

6PE (IPvé Provider Edge) va1 6VPE (IPvé VPN Provider Edge) 1& céc ky thudt ddc biét dugc thiét k& dé
trién khai IPvé trén mang MPLS (Multiprotocol Label Switching). 6PE cho phép truyén tai géi tin IPvé
qua cac LSP (Label Switched Path) chay IPv4 Only mé khéng cén nang cép mang 16i. 6VPE mé réng
6PE dé hé tro dich vu VPN IPv6 trén mang MPLS, cho phép xU ly déng thdi cd luu lusng IPv4 VPN va
IPv6 VPN. Cac k§ thudt ndy gitip cdc nha cung cdip dich vu trién khai IPvé mét cach hiéu qud trén ha
tang MPLS hién cé.

Tai liéu huéng dén xdy dung ké hoach chuyén déi IPvé cho co quan, don vi thuc hién theo nhiing
giai doan nao

VNNIC dé x&y dung tai liéu, cédm nang lap k& hoach chuyén déi IPvé cho co quan nha nudc, dusc
nhan réng cho khéi don vi, doanh nghiép cé mang st dung IP/ASN déc lap, bao gébm ba giai doan
chinh thuc: Giai doan 1: Chudn bi (ddo tao nhén sy, rd sodt ha tang, dang ky dia chi IPvé); Giai doan
2: K&t n&i var thir nghiém (két néi IPvé véi Internet, chuyén d&i ung dung, thir nghiém dich vu IPvé); va
Giai doan 3: Chuyén déi chinh thuic (mé réng trién khai IPvé, chuyén déi todin bd mang luéi, huéng téi
IPv6 Only). L6 trinh ndy nhdén manh cd yéu t& ky thudt var cac hoat déng chudn bi vé nhan luc, truyén
théng.

Viéc lua chon ky thuéat chuyén déi IPv4 sang IPvé can dua trén nhiing yéu t6 nao?

Viéc lua chon kY thudt chuyén d&i IPv4 sang IPv6 can dua trén nhiéu yéu t8 quan trong nhu ddc thu
hé th8ng mang cua t8 chic, quy mé, cdng nghé hién tai, logi hinh dich vy, chi phi du kién, yéu cdu vé
hiéu sudt, tinh 8n dinh, cac van dé bao mat vé muc tiéu dai han trong qud trinh chuy&n déi. Viéc can
nhéc k¥ ludng cdc yéu té ndly sé gilp dam bao qud trinh chuyén ddi dién ra sudn s&, hiéu qua va tiét
kiém chi phi.
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CHUONG 6

CAC KY THUAT TRIEN KHAI IPvé ONLY

IPvé6 Dual Stack la phuong an an todin, dugc khuyé&n cdo var st dung nhiéu nhdét trong viéc chuyén déi
cdc hé thdng mang sang IPvé nhung do chi la budc trung gian dé husng dén muc tiéu cudi clng IPvé
Single Stack hay IPv6 Only. Hién nay mang Internet van tén tai nhiéu hé théng IPv4 Only, chung ta
khéng thé cha mang Internet chuyén hodn toan sang Dual Stack réi maéi chuyén hé thédng ctia minh
Single-Stack. Vithé& thdch thuic16n nhét dsi véiIPvé Only I& van can truy céip cac hé théng IPv4 Only .
D& gidi quyét véin dé ndry, chiing ta cé thé strdung cdc gidi phdp ky thudt nhu NAT64/DNS64, DS-Lite
V& 464XLAT, tuy nhién cac gidi phdp ndy van tén tai nhiing han ché nhéit dinh var cé thé géy ra véin dé
tuong thich ting dung. Mdc du muc tiéu dai han la don gidn héa quan ly nhung giai doan déu trién khai
IPv6 Only cé thé phuc tap va doihdi su chudn biky ludng vé mat ky thudrt.

Chuong 6 tap trung ddc biét vao cdc k§ thudt trién khai mé hinh IPvé Only. Chuong nay trinh bay ly do
va loi ich clia viéc chuyén d&i hodin toan sang IPvé, nhdin manh déy I& mét xu hudng téit yéu dé gidi
quyét vain dé can kiét dia chilPv4 va t8i uu hda mang. Phan 16n ndi dung sau doé di sau vaio gidi thiéu va
gidi thich chi tiét cac gidi phdp kY thudt nhu DNS64/NAT64, DS-Lite va 464XLAT, la nhing céng cu
then chét dé céc hé théng IPv6 Only vain cé thé tuong téc véi ha tang IPv4 hién tai mot céch hiéu qua.

Nhang néi dung chi tié€t cua chuong nay gém:

Ban sé& hiéu dugc rang IPvé Only Ia muc tiéu cuéi clung va 1& xu
huséng tét yéu trong qud trinh chuy&n déi mang, nhém gidi quyét
tinh trang can kiét IPv4 va t&i uu hda hiéu sudit.

Ban sé& ndm bdt dudc cdéc lgi ich quan trong khi chuyén déi sang
IPv6 Only.

Ban sé& duoc cung cdip théng tin vé cac chinh sach véa céng nghé
dang thuc ddy viéc trién khai IPvé Only.

Ban s& duoc gidi thiéu vé IPvé+ (IPvé-Enhanced), mot khdi niém méi
duoc xem l& tuong lai ctia IPv6 Only, nhdim ddp Uing cdc yéu céu cao
hon cua mang Internet trong ky nguyén 5G, loT va dién todn ddm
may.

Ban sé& hiéu rd vé cdc giai phép ky thuat quan trong dé trién khai
IPv6 Only, bao gobm DNS64/NAT64, Dual Stack Lite (DS-Lite) va
464XLAT.

Chuong nay cling cung cdp céc vi du vé viéc trién khai thanh céng
IPv6 Only trén thé gidi.
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6.1. GIOI THIEU VE IPv6 ONLY VA CAC GIAI DOAN
CHUYEN POl

Co ba giai doan cho viéc chuyén di tu IP4 sang st dung hodn todn IPvé. Nhing gidi phap dé cap & chuong 5
thusng duoc trién khai trong giai doan Middle-Stage nhu hinh mé t& bén dusi. Céc chuyén gia khédng mong
mudn giai doan ndy kéo dai léu ma cén nhanh chéng chuyén sang giai doan Late-Stage, chi s dung duy nhét
giao thuic IPv6. IPvé Only I& mé hinh mang hién dai trong dé todn bd hé théng hoat déng véi mét minh gico thic
IPv6, logi bd hodin todin sy phu thudc vaio IPv4. Bay 1é xu hudng téit yéu nhdm gidi quyét tinh trang can kiét dia chi
IPv4, ddng thai don gidn héa viée qudn ly mang var ti uu hoa vé hiéu sudt hoat déng.

Giai doan dau
(Early-Stage)

Giai doan gita
(Middle-Stage)

Giai doan cuéi
(Late-Stage)

IPv4 Only
(Teredo, 6to4, ISATAP)

IPv4 + IPvé
(Dual stack,
6PE/6VPE, 6rd)

IPvé Only
(NAT64, DNS64,
XLAT464, DS-Lite)

Hinh 90. Cdc giai doan chuyén déi tir IPv4 sang IPv6

Khéng chivay, IPvé Only con hé tro rét tét cho cac cdng nghé tién tién nhu loT, 5G va dién toan ddm may. Vi thé,
cac t6 chuic I6n nhu Google, Facebook, LinkedIn va Microsoft dé trién khai mé hinh IPvé Only trén ha téng clia ho,
dac biét cho cdc trung tam di liéu. Céc nhd cung cdip dich vu di déng Ién nhu T-Mobile (M), Jio (An D6), Sunrise
(Thuy Si), SK Telecom (Han Qudc), Telstra (Uc), NTT DOCOMO (Nhét Ban) cling dd dp dung IPvé Only cho mang
4G/5G. Tai MY, chinh phi dé yéu cau téit cd co quan cdng quyén hodin thanh it nhéit 80% k& hoach trién khai IPvé
Only cho hé théng cta minh v&io cudi ndm 2025. Chinh pht Trung Quéc cling dé 1ap k& hoach chuy&n hodin toan
cdc héthéng mang trong nuéc sang strdung IPvé Only vao cudindim 2030.

IPv6 Only I budc tién chién luge trong qud trinh hién dai hda mang, chudn bi cho su phat trién manh mé clia thé
hé Internet mai. Pay cling la cach t8t nhdt var duy nhdt dé logi bd nhimng han ché clia IPv4, dong thai khai thac
nhing tinh n&ng uu viét cua IPvé.

6.2. LOI iICH KHI CHUYEN DOI SANG IPvé ONLY

Mé hinh Dual Stack ting duoc coi & gidi phdp chuyén déi hiéu qud so véi Tunneling va Translation nhung né
khéng bén viing trong dai han vi véin con duy tri su tén tai ctia IPv4. IPvé Only | dusc xem I phuong dn triét dé,
bén viing va t8i uu nhdt dé chuyén mang Internet sang mét giai doan phdt trién maoi. Thai diém nay cing chin
mudi dé chuyén déi sang IPv6 Only vi phén I6n Ung dung, cdng nghé va ha tang hién dai dé sé&n saing cho IPvé.
Sau day I nhimg Igiich, nhiing diém t&i uu ma IPv6 Only lai:

Chém dut hoan toan su phu thuéc vao IPv4

Viéc duy tri mé hinh Dual Stack khién hé théng vain phu thudce véio dia chi IPv4, trong khi tai nguyén
IPv4 dé& can kiét va ngdry cang khan hiém. Biéu naly han ché khd ndng ma rong ha tdng mang va tao
&p luc vé chi phi cho dia chi IPv4. NEu chuyén sang IPvé Only thi tdit cd nhiing han ché cla IPv4 sé&
dugc gidi quyét hodn todin va ngay 1ép tuc, déng thai cho phép mang Iusi mé rdng ma khéng gdp
vén dé.
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Pon gian héa cong tac van hanh va quan ly hé théng

Dual Stack doi hoi quain ly song song cd hai giao thuc IPv4 va IPvé, lam tdng su phuc tap trong quy
hoach, giam sat, xtr ly su ¢8 va bdo tri mang. Chuyén sang IPvé Only gilip gidm ddang ké khdi lugng
cdng viéc vi cdc ky su mang chi tap trung vao mét giao thuc duy nhét. Cdc sai sot trong vén hanh
khaithdc cling ducc gidm thiéu.

T6i uu héa tai nguyén va hiéu sudt hé théng

Khilogi bo IPv4, cdc thiét bi mang khdng con duy tri bang dinh tuyén kép va cac gioo thuc, dich vu di
kem v&i IPv4. Todn bd tai nguyén clia thiét bi chi danh cho IPvé nén hiéu sudit hoat dong sé tang 1én
va t&c dé xurly nhanh hon.

Cuai thién kha nang bdao mat
Thay vi quan ly bao mat cho cd IPv4 va IPvé thi cong tac bdo mat chi tép trung vao IPvé, gidm thiéu

gdnh ndng qudn ly va xay dung cdc chinh sach bdo mat. Cac van dé bdo mat lien quan dén IPv4
dugclogibd va co ché bdo mat clia IPvé sé& ducc phat huy.

Sdan sang cho su phat trién Internet thé hé méi

Khéng chi gidi quyét cac véin dé hién tai meéi IPvé Only cdn ddt nén moéng viing chéc cho su phdt trién
clathé& hé mang Internet tiép theo, khi ma IPv4 tré nén 18i thai va khéng thé ddp ung yéu céu clia cdc
cébngnghé nhuloT, 5G/6G, Blockechain, A.lva cdce dich vu maikhdce.

6.3. CAC CHINH SACH, CONG NGHE VE IPv6 ONLY

Ngodi nhimng Ioi ich vé mat k§ thudt néu trén thi mot s chinh sach cling gép phén thac ddy viéc trién khai IPvé
Only. Mét trong nhiing chinh sdch 6n d& ducc théng bdo tir Tiéu ban kién truc Internet IAB vao thang 11/2016,
trong dé yéu céu cdc cdng nghé va giao thic méi sé khéng con hd tra IPv4 niia ma chi téip trung cho IPvé. Viéc
nay khuyén khich cdc t8 chuic v nhd phdt trién chuyén sang strdung IPvé dé dam bdo khd ndng phat trién bén
viing clia mang Internet tuong lai.

Ciing vaio thang 6/2016, Apple dé& dua ra quy dinh yéu cdu tét cé cdc Ung dung déng ky trén App Store phai hd
tro IPvé Only, ddnh d@u budc ti€n quan trong trong thic ddy dp dung IPvé trén cde nén tang di déng. Biéu nay
bdo dam cdc Ung dung hoat déng tét khi thiét bi di déng chuyén sang hoat déng véi IPvé Only, déng thai yéu
céu cac nha phat trién tudin theo xu huéng ndy.

Vé mat cdng nghé, nhiéu gidi phdp, nén tang maéi hién nay chi hoat déng véi IPvé. Vi du, SRvé (Segment Routing
over IPvé) I cdng nghé cung cdp cach thuc dinh tuyén hién dai, hiéu qud va linh hoat. Cdc gidi phap loT nhu
Matter va Thread cling dugc thiét k& dé hoat ddng chi trén IPvé, gitp cdi thién khd nding k&t ndi va quan ly cac
thigt bi loT v& mang cam bién dén dung. Theo khuyé&n cdo cta 3GPP (3rd Generation Partnership Project) cdc
mang 5G Standalone (SA) nén chuyén sang hoat déng véi IPv6 Only dé t8i uu hoa khd nding k&t ndi, bdo mét va
hiéu sudt. Nhiing diéu ndry cho thdy rd sukhdng thé thi€u clia IPvé trong céc cdng nghé tuong lai.

6.4. IPv6+ TUONG LAI CUA IPv6 ONLY

Khéng dung lai & IPvé Only vao ndim 2020, mét khdi niém mai ctia IPvé dé ra dsi dé 1a IPvé+ hay IPvé-Enhanced.
IPv6+ &1 sumé réng cla IPvé, ducc thiét k& dé ddp ung cdc yéu cdu ngdy cang cao clia hé théng mang trong
thai ky bung né cac cédng nghé nhu 5G, loT var dién todn dam may. Trong khi IPv6 gitip mé réng khdéng gian dia
chi, t6i uu hoat déng vé néng cao hiéu sudt mang thi IPvé+ k&t hop véi nhiing cong nghé maéi s& nhdm téi muc
tiéu don gian hoa cdng tac van hanh, cdi thién chdt luong mang (SLA), gidm thiéu dé tré mang va t&ing cusng
kh&nanglép trinh mang.
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IPvé: increase space IPvé6+: improve quality
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Hinh 91. Bdc diém va li ich cda IPv6+ (ngudn: Roland Berger)

6.4.1. BDac diém néi bat cua IPvé+

IPvé+ mang lai nhiing cdi ti€én quan trong trong quan ly mang va t8i uu hda cde dich vy, dudi day [a mét s6 ddc
diém ndibat cta IPvé+:

T6i uu héa hiéu sudét mang

IPvé+ gitip gidim dé tré vé t8i uu hda viéc truyén tai dirliéu qua mang, vi du, véi viec ap dung Segment
Routing (SRv6), mot trong nhiing céng nghé ctia IPvé+, cac goi tin co thé dugc dinh tuy&n mét cach
théng minh var linh hoat, gilp t&ng cusng khé néng st dung b&ng théng va gidm thiéu doé tré, diéu
nay rét quan trong d&i véi cdc dich vy doihdi bang théng 16n nhuvideo HD hay VR (Virtual Reality).

Hé tro cho cdc cdng nghé mang hién dai

IPv6+ tich hop cdc céng nghé nhu Network Slicing, cho phép téach hé théng mang thanh cdc phan
riéng biét, gitp t&i uu hda viéc phan phdi tai nguyén va cdi thién hiéu sudit cho cdic Ung dung khac
nhau. Mét vi du dién hinh la trong mang 5G, khi cac phdn ca mang ¢ thé dugce diéu chinh va téi uu
hoa cho ting loai dich vu, ch&ng han nhu cho viéc két néi cdc thiét biloT hodic két ndi véi ngusi diing
didéng.

Tang cuong kha ndng lap trinh mang

IPv6+ mang lai khd ndng tu déng hoa cao hon nhd vao cdc co ché nhu Al-driven Networking (mang
diéu khién bang Al). Diéu ndly giup cdc mang cé thé tu hoc vér ty diéu chinh cac céu hinh dé t8i uu hoda
hiéu sudt ma khéng cdn su can thiép clia con ngudi. Vi du, cac trung tam dirliéu cé thé tu ddng diéu
chinh luu lugng mang dua trén nhu cau thuc t€, giup gidm chi phiva néng cao hiéu qud van hanh.

Tiét kiém nang lugng va bdo vé méi truosng

IPvé+ cling hé tro cac gidi phdp "mang xanh', gitip gidm muc dé tiéu thu ndng luosng trong cdc trung
tém dirliéu vér mang, diéu nay réit quan trong trong béi c&nh hién nay khi céc té chiic dang 6 géng
giadm thiéu ddu vét carbon va tiét kiém tai nguyén. Céng nghé nhu Green Networking giup t&i uu hoa
cdach thue truyén tai dirliéu vér s dung bang théng, dén dén tiét kiém nang luong dang ké.
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6.4.2. Ung dung thuc té

IPvé+ dé dugc trién khai bai nhiéu nha cung céip dich vu va té chice 16n trén toan céu. Vi dy, China Mobile dé dp
dung SRvé dé cai thién chdt luong mang va hd tra trién khai 5G véi khd néng tu déng hda cao. Swisscom, mot
nha mang 16n tai chéu Au, cling dé Ung dung IPvé+ trong ha téing mang ctia minh dé t8i uu hda luu lugng véinding
cao SLA. Cdc hé thdng mang quy md I6n, nhu gico thdng théng minh hodic thanh phd théng minh, cling dang
tich hop IPvé+ dé tang hiéu qud van hanh va quanly.

Nhu vay, IPvé+ dusc xem la ban ndng cdp cla IPvé nhdm déi méi cac hé théng mang IP, hudng dén ky nguyén
5G, Cloud va loT. Viéc chuyén sang IPvé Only s& & tién dé dé trién khai cac gidi phdp IPvé+.

MPLS

N

// \\

( IPvé >
| Internet |

y

IP Backbone/Metro/Mobile
Transport Networks

N

4
Data Center Networks

5G/Cloud/loT

Hinh 92. IPv6+ hé trg tét cho 5G/Cloud/loT

6.5. GIAI PHAP KY THUAT CHO IPv6 ONLY

Dé& trién khai mang IPvé Only, cac gidi phdp kY thuat dong vai trd quan trong trong viéc dam bdo khd nang két
néi v&i cac dich vu va ha tdng vain dua trén IPv4. Mot s6 cdng nghé chinh bao gém NAT64/DNS64, gilp thiét bi
IPvé Only truy céip t&i nguyén IPv4 théng qua co ché chuyén déi var phan gidi dia chi; 464XLAT, hd trs cdc ung
dung IPv4 Only hoat déng trén mang IPvé va DS-Lite gitip trién khai IPvé Only mang truy cp c8 dinh két hop véi
CGNAT. Nhiing gidi phdp nay gitp chuyé&n déi linh hoat, dap ung nhu céu da dang ctia nhd mang va doanh
nghiép.

Nhiéu doanh nghiép v& nha mang trén thé gisi da trién khai thanh céng mé hinh IPvé Only. Vi du, nhd cung céip
dich vu vién théng T-Mobile 8 My d& chuyén sang IPv6 Only cho mang di déng clia minh tirn&m 2018, k&t hop véi
gidi phdp DNS64 ver NAT64 dé hd tro truy cdp IPv4. Tai Nhat Ban, NTT Docomo dé trién khai IPvé Only cho céc
dich vu didéng, strdung cdc cdng nghé nhu 464XLAT. Mét vidu dién hinh khac Ia Comeast (M), dé& ap dung DS-
Lite dé cung cdip dich vu IPv6 trong khi v&in duy tri k&t néi IPv4 cho khdach hang clia minh. Cdc céng ty nhu Meta
va& Google cling dd thir nghiém trién khai IPvé Only trong cdc trung tam di liéu, st dung cac céng nghé nhu
NAT64 vl DNS64 dé két néi voi cac dich vu IPv4. Nhiing vi du ndy cho thdly cdc gidi phap ky thudt nhu
NAT64/DNS64, 4L64XLAT va DS-Lite dé trién khai IPvé Only mét céch hiéu quad trong cd méi trusng di déng 18n
c&dinh.
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ISP (name) Country Transition Mechanism (NAT64/464xlat,

- _6rd, DS-Lite, Dual Stack, ...)

Network Type (mobile, DSL,
- fiber, cable, satellite,...) d

DK, NO
us
us Native IPv6 (Dual Stack)
us ‘Dual Stack
MAP-T (EFT)
us dual stack
CR Dual-stack
DE Dual Stack
IE dual stack
GR Dual-Stack,
NO Dual stack
™ Dual stack
dual stack [DE=Lite
o[BS
DE Dual Stack and NAT64
e [BSEE
MA Dual-Stack
A dual stack
DE Dual Stack
cz .
ES dual stack-
FR Dual-stack
[
SK
GR Dual-stack / lwdob
BE dual stack
DE  [BSEEN

Fibre

AT&T Old PPPoE ADSL
802.1x "IPDSL" over
e e T TP

DOCSIS
DOCSIS

pocsis

Docsis, Fiber, GPON
dsl/vdsl

VDSL2 & FTTH

DsL

DocsIs

VDSL, FTTH
fibre?

DOCSIS
WIFI
DSL/FTTB
Fiber

fibre, ETTH
DSL

DSL

fibre

ADSL, VDSL, Fibre
DSL and fibre
DSL

xDSL

DsL

DOCSIS

Hinh 93. Cdc céng nghé cho IPv6 Only d6i vdi Internet bdng rong cé dinh

Country  Transition Mechanism (NAT64/464xlat, Network Type (mobile, DSL,

- 6rd, DS-Lite, Dual Stack, ...)

- _fiber, cable, satellite,...)

us
BT

3853m RR A8

?
Dual Stack

Dual Stack

Dual Stack
dual stack
Dual Stack
dual stack
Dual stack

Dual-stack

Dual stk

IPv6 TOAN TAP

Mobile

Mobile

Mobile

Mobile

mobile (2G,3G.4G)
mobile (2G,3G . 4G)
mobile

Mobile

LTE

3GPP

Mobile

Mobile

Mobile

Wireless

mobile
mobile
3GPP
mobile

Hinh 94. Cdc céng nghé cho IPv6 Only ddi vdi Internet bang rong di dong
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6.6. KY THUAT DNS64/NAT64

Gidi phdap DNS64/NAT64 [ mot ky thudt phd bién dé trién khai méi trusng IPvé Only, ddc biét trong cac trung
té&m dirliéu vé mang ngusi dung doanh nghiép. Gidi phdap ndy ducc dap dung nhanh chéng, khéng yéu céu thay
déi cdu truc mang hodic Ung dung hién tainhe khé ndng hé tro IPvé hiéu qua.

DNS64 Server dong vai trd phdn gidi t&n mién va can thiép vao két qud trd vé cho DNS Client. Khi mét thiét bi
IPv6 Only gli yéu cu phan gidi tén mién (ban ghi AAAA) dén DNS64, server sé truy véin dia chi IPvé tir hé thdng
DNS bén ngodi. N&u khédng nhéin dugc dia chi IPvé, DNS64 s& chuyén sang truy van dia chi IPv4 (ban ghi A). Sau
khinhd&n dugc dia chilPv4, DNS64 Server chuyén ddi dia chindy sang dinh dang Hexadecimal, k&t hop véi NAT64
Prefix duoc dinh s&n dé tao ra dia chilPvé tich hop, sau do tré vé cho thiét bi.

Vi du, v&i tén mién co dia chi IPv4 1 203.168.0.10, DNS64 sé& tao ban ghi AAAA |a 64:FF9B::ABAS8:A, trong do
64:FF9B:: 1 NAT64 Prefix va ABA8B:A | gidi tri Hexadecimal ctia dia chilPv4.

__ AAAA=test.com

NXDomain .

\3 um]']_@ Public
~ [Emoe] DNS

J : 4 A=test.com T =)
<‘:/g\}
DNS64 >/
203.168.0.10
(Dang Hexa: aba8:a)

INTERNET

2402:a9::1 NATé64 203.168.0.10

| 2402:09:1 | 64:fi9bzabaga | Data | | 10315319 203.168.0.10 | Data |

Hinh 95. Nguyén tdc hoat déng clia DNS64 va NAT64

Thiét bi NAT64 cb nhiém vu chuyén déi dia chi IPvé clia cdc goi tin thanh IPv4 trusc khi gli ra ngodi Internet. Chi
cén chuyén déi dia chiIPvé ngudn sang IPv4 con dia chiIPvé dich 1a dia chi do DNS64 tich hop tuIPv4 & budc trén
nén chi can tré lai dia chi IPv4 dich ban déu. Viéc nay sé dudc thuc hién nguoc lai khi goi tin duoc tré vé. Nhu vay,
Vi kg thudit NAT64 thi cdc thiét bi hodic Ung dung IPvé6 cé thé truy cap thiét bi IPv4 binh thusng ma khéng can
phai thay déi thiét bi mang hodc ung dung. Piéu ndy rét don gidin va thudin tién, khéng cén phai duy tri giao thic
IPv4 bén trong mang, chi can déy IPv4 trén thiét bi NAT64 phuc vu cho nhu cdu truy cép dén thiét bi IPv4 bén
ngodi.

T8ng thé qud trinh két hop gilia hai ky thudt nay nhu sau:
Yéu cau truy cap: Thiét biIPvé mudn truy cép mét trang web coé dia chilPv4, vidu test.com.
Truy véin DNS: Thiét bi IPvé gui yéu cdu phén gidi tén mién test.com dén mdy chii DNS64.

DNSé4 tao ban ghi AAAA gid: DNS64 kiém tra xem test.com co ban ghi AAAA (ban ghi IPvé) hay
khong. Néu khong co, DNS64 sé tim ban ghi A (ban ghi IPv4). Gid st ban ghi A cla test.com &
203.168.0.10. DNS64 sé tao ra mdt ban ghi AAAA tich hop, vi du 64:FF9B::ABA8:A nhu d& trinh bay &
phantruse.

Tré 16i DNS: DNS64 trd vé ban ghi AAAA tich hop (64:FF9B::ABAS8:A) cho thiét bi IPvé.

Gui géitinIPvé: Thiét biIPv6 nhén dugc dia chilPvé va gli goéi tin dén dia chi dich 64:FF9B::ABAS:A.
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Xu ly tai NAT64: Router NATé4 nhan gai tin IPv6 nay. Do dia chi dich bét déu bdng NAT64 Prefix
64:FF9B:: nén Router biét can phai thuc hién chuyén déi cac dia chinguén va dich sang IPv4.

Chuyén déi sang IPv4: Router NAT64 trich xudit 32 bit cudi cla dia chi IPvé dich (ABA8:A), chuyén ddi
no tré lai dang thép phéan (203.168.0.10). Bia chi IPvé nguén ducc déi thanh dia chi IPv4 cia chinh
Router NAT64 hodic thudc ddy IPv4 ducc khaibdoriéng.

Gui géi tin IPv4: Router NAT64 gUi gdi tin IPv4 dén mdy dich 203.168.0.10.

Nhén va xu ly phan héi: Mdy chu 203.168.0.10 nhén goi tin va gui phdn hoi trd Iai router NAT64 dudi
dang goitinIPv4.

Chuyén déi tré lai IPvé: Router NAT64 nhéin goi tin IPv4 phdin héi sé chuyén ddi dia chi nguén IPv4 (I&
dia chi dich ban déu) thanh dia chi IPvé tuong ung (st dung tién t& 64:FF9B::96) va gli gdi tin IPvé tré
lai thiét bi IPvé ban déu.

Nhu vay sukét hop gitia DNS64 va NAT64 mang lai mét gidi phdp hiéu qud va linh hoat cho phép cac thiét bj IPvé
truy c@p tdi nguyén IPv4 mét cach lién mach va trong sudt. Day I& mét gidi phdp ly tudng cho viéc trién khai
mang IPvé Only d&i véi hé théng mang cua cdc doanh nghiép. Tuy nhién gidi phdp nay cling co mot sé han ché
nhumaét s& Ung dung gdip véin dé khihoat déng véi NAT64 var phu thudc vaio DNS64.

6.7. KY THUAT DUAL STACK LITE (DS LITE)

DS-Lite l& mét gidi phdp théng minh va hiéu qué gitip cdac ISP chuyén ddi sang IPvé Only mét cdch nhanh chong
trong khi vé&n dam bao trai nghiém kha ndang truy cép téi céc dich vu IPv4 trén Internet.

CPE B4 AFTR
(Basic Bridging (Address Family
Broadband) Translation Router)
IPv4 T
. IPvé Only
IPvé

Hinh 96. Nguyén tdc hoat dong ctia gidi phdp DS-Lite

Cac thanh phdn chinh trong kién truc DS-Lite gém:

CPE 4B (Basic Bridging Broadband)

CPE B4 |1 thigt bi ddu cudi tai phia ngusi dung, dong vai tro k&t ndi cdc thiét bi mang ndi bd (LAN) véi
ha tdng mang IPvé clia nhd cung cdp dich vu. Thiét bi ndly cung cép dia chi IPv4 Private var IPvé cho
cdc thiét bi trong mang ndi bé. Béng thai, CPE B4 thiét Iap mot dusng hdm (IPv4 over IPvé Tunnel)
dén router AFTR. Téit cd luu luong IPv4 tir mang ndi bd ducsc dong goi (Encapsulate) béng IPvé va
truyén qua dusng ham ndly, cho phép cdc thiét bi IPv4 truy cdp thédng qua mang IPvé Only ctia ISP.

AFTR (Address Family Transition Router)

AFTR & mét thanh phén cét 18i trong k¥ thuat DS-Lite dugc ddt tai nha mang. Bay & diém cudi cla
dusng hém IPvé, chiu trdch nhiém mé goéi (De-Encapsulate) IPv6 dé& I8y Iai goi tin IPv4 gli tu CPE B4,
Ngodi ra, AFTR thuc hién mét nhiém vu quan trong khdc I NAT44 (Network Address Translation),
chuyén déi dia chi ngudn IPv4 Private thanh IPv4 Public réi chuyén ti€p ra mang IPv4 dich. Khi nhén
phan héi ti mang IPv4, AFTR déng goi goi tin IPv4 vaio goi IPvé v chuyén tiép lai cho thiét bi ngudi
dung qua dusng ham.
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Sau day I& chi tiét qua trinh hoat déng cuia DS-Lite bao gém cdc budc sau:

Budc 1: M6t thigt bj tir khdch hang mudn truy céip trang web IPv4. Yeu cau nay dugc gui téi CPE
B4.

Budc 2: CPE B4 dong géi tin IPv4 vao trong goi tin IPvé, dia chi IPvé ngudn & clia clia CPE B4 va
IPvé dichlacuaAFTR.

Buéc 3: GoiIPvé dugc chuyén qua mang IPvé clia nhd cung cdip dich vu dén AFTR.

Buéc &4: AFTR gidi mé& goi IPvé dé I8y goi IPv4 bén trong. Gai tin IPv4 ndy sau dé duge NAT4A4 sang
dia chilPv4 Public, cho phép k&t ndi dén mdy chui IPv4 dich.

Buéc 5: May ch web gui goi tin phdan héi (IPv4) vé dia chiIP Public cia AFTR.

Budc 6: Goi tin IPv4 dugc AFTR dong géi lai thanh goi tin IPvé va gli qua mang IPvé Only clia ISP
vé CPEB4.

Buéc 7: CPE B4 md goi tin IPV6 18y |ai géi IPv4 v chuyén ti€p dén thiét bi ndibd tuong ung.

C6 thé noi DS-Lite la mét gidi phdp rdt hiéu qua va don gidn gidp cac nha mang chuyén sang hoat déng véi IPvé
Only. Nhé vai trd ctia cdce thanh phén nhu CPE B4 va AFTR, gidi phdp DS-Lite d&m bdo kh& nding tuong thich
nguoc véi IPV4 var gilip gidm thidu su phu thudc vao dia chi IPv4 dang can kiét. Mdc du vy, DS-Lite cling cd mot
s6 han ché canluuy. Bau tién, né phu thudc véio NATAL tai AFTR, co thé déin dén gidi han két néi déng thai do gisi
han s& lugng c8ng TCP/UDP néu s8 lugng khach hang 16n. Thir hai, qud trinh déng var gidi déng goi IPv4-over-
IPv6 tai CPE va AFTR laim t&ng dé tré, &nh hudng dén dich vu thsi gian thuc nhu VolP. Cudi cung, viéc trién khai
yéu cau dau tu co s& ha tang va t8i uu hda quy trinh van hanh dé dat hiéu qué téi da.

6.8. KY THUAT 464XLAT

Trong mét s& trusng hop, ki thudt DNS64/NAT64 khdng thé sir dung dugc. Vidy, mét s& ung dung st dung truc
tiép dia chiIPv4 (Literal) thay vi tén mién, khi€én DNS64 khéng thé hoat dong. Béi véi mang di dong, khi dién thoai
tré thainh diém phat WiFi (Hotspot) né chi céip dia chilPv4 cho cdc thiét bi khdc, d&n dén NAT64 khang thé xUrly vi
diachinguén ctiacac goitinlaIPv4.

Chinh vi th& k¥ thudt 464XLAT dugc phdt trién dé gidi quy&t cac han ché clia DNS64/NATé4 var dugc sir dung
phd bién trong linh vuc mang di déng. Cdc thiét bi di déng IPvé Only k&t n&i véi dich vu IPv4 Only ma khdéng gdip
phdi cac van dé vé tuong thich. Nhiéu nha mang di déng 6n, vi du nhu T-Mobile, Verizon, dé& dp dung 464XLAT dé
cung cdip k&t ndiIPvé cho khdch hang clia minh.

Trong Mo hinh ki€n trac ctia gidi phdp 464XLAT mang truc sé & IPvé Only, con viéc xUly cde goi tin IPv4 dugc thuc
hién tai haithanh phén chinh:

CLAT (Customer Edge Translator):

CLAT la thanh phan trong thiét bi ngusi dung cé nhiém vu chuyén déi dia chi IPv4 sang IPvé va ngucc
lai (NAT46). Viéc chuyén déindly dugc thuc hién theo mé hinh 1:1nén dugc con goi la Stateless NAT.
PLAT (Provider Edge Translator):

PLAT la thanh phén dugc trién khai & nha mang, PLAT ti€p nhén cac goi tin gui tur CLAT va thuc hién
chuyé&n daituIPvé sang IPv4 méi (NAT64). Viéc chuy&n d8i ndry theo mé hinh N:1, trong dé nhiéu dia chi
ngudn IPv6 dugc anh xa véi mét dia chi IPv4 nén dugc goi la Stateful NAT vi cdc théng tin clia viec
NAT can ducc luulai.
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IPv6 - IPvé
—
IPV6 - IPv4 ===~
NAT64
[ | (Stateless) (Stateful)

IPv4 - 1Pv4 [

IPv4 Only

Hinh 97. Nguyén tdc hoat dong ctia gidi phdp DS-Lite

Dé hiéu hon vé hoat déng clia 464XLAT, sau day Ia md td& chi tiét cac loai k&t ndi théng qua ha téng IPvé Only:

K&t néi tu IPvé dén IPv6: Thigt bi ddu cudi truc tiép si dung két ndi IPvé ma khdng céin théng qua
CLAT hay PLAT.

K&t néi tuIPvé dén IPv4: CLAT chuyén déi dia chi dich IPv4 thanh dia chiIPvé tich hop (dua trén NAT64
Prefix). DNS64 dugc st dung dé théng bdo NATé4 Prefix cho CLAT. Sau do, PLAT sé& thuc hién chuyén
déigoitin IPv6 t CLAT thanh géi tin IPv4, bao gém ca dia chingudn va dich.

Két néi tur IPv4 dén IPv4: V&I mot ddi dia chi IPvé /64 dugce cung cdip cho thiét bi ngudi dung, CLAT
trich xudt moét phan /96 dé chuyén ddi dia chi ngudn IPv4 Private thanh dia chilPvé. Béng thai, dia chi
dich IPv4 cling duoc chuy@n thanh IPvé qua NAT64 Prefix var gli dén PLAT. PLAT sau dé chuyé&n déi
cdc gditinIPvé thanh IPv4 hodn chinh (ngudn va dich).

Co6 thé thdly, vai 464XLAT cdc hé théng IPvé Only cé thé k&t ndi vai dich vu IPv4 Only rét hiéu qud. Trong gidi phdp
nay, IPv4 Private dugc st dung tai CLAT con IPv4 Public dugc sirdung tai PLAT chi khi cé k&t n&i dén dich vu IPv4
bén ngodi nén gitp gidm thiéu su phu thudc vaio tai nguyén IPv4 Public.

Chay: - Hién nay (2025) Windows v&in chua hd trg CLAT cho k&t n6i Ethernet va Wifi du Microsoft
da co théng bao sé trién khai tinh néng nay nén viéc trién khai gidi phdp 464XLAT cho
mang doanh nghiép vén chua kha thi. Cac logi dién thoai phd bién nhu Android vaiOS dé&
hé tro t&t CLAT.

6.9. TONG KET CHUONG 6

Chuong 6 da tép trung phan tich vé cdc ky thudt trién khai IPvé Only, mot xu huéng tét yéu trong su phat trién
clia mang Internet. Chuong maé ddu véi khai niém IPvé Only, mé té cace giai doan chuyén déi cling nhu nhimng Ioi
ich khi logi bd hodn todn IPv4, gitip t&i uu hoa tai nguyén mang va néng cao hiéu sudt hé thédng. Bén canh do,

IPv6+, ducc coild tuong lai ctia IPvé Only véi nhiéu ddc diém néi bat.

Phan ung dung thuc t& clia chuong 6 dé gidi thiéu cac gidi phdp k§ thuét quan trong giup trién khai IPvé Only
hiéu quad, bao gém DNS64/NAT64, Dual Stack Lite (DS Lite) vé 464XLAT, giip ddm bdo tinh tuong thich véi cac
hé théng IPv4 hién tai. Nhin chung, chuong 6 nhdn manh tém quan trong cla viéc chuyé&n déi sang IPvé Only
trong b&i canh IPv4 dang dén can kiét, déng thsi cung céip cac gidi phdp thuc tién dé céc té chic va doanh
nghiép co thé trién khai IPvé Only mét cdch t8i uu v bén ving.
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6.10. CAU HOI ON TAP CHUONG 6

IPvé6 Only la gi va tai sao né dugc coi la muc tiéu cudi cung trong qua trinh chuyén déi mang?

IPv6 Only I&d m& hinh mang ma trong dé todin bd hé théng chi st dung duy nhdét giao thuc IPvé, loai
bd hodn todn su phu thudc vao IPv4. N6 dugc coi I muc tiéu cudi cung vi gidi quyét triét dé tinh
trang can kiét dia chi IPv4, don gidin hda quan ly mang, t6i uu héa hiéu sudt hoat ddng varhé tro tét
hon cho cdc cdng nghé tién tién nhuloT, 5G va dién todn ddm may. Mdc du Dual Stack Ia mét busc
an todn va phd bién trong qud trinh chuyé&n ddi, nhung né van duy tri su tén tai cla IPv4, do dé
khong phaila gidi phdp bén viing trong daihan.

Nhiing lai ich chinh cua viéc chuyén déi sang IPv6 Only la gi?

Viéc chuyén déi sang IPvé Only mang lainhiéu lgiich quan trong, bao gém:

. Chdm dut hodin toain su phu thudc véio IPv4: Gidi quyét van dé cankiét dia chilPv4, cho phép
md& réng ha tdng mang ma khdéng g&ip rao can vé dia chiva chiphilién quan dén IPva.

. Pon gian héa céng tac van hanh va quan ly hé théng: Loai bd viéc qudn ly song song hai
gico thuc IPv4 va IPvé, gidm su phuc tap trong quy hoach, gidm sat, xU ly su 8 va bdo tri
mang.

. Téi uu héa tai nguyén va hiéu sudit hé théng: Cac thiét bi mang khéng cén duy tri cdc bang
dinhtuyén va giao thic lién quan dén IPv4, gip tang hiéu sudit hoat ddng va téc dd xuly.

. Cai thién kha néng bao mat: Céng tac bdo mat chi tép trung vao IPvé, giam thiéu gdnh
ndng quadnly valogibd cdc vain dé bdo mat lién quan dén IPv4.

. S&n sang cho suphat trién Internet thé hé méi: D&t nén méng viing chéic cho cdc céng nghé
tuong lai nhuloT, 5G/6G, Blockchain véi Al, v8n doi hdi khé naing k&t néi va dia chilén hon IPv4
cothé cung cdp.

Nhiing giai doan chinh trong qud trinh chuyén déi tur IPv4 sang IPvé duge mé ta nhu thé nao?

Qua trinh chuy@&n d&i tirIPv4 sang st dung hoan todin IPvé6 thudng dugce chia thanh ba giai doan:

. Early-Stage (Giai doan déau): Giai doan ndy chd yéu tép trung vao viéc trién khai IPvé song
song véi IPv4 (Dual Stack) trén mét sé hé théng va dich vu nhét dinh.

. Middle-Stage (Giai doan gita): Giai doan ndy ching kién viéc trién khai cac ki thuat chuyén
d8i nhu Tunneling vai Translation (ducc dé cép & chuong 5). Dual Stack véin la phuong én phd
bién trong giai doan ndly dé dam bdao khd ndng tuong thich.

. Late-Stage (Giai doan cuéi): Day la giai doan huéng téi muc tiéu IPvé Only, trong dé cac hé
th&ng v mang lusi dén loai bd hodn toan IPv4. Cac chuyén gia khuyé&n khich qud trinh nay
dién ranhanh chéng dé téin dung t6i dalgiich cta IPvé.

Cdc giai phdp ky thuat ndo dugc su dung dé hé trg viéc trién khai mang IPvé Only trong khi van
dam bado kha nding truy cap cac hé théng IPv4?

D& trién khai mang IPvé Only ma van dam bdo khd nding truy cdp cdc hé théng IPv4, mot s6 gidi
phdp kY thudt chinh dugc st dung:

. NAT64/DNS64: Cho phép cdc thiét bi IPvé Only truy cép tai nguyén IPv4 théng qua co ché
chuyén déi dia chi (NAT64) vl phan gidi tén mién (DNS64). DNS64 tao ra cac ban ghi AAAA
(IPvé) t8ng hop tiban ghi A (IPv4) v NAT64 chuyén d8i cac goi tin IPvé sang IPv4 v nguoc lai.

. Dual Stack Lite (DS-Lite): Gitp céc ISP chuyén déi sang IPvé Only trong khi v&in cung céip kha
ndng truy cdp IPv4 cho ngudi dung cudi thdng qua viéc dong goi cac goi tin IPv4 trong IPvé
(IPv4-over-IPvé tunnel) gitra thiét bi ctia khach hang (CPE B4) va mét bd dinh tuyén tai nhda
mang (AFTR), noi thuc hién NAT44.

. 464XLAT: Thudng dugc st dung trong mang di dong, cho phép cdc thiét bi IPvé Only két ndi
vaidich vu IPv4 Only. N6 sirdung CLAT (Customer Edge Translator) trén thiét bi ngusi dung dé
chuyén ddilPv4 sang IPvé (NAT46) v PLAT (Provider Edge Translator) tai nha mang dé chuyén
dailPvé sang IPv4 (NAT64).
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DNS64 va NAT64 hoat dong nhu thé ndo dé cho phép thiét bi IPvé Only truy cap néi dung IPv4?
Khi mot thiét bi IPvé Only mudn truy c&ip mét trang web cé dia chilPv4, qud trinh dién ra nhu sau:

. Thiét bi IPvé gli yéu cau phan gidi tén mién (AAAA record) d&n mdy chti DNS64.

. N&u khoéng tim thdy bdan ghi AAAA, DNS64 sé truy van ban ghi A (IPv4).

. DNS64 nhan dia chi IPv4 var tao ra mét ban ghi AAAA téng hop bdng cach k&t hop dia chi IPv4
(duoc chuyén déi sang dang Hex) véi mot tién t& NAT64.

. DNS64 tré vé ban ghi AAAA t8ng hop cho thiét bi IPvé.

. Thiét bi IPvé gli goi tin dén dia chiIPvé tng hop.

. Router NAT64 nhan géi tin IPv6, nhan ra tién t8 NAT64, trich xudt dia chi IPv4 dich ban dau var
chuyén déi dia chi IPvé6 nguén cla thiét bi thanh dia chi IPv4 cda chinh nd (hodc mét dia chi
ducc chidinh).

. NAT64 gui gdi tin IPv4 d&n mdy chi dich IPv4.

. Khi nhan dugc phdan héi IPv4, NATé4 chuyén d&i dia chi IPv4 dich thanh dia chi IPvé tuong Ung
(strdung tién t& NAT64) va gli goi tin IPv6 tré lai thiét bi IPvé ban dédu.

DS-Lite la gi va né gitp cdc nhda cung cdip dich vu chuyén déi sang IPvé Only nhu thé nao?

DS-Lite (Dual Stack Lite) I& mét gidi phdp gitp cdc nha cung cép dich vu (ISP) chuyé&n déi sang
mang IPvé Only trong khi v&n duy tri khd nding truy cép cdc dich vu IPv4 cho khéch hang. N6 hoat
ddng baing cach thiét lap moét dusng hém IPv4-over-IPvé gitia thiét bi ctia khdch hang (CPE B4) var
mét bd dinh tuyé&n AFTR (Address Family Transition Router) tai mang clia nha cung cdp dich vu. Tét
cd luu luong IPv4 tr mang ndi bd clia khdch hang ducc déng gdéi trong cdc géi tin IPvé va truyén
qua dusng hdm dén AFTR. Tai AFTR, cdac goi tin IPvé dugc gidi mé dé I8y lai goi tin IPv4, sau d6 AFTR
thuc hién NAT44 d& chuyén déi dia chiIPv4 riéng clia khdch haing sang dia chi IPv4 céng cong trudc
khi guii ra Internet IPv4. Phan héi tir Internet IPv4 ducc NATA4 trd lai vl sau do duce dong goi lai vaio
IPv6 dé gliivé CPE cla khach hang.

Ky thuat 464XLAT dugc su dung khi ndo va né khéc biét nhu thé nao so véi DNS64/NAT64?

Ky thudt 464XLAT thusng dugce st dung trong cdc trusng hop ma DNS64/NAT64 khdng hoat déng
hiéu qud, vi du nhu khi Uing dung st dung dia chi IPv4 truc ti€p (Literal) thay vi tén mién hodc trong
cdc mang di déng khi dién thoai hoat déng nhumaét diém phat WiFi chi cdp dia chilPva.

Biém khac biét chinh la 464XLAT thuc hién chuyén déi dia chi & cd phia khach hang (CLAT - NAT46,
Stateless, 1:1) va phia nha mang (PLAT - NAT64, Stateful, N:1). Trong khi do, DNS64/NATé4 chi yéu
thuc hién chuyén ddi & phia mang (thusng la trung tém dir liéu hodc mang doanh nghiép). 464XLAT
cho phép cac thiét biIPvé Only k&t n&i véi dich vu IPv4 Only mét cdch hiéu qud hon trong méi trusng
mang di déng, gidm su phu thudc véio dia chilPv4 cong cong bding céch strdung dia chi IPv4 riéng
tai CLAT var chi strdung IPv4 cong cong tai PLAT khi can két n&i vai dich vu IPv4 bén ngodi.

IPvé+ la gi va né mang lai nhing cdi tién gi so véi IPvé Only?

IPvé+ (hay IPvé-Enhanced) [& mot khdi niém mai xudit hién tindém 2020, ducc xem [& sumd réng cla

IPv6 nh&m ddp Ung céc yéu cau ngdly cang cao cla hé théng mang trong ky nguyén 5G, loT var

dién todn dam may. Trong khi IPv6 tép trung vao viéc mé réng khdng gian dia chiva téi uu hda hiéu

sudit co ban, IPvé+ k&t hop véi cdc cdng nghé méi dé mang lai nhiing cai tién vuct trdi hon, bao

gbém:

. T6i uu hda hiéu sudit mang: Gidim dé tré va t8i uu hda viéc truyén tai dir liéu théng qua cdac
cébng nghé nhu Segment Routing (SRvé).

. H& tro cho cdc cdng nghé mang hién dai: Tich hop cdc cdng nghé nhu Network Slicing dé t&i
uu héa phén phdi tai nguyén cho cdc ung dung khéac nhau, ddic biét trong mang 5G.

. Tang cudng khé n&ng 1&p trinh mang: S dung cdc co ch& nhu Al-driven Networking dé tu
déng hda va tdi uu hda hiéu sudit mang ma khéng céin sucan thiép thd cong.

. Tiét kiém nang lugng va bdo vé mai trusng: HE trg cdc gidi phdp "mang xanh" dé gidm tiéu
thu ndng lugng trong cdc trung tédm dirliéu vé mang.
. IPvé6+ ducc xem |& budc phdt trién tiép theo cla IPvé Only, huéng téi mot hé théng mang

thédng minh hon, linh hoat hon véa hiéu qud hon, dap Ung tét hon cac yéu cdu cla tuong lai.
Viéc chuyén déi sang IPvé Only duoc coi ld tién dé quan trong dé trién khai cac gidi phdp
IPvé+.
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CHUONG 7

HUGNG DAN QUY HOACH BIA CHi IPvé

Quy hoach dia chi IPvé [& mdt budc quan trong trong k& hoach chuyén déi hé thdng mang sang IPvé.
Viéc quy hoach t&i uu khdng chi gitip hé théng mang van hanh 8n dinh ma con dam bdo khd ndng mé
réng, quadn ly dé daing va nding cao hiéu qua dinh tuyé&n. Do IPvé cé nhiéu khdc biét so véi IPv4 nén céch
ti&p can va nguyén tdc quy hoach ciing thay déi. Vi du, véi khéng gian dia chi réng 16n thi IPvé khéng yéu
cdu tiét kiém dia chinhu IPv4 hodc viéc phan chia Subnet khéng can mugn bit ti Interface ID nhu co ché
VLSM (Variable Length Subnet Mask) ctia IPv4. Vi thé khi trién khai IPvé, cdc t chic va doanh nghiép can
tudin tha céc nguyén téc quy hoach cuia IPvé. Chuong ndly téip trung hudng déin cdch thic quy hoach
dia chilPvé cho cac té chuc va doanh nghiép.

Chuong 7 b&t déu véi t&m quan trong clia quy hoach dia chi IPvé, chi ra nhiing khdc biét co ban so véi
IPv4. Tiép do I cdc yéu céu var nguyén téc chung trong quy hoach. Trong téim clia chuong l& néi dung
chi tiét vé phan tdng hoéa hé thdng mang, nguyén téc phan chia subnet, khuy&n nghi phan chia theo
ranh giéi nibble v&r mét s8 quy dinh vé dé dai prefix. Cudi cling, tdi liéu cung cdip mét vi du minh hoa cu
thé& v& quy hoach cho mét doanh nghiép, kém theo huéng dén sir dung céng cu truc tuyén va cdch luu
trirthéng tin sau quy hoach.

QUA CHUONG NAY BAN SE NAM PUGC:

Tam quan trong va cdc yéu cdu cla viéc quy hoach dia chi IPvé trong qud
trinh chuy&n déi hé thdng mang.

Nhiing khac biét co ban trong quy hoach gilta dia chilPv4 va IPvé.

Cac nguyén téc chung quan trong khi quy hoach dia chi IPvé, bao gém tinh
don gidn, d& quan ly, khd ndng 16ng ghép thdng tin, du phdng cho mé réng
vadam bdo viéc gom Route.

Nhing diéu can cha y truéc khi ti€n hanh quy hoach dia chi IPvé, nhu vai trd
cuia Subnet bit, khuy&n nghi quy hoach theo pham vi 4 bit (Nibble Boundary)
va cac quy dinh vé dé dai Prefix (Prefix Length) theo cdc RFC cua IETF.

Phuong phép phén tédng héa hé théng mang nhu mét busc déu tién trong
quy hoach.

Cach thic phan chia Subnet theo s6 bit véi nguyén téc 16ng ghép théng tin
vé vitridia ly v& muc dich strdung.

Vi du minh hoa vé quy hoach dia chi IPvé cho mét doanh nghiép co tru sé
chinhva cac chinhdnh.

Huséng dén st dung céng cu phan chia Subnet IPvé truc tuyé&n vér cach két
hop véi phdn mém Excel dé luu trirva qudn ly théng tin quy hoach dia chi mét
cdchhiéu qua.
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7.1. YEU CAU VA NGUYEN TAC CHUNG DOl VOI VIEC
QUY HOACH IPvé6

71.1 Yéu cdau cua viéc quy hoach

Do t&m quan trong cla viéc quy hoach dia chi IPvé6 nén cén ddp ung cac yéu cdu nhu sau:
Pam bdo kha ndng mé rong mang
Cac hé th8ng mang ludn cdn nang cdip, mé réng theo thai gian nén viéc quy hoach can phai dédm
Pon gian héa quan ly mang

Mot bdng quy hoach tét gitip don gidin hda viéc quan ly mang va viéc gidm sat, van hanh va xily su
c6 cling dé dang hon.

Hé tro dinh tuyén hiéu qua

Né&u chung ta quy hoach tét, tuéin thd nguyén tdc gom Route sé& lam gidm kich thuéc bang dinh tuyén
nénviéc xtly dinh tuy&n nhanh hon va tai nguyén hé théng dugc sirdung t&i uu hon.

Pdam bdo an toan va bao mat

Viéc quy hoach cén phdi phén chia cdc ving mang mét cach rd rang vé chi tiét, diéu ndy sé giup co
l&p cdc pham vi quan trong va trién khai cdc co ché b&o mat thudn tién hon.

7.1.2 Khac biét gitra quy hoach dia chi IPv4 va IPvé

Coé nhiéu diém khdc biét gitia hai gico thic nén diéu nary adnh hudng dén cach thic quy hoach cho méi giao thuc.
Duéi ddy I bang t8ng k&t ngdn gon nhiing diém khdc biét trong viéc quy hoach cling nhu hoat déng clia hai
giaothuc.

Pac diém IPv4 IPvé

Khéng gian dia chi

32 bit (~4.3 ty dia chi)

128 bit (~340 ty ty ty ty dia chi)

Yéu céu quy hoach

Yéu cdu tiét kiem dia
chi, str dung NAT

Khéng dat nding van dé tiét kiem ma bdo dam
kha& n&ng mé rong, khéng cén st dung NAT

Phéan bd dia chi

CIDR, VLSM

Thuong sir dung phén chia theo Nibble
Boundary (4 bit)

Nguyén téc phan
chia Subnet

SUr dung cdc Bit thudc
Host-ID dé& phan chia
mang con

Phan Interface-ID ludén c8 dinh v&i 64 bit (tru 1
s8 trusng hop ddc biét), viec phan bd dia chi
IPv6 dé bao gém cdc bit dé phan chia mang
con (n&m truéc Interfaec-ID, theo chuong 3)

Bo6 ddi Subnet
phé bién

/24, /30, /31, /32

/48, /56, /64

Gom Route (Route
Aggregation)

Gisi han do dia chi
can kiét

Dé thuc hién hon véi dai dia chilén

Khd& ndng ty cdu hinh

Yéu céu DHCP server

H& tro SLAAC (Stateless Address
Autoconfiguration)

Bdng 9. So sanh mét s6 ddc diém cda IPv4 va IPv6

Trong ba&ng trén, chung ta co thé thdy, trong khi IPv4 uu tién tim cdach tigt kiém dia chi va st dung NAT thi IPvé
huéng dén viéc gom Route, hé trg SLAAC, loqi bd NAT vé bdo dam khé ndng mé réng trong tuong lai.
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7.1.3 Nhing nguyén tac khi quy hoach dia chi IPvé

Quy hoach dia chiIPvé cé mét s& nguyén téc chung quan trong, giup dam bdo tinh hiéu qud, khd ndng ma réng
v&1dé quanly ctia mang. Cac nguyén téc ndly bao gém:

Pon gian va dé quan ly (Simple)

. Viéc phan chiatuéin theo logic, cé cdu tric rd rang, ngudi doc dé hiéu v dé tra cliu théng tin.

. Puoc luu trlr dang bang hodc dinh dang gan véi ngudi dung nhu File Excel hodic Table trong
bang Word hodc sir dung phdn mém quadn ly dia chi chuyén dung IPAM (IP Address
Management).

Léng ghép théng tin (Embed Information)

. Cdc Subnet IPv6 nén quy hoach theo cdu tric t8 chiic clia co quan, doanh nghiép, chuia théng
tin phdn anhvi tri, vai trd hodic chiic ndng clia mang con dugc phén chia.

. Vidu:
+ 2001:db8:1::/48 — Trus& chinh
. 2001:db8:2::/48 — Chinhdanh
. 2001:db8:1:10::/64 — VLAN mdy chu
. 2001:db8:1:20::/ 64 — VLAN ngusi dung
. Diéu nay gilp viéc gidm sat, xily su c8 var khai bdo chinh sch bao mét dé daing hon.
Du phong cho mé réng (Build-in Reserve)
+  Viéc quy hoach cén tinh dén nhu céu mé réng trong tuong lai nhu thém thiét bi mai, trién khai
dich vu méihodc thay d&i mé hinh t chuc, m& rong pham vi dia ly.
. Khong phai tét ca cdce vi tri déu can du phong, céin xem xét var tinh todn cho k§ nhimg vi tri cén
thiét dé khoi du phong qud mue.
Bdo dam viéc gom Route (Route Aggregation)
. Sau khi phan bé va tinh todn vi tri du phong nén du phong Subnet theo ché dé 1+1. M&i Subnet

ducc phan bé s& du phong thém mét Subnet dung bding véi Subnet ducc phan bé.

. Ché& dé du phong 1+1bdo ddm viéc mé rong trong tuong lai ma khdng lam phdét sinh thém Route
vi Subnet cll v& méi sé dugc gom thanh mét. Viéc ndy gidp gidm tdi cho router, tang hiéu sudit
dinh tuyén va gitp mang hoat déng én dinh hon.

7.2. NHUNG CHU Y TRUOC KHI QUY HOACH
DIA CHi IPvé

Ngodi nhiing yéu céu vé nguyén téc néu trén déi véi viéc quy hoach dia chi IPvé, trong thuc t& con cé nhimg quy
dinh (nhu ctia IETF) ho&ic mét s6 khuyén céo qua qua thuc tién trién khai, cé mot sé diéu ching ta cén cha y. Néi
dung dusi day s& nhdc lai mét s6 théng tin vé dia chi IPvé var nhimg luu y, khuyé&n cdo trusce khi tién hanh quy

hoach.
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7.2.1 Subnet bit dé quy hoach IPvé

Nhu dé gii thiéu trong chuong 3 vé dia chi IPvé thi phan Interface-ID (tuong Ung véi phén Host-ID ctia IPv4) ludén
duoc quy dinh co dé dai cd dinh 64 bit. Nhu vély cdc bit dung dé phan chia Subnet sé duoc phén bé khi co quan
doanh nghiép tién hanh dang ky dia chi IPvé. Phan Subnet bit nay dung trusce Interface-ID va cung véi Global
Routing tao thanh Network Prefix cing 64 bit.

P 64 bit _ 64 bit R
‘ Network prefix ‘ Interface ID ‘
‘ Global routing prefix H Subnet ID H Interface ID

‘ 001 HGlobcl routing preﬁxH Subnet ID H Interface ID

b 11-48 bit 48-64 bit

Hinh 98. Vj tri Subnet bit trong dia chi IPv6 GUA

Tai Viét Nam, théng thusng cdc co quan, doanh nghiép néu dang ky dia chi IPvé qua Trung tdm Internet Viét
Nam (VNNIC) thi s& duoc cdp ddy dia chi doc lap co dé dai téi thiéu & /48. Vi dd dai /48 thi chung ta con lai
16 bit phdin Subnet nén cé thé phan chia dén 2°=65.536 day dia chi /64. Bay I& mét sé luong dia chi IPvé rét l6n
cho mét co quan hodc doanh nghiép théng thudng. Céc don vi lén hon nhu cdc nhd mang thi sé ddang ky cdc
daylénvidunhu /32.

Trong trusng hop dang ky qua cac nhd mang, thi cée co quan, doanh nghiép chicé thé dang ky dia chiIPvé phu
thuéc (PA - Provider Aggregatable) cé dd dai cod théla /48, /52/, /56, /60. Tuy theo quy méd clia minh cac don vi
c6 thé dang ky day dia chiphu hop.

Nhu véy s6 bit dé phan chia Subnet tly thudc véio quy mé thuc t&€ ma co quan, doanh nghiép dang ky. Vai quy
mé nhd thi viéc quy hoach don gidn nhung d&i véi quy mé 16n thi chung ta nén cén tinh todn k§ va tudin theo céc
yéu céu, nguyén téc trinh bay & trén.

7.2.2 Quy hoach theo pham vi 4 bit (Nibble Boundary)

Trusc day déi véi IPv4 ching ta dé quen véi khai niém Octet, ddy 1 tén goi chi mét nhém sé cd dod dai 8 bit. Bia
chiIPvé6 v&i dé dai 128 bit dugc phan ra 16 nhém (cdch nhau béi déu :), méi nhdm céd dé dai 16 bit duoc goi Hextet.
& day chung ta lam quen véi khai niém maila Nibble, ding dé chi mét nhom sé cd dé dai 4 bit. Do dia chi IPvé viét
& dang Hexa nén méi Nibbble tusng ducng véi mét chir sé Hexa. Nhu vély mbi Hextet clia dia chi IPvé sé chua 4
Nibble.

Vi du trong dia chi IPvé: 2001:0db8:8503:0000:0000:802e:0370:7334 thi mdi chir s trong cdc cum nhu 20071,
hodic Obd8, 85a3 ... ducc goi la Nibble. Khi mét Nibble thay déi thi s& tao ra Subnet khdc, vi du hai dia chi sau
thudc 2 Subnet khdc nhau:

2001:0db8:8503:0000:0000:802e:0370:7334
2001:0db8:8504:0000:0000:802€:0370:7334
Nhuvay, khi chia Subnnet theo Nibble thiching ta sé cé cac Prefix labdis6 cia 4 nhu: /48, /52, /56. /60. Viéc nay

gUp chuing ta phan biét cac Subnet mét céch dé dang, trdch binhém I&n trong quy hoach ciing nhu quan ly dia
chilPvé.
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16
16 16
2001:db8:1:0::/52-: 2001:db8:1:f:: /52
256 >
2001:db8:1:00::/56- 2001:db8:1:ff::/56
4.096
2001:db8:1:000::/60- 2001db8:1:fff::/ 60

65.536

16

Dudi dday la1vi du vé viéc phén chia dia chi theo Nibble v& khéng theo Nibble dé ching ta thdy su khdc biét.

200

1:db8:1:000::/64-20

01:db8:1:ffff:: /64

Hinh 99. Cdch thurc phén chia theo Nibble

Prefix /60 (theo Nibble Boundary)

2001:db8:0:0000::/60 v&1 2001:db8:0:0010::/60 la hai subnet khdc nhau.
Pham vi dia chi ctia 2001:db8:0:0010::/60: tir2001:db8:0:0010:: dén 2001:db8:0:001f::.

Hinh 100. Vi du vé phan chia Subnet theo Nibble

to

Prefix /61 (khéng theo Nibble Boundary)

\4

2001:0db8:0000:0010:0000:0000:0000:0000

2001:0db8:0000:001Cf : ffff: ffff : £fff : ffff

DPay l& hai Subnet khac nhau: 2001:db8:0:0010::/61 va 2001:db8:0:0018::/61, néu nhin qua thi
chung ta khéng thé xdc dinh dugc chung cung hay khdac Subnet. D& xac dinh chung ta cén
chuyén cdc déy dia chi trén sang dang nhi phan va dém sé bit t&i vi tri 61 va sau dé chuyén
nguac lai sang dang Hexa.

Hinh 101. Vi du vé phén chia Subnet khdng theo Nibble

to

2001:0db8:0000:0010:0000:0000:0000:0000

2001:0db8:0000:0017 : ffff: ffff : £fff : £f£f

Nhu vay ching ta cé thé thdy viéc stirdung Prefix khéng theo Nibble s& gy khé khan trong viéc quan ly v phén

chia dia chi. Nén day la mét trong nguyén téc dugc khuyén cdo trong viéc quy hoach dia chi IPvé. Mé&c du vay

cling cén can nhdc viéc nay vi viéc quy hoach Prefix theo Nibble s& I&m du thira rét nhiéu dia chi trong nhiéu

trusng hop. Gid sirmédt phén ving mang ndo doé chi can khodng 8 déy mang /64 (gid st chi co t8i da 8 VLAN),

tuong duong véi /61. Néu chung ta phan bd /60 thi s& luong Subnet ducc phan bd sé du thiia qud nhiéu, gdy

l&ing phi. Nhu véry, chiing ta cdin tinh todin, quy hoach cén bang gitia cd tudn theo Nibble va tiét kiém dia chi. Cé

thé chung ta sé tuén theo Nibble & mét pham vi ndo dé, & pham vinhd hon thi chdng ta sé chia nhd hon. Diéu nay

s& phu hop v&i thuc t&

hon.
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7.2.3 Mot s6 quy dinh vé IPv6 Prefix Length

Nhu d& trinh baly, dia chi IPvé s& gém hai phén, méi phéin cé dé dai 6 dinh khéng ddila 64 bit vé khéng nén sur
dung sé bit cta Interface ID dé phan chia mang con. Nhung trong qud trinh khai thdc cdc hé théng IPvé thuc té,
cdc chuyén gia dé phdt hién mét s& vén dé cling nhu mét s8 cach hay lién quan dén quy hoach IPvé var Prefix
Length hop ly, chinh vi thé ho dua ra cdc khuyén cdo. IETF dé ban hanh cac RFC lién quan dén nhimg khuyén céo
nay. Sau déy chiung ta diém qua mét sé RFC lién quan dén quy dinh vé Prefix Length clia IPvé, chung ta can phai

ndm trusc khi thuc hién quy hoach.

Prefix Length /64 cho thiét bi cusi (RFC 3177)

Da&i vai cdce thiét bi nhu may tinh cé nhén, mday cht hodc céng mang clia mét thiét bi trén cung VLAN
thi Prefix Length ducc khuy&n nghi strdung lai /64. Biéu nay 1& bét budc dé cac co ché nhu SLAAC v
EUI-64 c6 thé& hoat ddng. Ngodi ra viéc sir dung Prefix Length /64 dam b&o sé luong dia chi du thua
cho m&i VLAN, khéng cén tinh du phong trong tuong lai cling nhu méi Host cé du khéng gian dia chi
déhoat déng ma khéng géip phai cac van dé vé trung dia chi.

Prefix Length /128 cho céng Loopback (RFC 3177)

Loopback l& mét céng mang do ddc biét dung dé trao ddi théng tin dinh tuyén, gidm sat va xirly su
c8. B8ivéi IPv4, dia chi cla Interface Loopback co Subnet Mask I 32 bit vi thé RFC 3177 cling dé xudt
strdung Prefix /128 cho dia chilPvé. Vith& chung ta chi can quy hoach mét déy dia chi /64 danhriéng
cho céng Loopback cho cdc thiét bi nhung khi khai bdo chi st dung Prefix /128 cho méi céng
Loopback.

Prefix Length /126, /127 cho két néi Point-to-Point (RFC 6164)

D8 véi k&t ndi Point-to-Point thi thuc t& chi can st dung hai dia chi & hai ddu. Vi thé& véi IPv4, ching ta
thusng dung Subnet Mask /30 thém chi /31 cho k&t ndi ndy. Tuong tu ching ta cling s& dung Prefix
/126 hodc /127 dé khai bdo IPvé cho két néi Point-to-Point. Viéc st dung Subnet Mask /30 hodc /31
nh&m tiét kiém dia chi nhung viéc st dung Prefix /126 hod&c /127 khéng phai vi tiét kiém dia chi lién
quan dén van dé bao mat. Néu mot ngusi ndio dé dung cong cu dé quét (Scan) cac dia chithude /64
thi gico thiic NDP trén thiét bi s& tao ra Neighbor Cache trang thdi INCOMPLETE cho méi dia chi. Viéc
nay khi&n cho bd nhé dém cla thiét bi train va co thé lam thiét bi ngung hoat déng. Viéc sirdung /126
ho&ic /127 s& giup tranh tinh trang bi tran ndy.

Hosts l;li l;li

/64 Core
/64 or /127

I ) P

1 _oo] ~t-

[fmit oo] _—

Servers

/64
Loopback
/128

Hinh 102. M¢t s6 Prefix Length ddc biét

Chung ta cé thé quy hoach mét Subnet /64 danh riéng cho tét cd cac két ndi Point to Point trong
todin bé hé thédng mang nhung chi phan bé vér khai bdo /126 hodic /127 cho méi két néi. Ho&c ching
tacd thé quy hoach mét /64 cho méi két néi nhung khi khaibdo chistrdung /126 hodc /127.
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7.3. CACH THUC QUY HOACH DPIA CHi IPvé

Trén ddy l& nhiing théng tin chung dé chudn bi cho viéc quy hoach, phdn ti€p theo sé trinh bay cac budc thuc
hién chitiét.

7.3.1 Phéan tang héa hé théng mang

DE c6 cdi nhin truc quan va bdo dam tinh chinh xéc cho viéc quy hoach thibuéc dédu tién chung ta cdn thuc hién
chinh & &nh xa hé th&ng mang céan quy hoach sang mét mé hinh phén tdng cé cdu truc.

\: Level O \ Assigned

\/ Level 1 \ Subnet 1 Subnet n Reserved

‘/ Level 2 ‘ Subnet 1.1 Subnet 1.n Reserved Subnet n.1 Subnet n.n Reserved

‘\ Level 3 ‘ m Subnet 1.1.n Reserved

Hinh 103. Minh hoa viéc phdn tang héa hé thong

M6 hinh ndly s& bé&t déau tir mét géce sau dé phan chia thanh cdc nhdnh, cdc nhdnh dugsc phan thanh céc téng
(Level). S8 luong nhdnh va tang tuy thudc vaio hé théng thuc t& clia mdi co quan var doanh nghiép. Vithé cac ban
cén théng ké hé thdng clia minh mét céch chinh xdc dé anh xa chi tiét hé théng do, viéc ndy quyét dinh rét 16n
cho viéc quy hoach. M6t diéu dang chu v 1& s& lusng nhdnh tai méi tdng khéng cén phai déu nhau hodic cé
nhiing tdng cé nhdanh con cé tang lai khéng co nhdnh con.

Sau khi so dé héa hé théng clia minh, ching ta cén tinh todn dén viéc du phong. Viéc du phong bt budc thuc
hién tai cac nhdnh va cac tang. S& luong du phong dudc tinh theo quy téc 1+1 ho&c N+1. Viéc nay tuy thudc véio
quy mé va tinh quan trong ctia méi nhanh. Viéc du phong 1+1 bdo dam viéc gom Route t&i uu nhung géy 18ng phi
dia chi. N&u hé théng naio thuc su quan trong va cé khd ndng mé réng vé sau thi can tinh dén du phong 1+1. Vi
cdu truc phan téng va chia nhanh thi tang trén cé khd n&ng gom Route cho cac nhanh truc thudc bén dudi, bao
dam muc tiéu gom Route.

Sau khi d& phan tich xong ching ta can thuc hién phan b8 Prefix Length theo so dé. Dusi day I& mé hinh tham
khdo clia viéc phan tang cdu truc mang v phan bd Prefix Length.

/54 InterconnectHWZIoX /64 P2P Iinks) [ /127 per P2P link j

/54 Loopbacks)—(wzl.x /64 P2P links /128 per Loopback)

2%=4 /5%

/52 Infrastructure

2°=16 /52s

2'°=1024 /64s 1024 /127 p-t-p links
Allocated 1024 /128 loopbacks

/54 reserve

/48 location

/54 reserve

/52 Desktops
/52 Wireless

/52 etc.

2" = 4096 /64 subnets

2" = 4096 /64 subnets

Hinh 104. Vi du viéc phdn tang IPv6 cho doanh nghiép
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/40 for Core Network /64 for Loopbacks
/32 for Private Addressing Internal Services (/128s)
/40 for Enterprise DC
/ Internal
/32 for Internal Addressing /40 for Enterprise
Campus External

—
§

/30 for Subscribers /36 per PoP /40 per BNG /56 per Subscriber

Hinh 105. Vi du viéc phdn tang cho nha mang

7.3.2. Phan chia Subnet theo sé bit

Nhu dé& trinh bay, viéc phéan chia Subnet trong IPv6 can tudin thi dua trén céc nguyén téc nh&m téi uu hda cong
téc quan ly va vén hanh mang. Mét trong nhitng nguyén téc quan trong la 16ng ghép théng tin (Embed
Information), theo do dia chi IPvé dugc quy hoach lam sao chiia théng tin vé vi tri, chic ndng hodc muc dich s
dung cuia thiét bi hodic mang con. Nguyén téc quan trong thirhai lé khd néing gom Route (Aggregatable) déng
vai trd quan trong trong viéc t8i uu hoa bang dinh tuyén, gidm tdi cho cdc thiét bi router va tang hiéu sudit mang.
Viéc k&t hop hai nguyén téc ndy tao giup viéc phan chia Subnet linh hoat, ddp Ung viéc quan Iy, véin hainh vér mé
réng hé thdng mang vé sau.

2001:db8:1234: |L|L|L|L|T|T|T|T| B|B|/B|B|B|B|(B|B| ::/64

2001:db8:1234: |T|T|T|T|B|B|/B|B|B|B|B|B|B|B|(B|B| ::/64

Hinh 106. Nguyén tdc phan chia theo sé bit tir trdi sang phdi

Cé hai phuong phdp 16ng ghép théng tin chinh: phén chia theo vi tri dia ly (Location) vé phén chia theo muc dich
stirdung (Type of use) cho ting nhom bit. Viéc phén chia nhém bit s& duoc thuc hién tirtrdi sang phai véi muc dich
sau:

. Phan chia theo vi tri (Location): Cac Subnet n&m trong ciing mét khu vuc dia ly s& ducc gom lai vé quang
ba dusi dang mét tuyén dusng (Route) duy nhdt. Diéu ndly gitip giam kich thuéc bang dinh tuyén va téng
t8¢ dd xUrly. Vidy, tét cd Subnet trong mét toa nhd hodc mét khu vie cu thé co thé dusc gom lai.

. Phén chia theo muc dich suir dung (Type of use): Cac Subnet dusc phén loai theo muc dich st dung (vi du:
phong k¥ thudt, kinh doanh, mdy chd, ngusi dung, thiét bi Camera). Biéu nay giup dé dang dp dung céc
chinh sdch bdo mat (security policy) dyua trén vai trd va chidc nding clia ting nhém ngudi dung, phdn viung
mang hodc logi thiét bi. Vi dy, cac Subnet danh cho mdy chu sé cé chinh sach bdo méat khdc véi Subnet
danh cho ngudidung.

Viéc lua chon cach phén chia Subnet phu thudc vao muc tiéu, mé hinh mang va chinh séch bdo mat ctia tung
don vi. Mét s& t8 chuic cé thé uu tién quy hoach theo vi tri dé t6i uu dinh tuyén, trong khi nhiing don vi khac lai tap
trung v&o muc dich sir dung dé tang cusng bdo mat. Trong nhiéu trudng hop, co thé két hop cd hai cdch mét
cach hiéu qud: déu tién, chia theo vi tri d& gom nhém cdc Subnet trong cling khu vuc, sau dé tai méi vi tri céd st
dung Firewall thi dp dung phén chia theo muc dich sir dung dé dé thiét Iaip Firewall Policy, dadm b&o ca hiéu sudit
v& an ninh mang déu dugc duy tri & muc cao.

Chay: - Chung ta can quy hoach cdc déy dia chi danh riéng cho k&t néi ha tdng nhu Point-to-
Point, Loopback Interface, Remote VPN ...
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7.4. MINH HOA QUY HOACH IPv6 CHO MOT
DOANH NGHIEP

Trong vi du duéi day, chang ta xét minh hoa quy hoach ciia mét doanh nghiép gém co tru s& chinh va céc chi
nhdnh. Sau khiso dé hda theo céu tric phan téng, chung ta bdt déu phan bé Prefix Length theo nhu céu thuc té.

Dudi ddy l&r minh hoa cho mét doanh nghiép gém tru s& chinh vé&r cdc chi nhdnh. M&i chi nhdnh cé cac phong
chuyén mén nhu [T, kinh doanh, tai chinh, chdm séc¢ khdch hang. Tai cac phong ban cé cdc bd phén hodc hé
th&ng nhd hon. Viéc mé hinh héa ndy cé thé dp dung cho doanh nghiép, co quan té chuc, cdc trusng dai hoc,
cdckhucodng nghiép, cackhdch san ... Chung ta phdi dnh xa cang chi tiét thiviéc quy hoach cang chinh xac.

/48 duoc cdp

/52 /52 /52 l

/56 /56 l /56

/60 /60

Hinh 107. Minh hoa viéc phén tang va phén bé Prefix Length cho mét doanh nghiép

Sau khiso dé hoa theo céu tric phan téng, ching ta bét dédu tinh todn sé lusng Subnet dé phan bé Prefix Length
phuhop. Cac vi tri cung cép co thé duoc phan b sé lusng Subnet khdc nhau tly theo nhu céu thuc té. Viéc phén
b8 ndy tuain thi theo nguyén téc Nibble v 16ng ghép théng tin nhu dé trinh bay. Cé thé tai mét vi trindio dé Prefix
Length ducc phan bé khéng tuén theo Nibble nhung dén cdip k& tiép van tuan theo nguyén téc Nibble. Viéc nay
thé hién su linh hoat trong quy hoach dia chi IPvé.

Trén day la qua trinh s dé héa hé théng mang cdn quy hoach va tinh todn phan bé Prefix Length cho méi vi tri
trén so dé. DAy chila buéce truc quan hda hé théng val cdch thic phan bé dia chi. D& phan chia chi tiét var luu trir
théng tin dia chilPvé thi ching ta cén st dung Ung dung Excel ho&ic phdn mém chuyén vé quan ly dia chi IPAM (IP
Address Management).

Dudi ddy 1 minh hoa viéc luu trirthdng tin quy hoach dia chi IPvé théng qua phdn mém Excel. Cac théng tin trén
50 dé trén sé& ducc dnh xa vao File Excel nhu hinh sau.

Level O Level 1 Level 2
/54 IT
/54 Du phong IT
/52 Tru s6 chinh /56 Tai chinh
/56 Kinh doanh
/55 + /54 Du phong chung
/50 Phan bé /56 Chdm soc khach hang
/52 Chi nhéanh 1 /56 Kinh doanh
/48 /53 +7°/55 Dy phong
/52 | Chinhanh2 /56 Kinh doanh
/56 +3*/55+ /53 Du phong
/52 Du phéng

/50
/49

Du phong

Bdng 10. Luu trir thdng tin quy hoach bang Excel
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Trong hinh nay chiing ta cling phén cdip cac Level nhu trong so dé phan tang va thuc hién gan Prefix Length. Do
day la co s& diliéu chung ta cdn ghi chi tiét dé nhiing ngusi khac doc dé hiéu vél chung ta dé tra cuu luc can nhu
khi quy hoach thém hodc Itc xirly su c8, nén cach trinh bay cé mot chut khdac biét trong so dé. Mot sé gidi thich
thém trong File Excel trén:

+ Do chung tatinh todn va phén b8 /52 cho Level 1nén ching ta can phan chia /48 thanh nhom nhd hon gém
/49 va2*/50. Tu /50 chung ta phan tach thanh 4* /52 vér tién hanh phéan bé cho Level 1.

. Tai tru s& chinh, do bd phdn IT quan ly nhiéu hé théng va nhiéu thiét bi nén sé duoc phan bé /54 va duge du
phong theo mé hinh 1+1, con cdc phong ban khdc ducc du phong chung. Nhu vay /52 déu tién sé phan
thanh: /52=/53+ /53=2*/54+2*/54=2%/54+ (2" /55 + /54) = 2* /54 +(2* /56 + /55 + /54).

+  Taichinhdnh1,do phan bd bé&t déu /56 nén chung ta sé& phan /52 thanh: /52 =2*/53=4* /55 + /53 =2%/56 +
3*/55+/53.

. Thuc hién tucng tucho chinhdnh 2.

Vé&i cach lam ndy ching ta sé dé& dang gom Route cling nhu 1éng ghép théng tin theo sé bit, déng thsi cling dé
dang m&réng, quy hoach thém trong tuong lai.

Chay: - Chung ta nén tinh co ché du phong 1+1 ho&ic N+1cho méi vi tri vél phéin bé du phdng cho vi
tri do trong File drliéu trén.

DPay la budc dnh xa tirso dé phan tdng sang co sé dif liéu quy hoach dia chi, chung ta chua co Prefix dai dién cu
thé tai mbi Level, méi vi tri. Chung ta can tién hanh thuc hién phan chia tir déy dia chi /48 dusc phan bé. Viéc
phan chia thi cédng khd phuc tap va khé néng sai st réit dé xdy ra, vi thé chung ta can st dung céng cu hd trg
phan chia Subnet cho IPvé, gidng nhu céc céng cu hd tro cho IPv4 truse day.

7.5. HUONG DAN SU DUNG CONG CU PHAN CHIA
SUBNET IPv6

Hién nay co rét nhiéu cdng cu hé tr phan chia Subnet cho IPv6, ddc biét I& ing dung truc tuyén, khéng yéu céu
cai dat, khéng can dang ky var cé thé sirdung & bdt ky noi ndo. Mét trong nhiing cong cu phd bién va hiéu qud la
IPv6 Subnet Calculator clia Site24x7. Con cd nhiéu cédng cu khdc trén Internet, sau khi ldm chd cédng cu nay thi
céc ban cé thé dé dang sur dung cdac céng cu khdc. P& sir dung cdng cu ndy, cdc ban truy cép dia chi
https://www.site24x7.com/tools/ipvé-subnetcalculator.html. Hodc cdc ban truy cap trang
https://www.site24x7.com/, chon Free Tools, Sysadmin Tools va IPvé Subnet Conculator.

Dudi day la cach st dung cdng cu ndy:

1. Nhap dia chi mang cén chia (Network Address Block):

Chung ta nhép dia chi mang géc mudn phén chia thanh cac Subnet, trong vi du minh hoa &
200%:a:b::/48.

C6 thé nhap Prefix Length bdt ky dé chia chikhéng nhdt thiét la /48, vi du nhu nhép vao /52 dé tinh
todin phén chia thanh cac Subnet /56.

2. Nhap sé lugng Subnet can chia (Number of Subnets):

Tai 6 ndy chidng ta sé nhdp sé lugng cdc Subnet ma ban mudn tao tir dia chi mang géc dé nhép &
budc trén.

Vi du: N&u mudn chia dia chi mang thanh 16 subnet, thi chung ta lua chon /52 (16 subnets)” trong &
nay. Biéu ndly co nghia la chung ta sé& chia mét Network /48 ban déu thainh cac Subnet /52.
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3. Két qua phan chia (Subnet Details):
Sau khichiing ta nhéip cdc théng s&, cong cu sé tu déng hién thi k&t qud phan chia Subnet ngay bén
dudi, bao gém céc théng tin:

Subnet ID: S& thurtu ctia Subnet.

Subnet Address: Dia chi mang dai dién ctia mdi Subnet.

Host Address Range: Dai dia chi host cé thé sirdung cho mdi subnet.

Notation: Dang biéu dién rit gon cho Subnet (vi du: "200T:a:b::/52").
4.ViDu:
N&u chung ta nhép "200%:a:b::/48" v&r chon tao 16 subnet (/52) thi cdng cu cho ra déy Subnet tir
"2001%:a:b::/52" dén "2001:a::f000:: /52"

Chay: - Biém hay clia céng cu ndy so véi cac cdng cu khdc Id & phdn Notation, dia chi ctia Subnet
dudc viét gon theo nguyén téc rut gon clia dia chi IPvé. Viéc ndy gitp dé doc, it sai sét
trong ghichuva giup viéc qudnly dia chilPvé thuéntién hon.

¢ Cm [ % sited4sT.comtoalsipvé-subnetcalculatos htmi B e @A M od
Mawﬁmn? Products - Plars snd Pricing FealLines Ressources. Frose Tooks Suppor Erderprise a Logh
Site24x7
- Network address biock Number of Subnets
200%ab: M8 152 (18 aubnats) *
Subnet Details
Subnet 1D Subnet Address Host Address Range Motation

1 20010000008 2001acky; - 200TR:biAT:: 200Tache/57

2 2001000a000EI000: PODaBA000: - 20012 0000052

3 FO01000:000b:2000= D00 :acbe 2000 - 200N be2A: 2001:3h2000:/52

Hinh 108. Giao dién cta céng cu phan chia dia chi IPv6 truc tuyén

7.6. KET HOP CONG CU CHIA SUBNET VA FILE EXCEL

V&i mé hinh phéin téing, chung ta dé& anh xa sang File Excel nhung théng tin van chua chi tiét, b&ng cach két hop
v&i cdng cu chia Subnet & trén, chung ta tao dirliéu quy hoach dia chilPvé nhu sau.
Budc 1:

Tach /48 ban ddu thanh 2* /49, trong dé Subnet /49 déu tién dung dé phan chia tiép tuc, Subnet /49
conlai dé duphong nhuFile Excel.

Network address block Number of Subnets
2001:a:b::/48 /49 (2 subnets) -
Subnet Details
Subnet ID Subnet Address Host Address Range Notation
1 2001:000a:000b:: 2001:a:b:: - 2001:a:b: 781 2001:a:b=:/49
2 2001:000a:000b:8000:: 2001:a:b:8000:: - 2001:a:bef{ff:: 2001:a::8000::/49

Hinh 109. Thuc hién phdn chia Network ban dau thanh Subnet nhé hon
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Tdch Subnet /49 dau thanh hai /50, trong dé /50 thu hai dé du phong.

Network address block Number of Subnets
200%:a:b::/49 /50 (2 subnets) v
Subnet Details
Subnet ID Subnet Address Host Address Range Notation
1 2001:000a:000b:: 200%:a:b:: - 200%:3:b:3fff:: 200%:a:b:/50

2 2001:000a:000b:4000:: 2001:a:b:4000:: - 200%:a:b: 71ff:: 2001:3:b:4000::/50

Hinh 110. Thuc hién tuong tu cho cdc Subnet & Level thap hon

Dién cac théng tin chi tiét & trén vao File Excel.

200%:a:b::/50 Phén bé
/48 2001:a:b:4000::/50 .
Du phong
2001:a:b:8000::/49

Bdng 11. bién théng tin vao Excel
Budc 2:

. Thuc hién cdc budc tusng tunhubudc 1cho cdc Level khdc.

. Dién todin bd vérhoan chinh File Excel.

Level O Level 1 Level 2
2001%:a:b::/54 IT
2001:a:b:400::/54 Du phong IT
Try 2001:a:b:800::/56 Tai chinh
2001:a:b::/52 s6
chinh 2001:a:b:900::/56 Kinh doanh
2001:a:b:a00::/55 .
Du phong chung
200%:a:b:c00::/54
2001:a:b:1000::/56 Chém séc KH
2001:a:b:1100::/56 Kinh doanh
Chi 2001:a:b:1200::/55
Phén 2001:a:b:1000:: /52 nhdnh
200%:a:b::/50 < 1 2001:a:b:1400::/55 .
bé Du phong
/48 2001:a:b:1600:: /55
2001:a:b:1800::/53
2001:a:b:2000::/56 Kinh doanh
Chi 2001:a:b:2100::/56
2001:a:b:2000::/52 | 0 2001:a:b:2200::/55 .
2 Du phong
200%:a:b:2400::/54
2001%:a:b:2800::/53
2001:a:b:3000::/52 Du phong
2001:a:b:4000::/50
Du phong

2001:a:b:8000::/49

Bdng 12. Chi tiét quy hoach va phan bé dia chi IPv6 cho cdc Level trung gian
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Budc 3:

. Tiép tuc thuc hién véi Level 3. Tuy theo quy hoach thuc t& ctia mdi don vi ching ta s& phan bé

Prefix Length tuong ung.
+ Trusng hop chua phén bd chung ta cling cén ghi rd céc Subnet du phong, dé sau nay phén bé

tiénhon.
2001:a:b:1100::/ 64 Nghién cuu thi trusng
2001:a:b:1101::/64 Ban hang
2001:a:b:1102::/64 Marketing
2001:a:b:1103::/64 Phat trién san phém
2001:a:b:1104::/ 64 Quan hé déi tac
2001:a:b:1105:: /64

2001:a:b:1100::/56 Kinh doanh 2001:a:b:1106::/63

2001:a:b:1104::/62

2001:a:b:1108::/61

Du phoéng
2001:a:b:1110::/60

2001:a:b:1120::/59

2001:a:b:1140::/58

2001:a:b:1180::/57

Béng 13. Chi tiét quy hoach va phén bé dia chi IPv6 cho cdc Level cuéi cung

Nhu vay, tirviec dp dung cdc nguyén téc quy hoach, tién hanh phéan tng hé théng cén quy hoach, két hop sur
dung cdng cu chia Subnet var Excel, chiing ta co thé tao ra mét bang quy hoach IPvé ddy dd va chi tiét cho bét
ky hé théng ndo.

7.7. TONG KET CHUONG 7

Chuong 7 da cung cép hudng dén khd chi tiét vé quy hoach dia chi IPvé, gitip xay dung hé théng mang hiéu qua
v& t8i uu hon. M& déu chuong 1& cdc yéu cdu v nguyén téc chung khi quy hoach IPvé, déng thsi so sénh nhiing
khdc biét gitia quy hoach dia chi IPv4 véi IPvé nhdm gitip ban doc hiéu ré hon vé su thay déi trong cdch phén bé
dia chi. Tiép theo, chuong 7 dé cap dén cdc nguyén téc quan trong val cac luu y cdin thiét khiléip k& hoach dia chi
IPv6, bao gém viéc strdung Subnet bit, quy hoach theo pham vi 4 bit (Nibble Boundary) vé cac quy dinh ddic biét
vé IPv6 Prefix Length. Bay I& nhimg khdi niém quan trong gitip dam bdo tinh khoa hoc v hop ly trong qud trinh
triénkhai.

Chuong nay ciing dua ra phuong phdap phan tang hé thng mang va phén chia Subnet theo s bit, giup t8i uu
héa tdi nguyén mang. Bén canh ly thuyét, chuong con cung cdp md hinh minh hoa quy hoach IPvé cho mét
doanh nghiép thuc t&, kém theo husng dén sirdung céng cu phan chia Subnet IPvé var két hop véi Excel dé hé tro
quan ly hiéu qua hon. Nhin chung, chuong 7 dé hé thdng héa cac kién thic cén thiét vé quy hoach dia chi IPvé,
gilp céc t8 chic var doanh nghiép cé thé trién khai IPvé mét cach khoa hoc, linh hoat va dé& daing mé réng trong
tuong lai.
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7.8. CAU HOI ON TAP CHUONG 7

Tai sao quy hoach dia chi IPv6 lai quan trong va khac biét so véi IPv4?

Quy hoach dia chiIPvé la mét buéce then chét trong qud trinh chuyé&n déi mang sang IPvé. Viéc quy
hoach t&i uu dam bdo hé thédng mang hoat ddng én dinh, dé dang mé réng, quan ly thudn tién va
néng cao hiéu qua dinh tuyén. Biém khdc biét 16n so vai IPv4 1 khéng gian dia chi IPvé khéng 16
(~340 ty ty ty ty dia chi), loai bd nhu cdu tiét kiém dia chi var sir dung NAT. Thay vaio dé, IPvé tép
trung vaio khd ndng mé réng, hé tro SLAAC, loai bd NAT vér uu tién gom tuyén (Route Aggregation).
Viéc phdan chia subnet trong IPv6 thusng dua trén Nibble Boundary (4 bit) va phan Interface ID ludn
c8dinh 64 bit, khdc véi IPv4 strdung VLSM vé muon bit ti Host ID dé chia Subnet.

Nhing yéu cau va nguyén téc chung ndo can tudn thu khi quy hoach dia chi IPv6?

Viéc quy hoach dia chilPvé can ddp tng cac yéu céu chinh sau: dam bdo khd ndng mé réng mang

dé dang, don gidn héa quan ly mang, hd trg dinh tuyén hiéu qud (gom Route) va dam bdo antodn,

bao mat b&ng cach phan chia viing mang ré raing. Céc nguyén tdc chung bao gbém:

. DPon gidéin va dé quan ly: Phan chia logic, co cdu truc rd rang, dé hiéu va tra cuu, dugc luu trir
khoa hoc (vidu: Excel, IPAM).

. Léng ghép théng tin: Cac subnet IPv6 nén phan anh cdu tric t8 chie, vi tri, vai trd hodic chic
ndng clia mang con.

. Du phdéng cho mé réng: Tinh todn dén nhu cdu mé réng trong tuong lai vé co co ché du
phong subnet phu hop (vidu: 1+1).

. Bdo dam viéc gom Route: Quy hoach can tao diéu kién dé gom cdac ddi dia chilién tuc thanh
cdc tuyénlénhon, giam kich thudc bdang dinh tuyén.

Phan chia Subnet trong IPvé dugc thuc hién nhu thé ndo va tai sao nén tuan theo Nibble Boundary?

Trong IPvé, phéan Interface ID ludn cé dé dai c8 dinh & 64 bit. Cac bit dung dé phan chia subnet
ndm & phan trusc Interface ID, tao thanh Network Prefix (cling 64 bit). Quy hoach theo Nibble
Boundary (pham vi 4 bit) dugc khuyén khich vi gitip phén biét cac subnet mét cach d& dang, tranh
nham 1&n trong quan ly. Cac prefix thusng | bdi s ctia 4 (vidu: /48, /52, /56, /60). M&c du viéc ndy
c6 thé dén dén du thira dia chi trong mét s8 trusng hop, nhung né mang lai sy ré réing vér don gidn
trong quan ly. Can can nhéc gitia viéc tuan theo Nibble Boundary va tiét kiém dia chi tuy theo quy
md va yéu cu cu thé cia mang.

C6 nhing quy dinh néio vé dé dai Prefix (Prefix Length) trong IPv6 can luu y?
IETF d& dua ra mét s8 khuyén co vé dd dai Prefix cho cdic muc dich khdc nhau:

. /64 cho thiét bi cusi (RFC 3177): B4t budc dé cac co ché nhu SLAAC va EUI-64 hoat déng,
déng thai dam béo dd khéng gian dia chi cho méi VLAN.

. /128 cho céng Loopback (RFC 3177): Tuong tu nhu IPv4 (/32), mbi cdng loopback sé& cé mot
diachi/128riéng.

. /126 hodc /127 cho két néi Point-to-Point (RFC 6164): Khdng nhdm muc dich tiét kiém dia chi
ma dé tang cusng bdo mat, tranh bi train Neighbor Cache do quét dia chi.
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Phuong phdp phan tang héa hé théng mang dong vai tro gi trong quy hoach IPvé?

Phan tang hoa hé th8ng mang 1 budc dau tién va quan trong dé cé cdinhin tryc quan va dam béo
tinh chinh xdc cho viéc quy hoach IPvé. B&ing céch anh xa hé thdng mang thuc t& thanh mét mé
hinh phan tang coé cdu tric (géc, nhdanh, tang), ngudi qudn tri cé thé dé dang xdc dinh cdc ving
mang, m&i quan hé gitia ching vé nhu céu dia chi tai mdi cdp dé. Viéc ndy gitp viéc phan bd Prefix
Length tré nén logic va cé hé théng, déng thai tao diéu kién thudn loi cho viéc du phong va gom
tuyénsaunady.

Nguyén tdc 16ng ghép théng tin v gom Route dugc dp dung nhu thé néo khi phdn chia Subnet
theo s6 bit?

Khi phéin chia Subnet theo sé bit tr trdi sang phadi, nguyén téc 16ng ghép théng tin dusc thuc hién
bdng cach gan y nghia cho tiing nhém bit trong Prefix, chdng han nhu vi tri dia ly (Location) hodic
muc dich strdung (Type of use). Cac Subnet ndim trong cung mét vi tri dia ly ho&c cé cung muc dich
st dung sé& co phéan Prefix chung, giup viéc gom Route (Route Aggregation) tré nén dé dang hon.
Viéc gom cdc Prefix con thanh mét Prefix I6n hon gitp gidm kich thuéc bang dinh tuyén trén cac
router va tang hiéu sudit dinh tuyén.

Lam thé ndo dé két hop suir dung cdng cu phdn chia Subnet IPv6 va phan mém bang tinh
(vi du: Excel) trong qua trinh quy hoach?

Cac coéng cu phdan chia Subnet IPv6 truc tuyén gidp tu déng tao ra cac ddi Subnet t mét dia chi
mang g&c va dé dai Prefix cho truéce. Qud trinh k&t hop véi Excel thusng dién ra theo cac budc sau:

. Phan tang va tinh todn sé lugng Subnet can thiét cho méi céip dd trong Excel.

. Su dung céng cu phdn chia Subnet dé tao ra cac dai dia chi cu thé dua trén Prefix Length déa
x&c dinh trong Excel.

. Ghi lai théng tin chi tiét vé tung Subnet (Subnet ID, Subnet Address, Host Address Range,
Notation) v&io Excel, dnh xa ching véi cac vi tri val chic ndng tuong ung trong so dé phan
tang.

. Lap lai qua trinh ndly cho cdc cép dd Subnet khac nhau, dadm bao tinh nhéit qudn va dé quan
ly ctabang quy hoach.

No6i dung chinh cua chuong 7 la gi?
Chuong 7 cung cdip mét husng dé@n toan dién vé quy hoach dia chilPvé, bao gém:
. Cdc yéu cdu va nguyén téc chung khi quy hoach, so sanh véi IPv4.

. Cdac nguyén téc quan trong va luu y can thiét, nhu sirdung Subnet bit, quy hoach theo Nibble
Boundary va céc quy dinh vé Prefix Length.

. Phuong phdap phéan tang héa hé théng mang va phén chia Subnet theo s8 bit dé t&i uu héa
tainguyén.
. M& hinh minh hoa quy hoach IPvé cho doanh nghiép, bao gém tru s& chinh var chi nhanh.

. Huéng dén su dung cdng cu phdan chia Subnet IPvé (vi du: Site24x7) va cach k&t hop véi Excel
dé quanly théng tin quy hoach mét céch hiéu qud.
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CHUONG 8

HUONG DAN TRIEN KHAI
MO HINH IPv6 DUAL STACK

Tiép n&i phan ly thuyét vé giao thic IPv6 chuong nay sé tap trung vao vén dé trién khai thuc
t€ IPv6 cho cac hé théng mang. Bdc biét, néi dung duoc thiét ké danh cho cac té chuc va
doanh nghiép s hitu dia chi IP/ASN déc lép va k&t néi da husng nhém gitip cdc don vi xay
dung mét ha tdng mang hién dai, bdo mét va dap Ung cac yéu céu md rong trong tuong lai.
Chuong 8 tap trung huéng dén trién khai thuc t& giao thuc IPvé theo mé hinh Dual Stack,
cho phép IPv4 val IPv6 hoat déng déng thai. Néi dung chi tiét bao gém cac husng dén céiu
hinh tir co bdn dén néng cao, nhu gdn dia chi tinh, cdp phdt déng qua SLAAC va DHCPvé,
cling cdc giao thuc dinh tuyén OSPFv3, iBGP va eBGP, nhdm trang bi kién thic va k§ néng
can thiét cho chuyén gia mang trong viéc trién khai IPvé hiéu qud.

.""Qua chuong nay ban sé:

. L]
.

Hidu 16 V& loi i¢h cua viec s& hau IP/ASN doc lap va két néi da
huéag (Multi-homihg].

N&m ciéch cdiu hinh Bvé tiredban aén ndng cao, bao gém: gan a
dia chi IP tinh, cdc ky thudit cdip IP dong nhu SLAAC, DHCPV6,
VRRPV3 va cac giao thirc dinh tuy&n nhu OSPF va BGP. )

1
Nam cdch céiu hinh chitiét 10 bai LAB thuc hanh.

L
Lam chl viéc khai bdo IPvé déi véi cde giao thuc va dich vu . .
mang quan trong nhdt theo mé hinh Dual Stack cho hé théng

mang cta minh. .
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8.1. MO HINH MANG HIEN PAI DUAL STACK CHO
DOANH NGHIEP, CO QUAN VA TO CHUC VOI IP/ASN
POC LAP VA PA HUONG

Trong b&i canh chuyén déi s&, caic doanh nghiép, t8 chic, co quan chinh phd va cdc trusng dai hoc tai Viet Nam
ngay cang doi hdi mét hé thdng mang hién dai, 8n dinh vér an todin dé dam bdo hoat déng lién tuc vér hiéu quad.
Viéc s& hiiu dia chi dia chiIP déc 1ap (Pl) mang lailoi thé 16n khi cho phép cdc don vi két nGi linh hoat véi nhiéu nhér
mang ma khéng lo gidn doan dich vu, déng thai tu minh xa@y dung, quan ly chinh séich b&o mat va dinh tuyén di
liéu. D& trién khai dia chi IP déc lap, cac t8 chuic can dang ky s& hiéu mang ASN (Autonomous System Number) —
dinh danh hé thdng mang trén Internet, nhdm héd tro quan ly déy IP déc lép va quang bd qua giao thic dinh
tuyén BGP.

Bén canh do, k&t ndi da husng (Multi-homing) I& gidi phdp thiét y&u cho cac doanh nghiép va co quan yéu céu
tinh sé&n s&ing cao. B&ing céch thiét lap k&t ndi déng thai véi nhiéu ISP, Multi-homing dém béo hé théng tu déng
chuyén mach luu luong sang cdc k&t n&i du phong khi mét ISP gdip su cd, duy tri hoat déng khéng gidn doan. Hon
niia, gidi phdp ndy con t8i uu hda téc dbd truy cap Internet b&ng céch lua chon tuyén dudng tét nhéit, néng cao
chdit lugng dich vu cho céc té chuc.

P DNS qufw oia

1
Am
- oy e

o weD

Sir dung song 4
= [[Pv4/ TPy ——
BGP song [[Pv4/1Pvh «BGP y |

i / :
@ IP/ASN
-

‘—u dice lap
‘ ‘ :

DNS Root

R

Server Farm

Hinh 111. M6 hinh mang hién dai vdi IP/ASN ddc IGp va két néi da hudng

D& nang cao hiéu qud va tinh 8n dinh, cdc doanh nghiép va co quan cé thé trién khai k&t ndi téi VNIX — noi tich
hop hé théng DNS qudc gia va két ndi truc tiép véi DNS Root. Su két hop gitia IP doc 1ap, Multi-homing, k&t ndi
VNIX v& hé théng DNS tao nén mét mé hinh mang t6i uu, gilip tdng bdng théng, cdi thién khd ndng du phong,
néng cao hiéu sudt va bdo dam tinh sén saing.

Vi th&, chuong nay sé& bao gém cdéc bai LAB khai bdo ndng cao vé trién khai iBGP va eBGP cho mang doanh
nghiép va té chic strdung IP/ASN déc 1ap va két ndi da hudng.
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8.2. MO HINH VA NOI DUNG LAB IPv6 DUAL STACK

N&i dung chinh clia chuong ndy 1& thuc hanh khai bdo IPvé & ché dd Dual Stack, gém cd IPv4 var IPvé hoat déng
déng thai. Cac khai bao hién tai cho IPv4 sé dugc dp dung cho IPvé, vi du nhu dinh tuyén tinh, OSPF, BGP, VRRP ...
Chung ta déa quen thudc véi khai bdo véi IPv4 nén nhing ndi dung lién quan dén IPv4 sé khong dugc trinh bay &
day ma chitdp trung vao khaibdo cho IPvé.

Chay: - N&i dung LAB ndy chi danh cho Dual Stack, néu hé théng hoat déng & ché dé IPvé Only thi
can trién khaithém DNS64 va NAT64. Noi dung thuc hanh cho IPvé Only sé dudc trinh bay &
chuong tiép theo. Chuong ndy gitip cac ban lam quen véi khaibdo IPvé cho cde giao thic
vadich vu chinh y&u cta ha téng mang.

Hé théng mang trong mé hinh LAB ndry dugc thiét k& dé trién khai giao thuc IPvé véi mé hinh IP va ASN déc 1ap,
déng thdi téin dung cdc giao thuc dinh tuyé&n khdc nhau nhdm dam bao tinh linh hoat, hiéu quéd va khé ndng du
phong cao. Cac thanh phén chinh ctia méd hinh LAB gém:

Hinh 112. M6 hinh LAB téng thé

Trung tém du liéu (Site DC): K&t n&i véi hé thdng du phong (Site DR) théng qua giao thuc iBGP, dam bdo trao ddi
théng tin dinh tuy&n ndi bd gitia cdc dia diém. Béng thai, DC cling thiét lap k&t ndi eBGP Multihoming véi cac ISP
hodic hé théng VNIX dé dam bao kha néng két néi da husng nhéim t8i uu hoa luu luong Internet.

Chi nhanh A: Chi c6 mét k&t ndi duy nhét dén Site DC, st dung Default Route d& cdu hinh don gidin va phu hop
cho cac hé thng nhd gon.

Chi nhénh B: C6 hai k&t n6i dén Site DC nén ap dung giao thic OSPF nh&m can bé&ng t&i va du phong déng
trusng hop xdy ra sy cé véi mot két ndi.

Cac mang LAN: D& cung cdip dia chi IPv6 cho mdy tinh néi bd thi cdc ky thuat nhu SLAAC, Stateful var Stateless
DHCPv6 ducc st dung dé t&i uu hda viée cdip phat. VRRP cling duac trién khai dé cung cép khd ndng du phong
Default Gateway cho cdc mdy tinh néi bé tai Site B. Todin bé kién truc ndy dudc thiét k& nhdm dam bdo su én
dinh, t8i uu hda va tinh dy phong clia hé théng mang.

Quy hoach dia chi IP vé ASN: Site DC v Site DR sé& st dung AS 100, cac ISPO1va ISPO2 strdung lan lugt AS 100 va

AS 200. Vé dia chi Loopback, dia chi d&u néi cling nhu tén clia ting c8ng duoc thé hién & hinh bén duéi. Dia chi
Loopback IPv4 dugce sirdung lam Router ID cho cdac router vi khdng thé sirdung IPvé lam Router ID.
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Hinh 113. Chi tiét thdng tin quy hoach cho bai LAB

Chay: - Cdc thiét bi mang duoc st dung trong bai LAB I clia clia hang Cisco, s dung hé diéu
hanh 10S. Biéu nay gitp don gidn hoa viéc trinh bay va ban doc cling dé tim hiéu thém
théng tin vi cdc cac tailiéu vé thiét bi Cisco co kha nhiéu trén mang Internet.

Cdc giao thuc duac strdung la OSPF, BGP va VRRP 1&1 giao thiic chudn cho thiét bi caa tét
cacdchang.

Bai LAB dugc gid 1ap trén mdi trusng clia phdn mém EVE-NG Community.

Pia chi 200T:a:b::/48 chila dia chi minh hoa cho cac bai LAB giup ndi dung trinh bay gon
gang hon, trong thuc t& can strdung dia chi ducc phan bé cho té chuc, doanh nghiép.

8.3. CAC BAI LAB CHI TIET CHO MO HiNH DUAL STACK

N&i dung thuc hainh ctia chuong naly bao gém 10 bai LAB chi tiét, duoc thiét k& dé cung céip cac khaibdo co ban
va phé bién nhdt, phu hop cho hé thdng mang cltia doanh nghiép cling nhu cac trung tadm dir liéu trong maoi
trusng Dual Stack. Céc bai LAB bét déu tir viéc céu hinh dia chi IPvé tinh trén router vl cac hé diéu hanh nhu
Windows cung Ubuntu, sau dé md rong sang cdc phusng phdp gdn dia chi déng théng qua SLAAC, Stateful
DHCPv6 v& Stateless DHCPvé. Ngodi ra, chusng ndy con hudng dén céu hinh giao thic du phong VRRPV3 dé
t&ng cusng do tin cdy, clng véi cac ky thudrit dinh tuyén nhu Static Route, gico thic dinh tuyén OSPFV3, iBGP va
eBGP. Qua do, céc ban s& ndm viing cac k§ né&ng co ban va ndng cao dé trién khai vé quan ly hiéu qud mang
Dual Stack trong cdc tinh hudng thuc té.

Bai LAB No6i dung

LABO1 Cdu hinh dia chi IPvé tinh cho router

LABO2 Cdu hinh dia chi IPvé tinh cho Windows va Ubuntu
LABO3 Cé&u hinh dia chi IPvé6 déng bé&ng SLAAC

LABO4 Céu hinh dia chi IPv6 déng bdng Stateful DHCPv6
LABOS Cdiu hinh dia chi IPv6 déng bdng Stateless DHCPvé
LABOS Cdu hinh gico thiic du phong VRRPV3

LABO7 Cdu hinh dinh tuyén tinh (Static Route)

LABO8 Cdu hinh giao thuc dinh tuyén OSPFv3

LABO9 Cdu hinh giao thuc dinh tuyén iBGP

LABIO Cdu hinh gico thic dinh tuyén eBGP

Bdng 14. Cdc bai LAB chi tiét cho mang Dual Stack
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8.4. LABO1 - CAU HINH DIA CHi IPvé TINH CHO ROUTER

Trong cdac hé thdng mang co rét nhiéu thiét bi can gdan dia chiIP tinh nhu cde may chi, cdac thiét bi mang router,
Firewall, cac Camera va thadm chi cd cdec mdy tinh cd nhan. Dusi day I minh hoa vé khai bdo dia chiIPvé tinh cho
thiét bi Router DC.

| :
2000ab:00:126 N\, 2001ab200:/126 |
/ e0/2\ Y =
£0/3 _—2601:a:b:901:1/126
|
|

el/1 ,

Server

|
2001:2:6:900:/126  @F=al—c1/0
| == [DC]
I
|
|
|
|
|
I
I
I
: \jihrnl
I
|

Hinh 114. Chi tiét quy hoach va phédn b6 dia chi IPv6 cho cdc Level
!
ipv6 unicast-routing
I
interface Ethernet0/0
description To_Router DR
ipv6é address 2001:A:B:900::1/126
!
DBay la cdu hinh dia chi IPvé tinh cho c8ng Ethernet0/0 trén Route-DC. Cac c8ng khdc cuia router naty dugc khai
bdo tuong tu. Cén phai khai bdo Iénh “ipvé unicast-routing” nh&m bét ché& déd dinh tuyén cho giao thuc IPvé, luc
ndy viéc dinh tuy&n tinh va déng méi ¢ thé hoat ddng.

Trong so d6 LAB trén, dia chi trén cac céng cua Router déu la :1.

Sau khi khai bdo dia chi IPvé tinh, chung ta kiém tra cac théng tin khai bdo nhu sau:

Router DC#show ipvé interface brief
Ethernet0/0 [up/up]
FE80: :A8BB:CCFF:FE00:2000 bia chi Link local

2001:A:B:900::1 Pia chi Global Unicast

Trong hinh trén, du chung ta chikhaibdo dia chi Global Unicast tinh nhung dia chi Link Local dugc tu déng sinhra.
Link Local I&1 dia chi bét budc phai co, céd thé dusc céiu hinh thi céng va mébi Interface chi co duy nhét mét dia chi
Link Local, trong khi cé thé gdn nhiéu dia chi Global Unicast cho mét Interface.

Lénh phia dudi hién thi dia chi MAC cla Interface e0/1, chuy k¥ chung ta sé thdy 64 bit cudi dia chi Link Local &
trén gan gidng véi dia chi MAC. Biéu nday la do dia chi Link Local dugc sinh ra tu dia chi MAC theo céiu truc EUI-64
nhu dé gidi thiéu.
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Router DC#show interfaces e0/1

Ethernet0/0 is up, line protocol is up
Hardware is AmdP2, address is aabb.cc00.2000 (bia aabb.ccOO.ZOOO)
Description: To Router DR

Ngodi ra chung ta cé thé cdu hinh dia chi IPv6 tinh cho cac Interface theo céiu truc EUI-64 nhu sau, ddy I vi du
khaibdo trén céng Ethernet0/2 clia Router_DR:

interface Ethernet0/1
description To_LAN
no ip address

ipvé address 2001:A:B:2::/64 eui-64 Chi khai prefix

ipv6 enable!

Kiém tra két qud sau khai bdo cho thdy dia chi Global Unicast va Link Local déu cé 64 bit Interface ID gidng nhau
vi déu cung strdung cdu truc EUI-64.

Router DR#show ipvé interface e0/1
Ethernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is
FE80::A8BB:CCFF:FE00:1010
Description: To_ LAN
Global unicast address(es):
2001:A:B:2:A8BB:CCFF:FE00:1010, subnet is
2001:A:B:2::/64 [EUI]
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF00:1010

8.5. LABO2 - CAU HINH PIA CHi IPvé TINH CHO
WINDOWS VA UBUNTU

Hién nay cdac hé diéu hanh mady tinh d& hé tro IPvé nén viéc khai bdo dia chi IPvé réit don gidn, dudi day & khai
bdo dia chilPvé tinh cho Windows va Unbuntu.

8.5.1. Khai bdo IPv6 cho Windows

Mé&c dinh hé diéu hanh Windows dé bat sén giao thuc IPvé vahoat ddng & ché dé nhén dia chilPvé tu ddng. Viéc
nhan IPvé déng cé thé tir DHCPv6 hodic theo co ch& SLAAC. Duéi ddy Ia céch thie chuyén tirché dé nhén dia chi
IPv6 ddng sang khaibdo tinh:

Vao Control Pannel = Network and Internet —»Network Connections
Nhé&p phaivao Card mang can gan IPvé tinh, chon Properties =»Chon gico thic IPvé =» Properties

Chon Use the following IPvé address va dién vaio dia chilPvé cangan = dién dia chilPvé clic DNS Server.
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Hinh 115. Hudng dén khai béo IPv6 cho Windows

Cha y: Dia chi IPv6 ctia mdt s& DNS Server phé bién trén thé gisi:

Bon vj 1Pvd IPv6
Google |88 2001:4860:4860::8888
8.8.4.4 2001:4860:4860::8844

208.67.222.222 2620:119:35:35

OpenDNS 15 3¢ 67.220.220 2620:119:53::53
e k1 2606:4700:4700:1111
1.0.0.1 2606:4700:4700:: 1001

8.5.2. Khai bdo IPvé cho Ubuntu

Cing nhu Windows, céc hé diéu hanh Ubuntu cling dé héd tro IPvé mdc dinh. D& khai bdo dia chi IPvé tinh cho
Ubuntu thi déu tién can kiém tra tén Card mang cén gén dia chibdng lénh “ip address”. Sau dé xdc dinh tén clia
Card mang nhu hinh dudi.

binhnv@Ubuntu:~$
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_L1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valld 1ft forever prefe
2: <BROADCAST [TCAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
llnk/ether 00: Gc 29:bd:22:63 brd fr:ffiff:frifTitt
altname enp2sl
inet 192.168.246.129/24 brd 192.168.246.255 scope global dynamic noprefixroute ens33
valid 1ft 1074sec preferred 1ft 1874sec
[inet6 feBO::20c:29ff:febd:2263/64 scope link]
valid Uft forever preferred lft forever

Tén card mang

Hinh 116. Kiém tra tén Card mang

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO

147



P PHAN 2 - THUC HANH

148

Tiép theo thuc hién gan dia chiIPvé cho Card mang & trén b&ng dong [énh nhu bén dudi var thuc hién kiém tra dia
chilPvé6 dagan.

D& khai bdo dia chi IPvé tinh cho cdac phién ban Ubuntu tir 1704 trd di thi chang ta cén dung céng cu “netplan”,
cdng cu ndy sé thay d&i cé File cdiu hinh mang cé dudila *.yaml” trong thu muc */ete/netplan,/” vi th& can kiém
traténFile nay trusce.

binhnv@Ubuntu:~$|11 /etc/netplan/ |

tong 20

drwxr-xr-x 2 root root 4096 Jan 2 11:11 ./

drwxr-xr-x 139 root root 12288 Jan 2 11:17 ../

STW----- - 1 root root 390 Jan 2 10:17|50-cloud-init.yaml |

Hinh 117. Kiém tra tén cta File cGu hinh cda Netplan

Tiép theo st dung “netplan” dé bt déu sta chira File céu hinh & trén:

binhnv@Ubuntu:~$|lsudo nano /etc/netplan/50-cloud-init,vaml]

Hinh 118. Lénh d€ stra File cdu hinh Netplan

Luc nay xudit hién clia sé cho phép thay déi cdc théng tin lién quan dén dia chi IPv4, IPvé, khai bdo DNS, Default
Gateway. Hinh dudilamé ta khaibdo déng thai ca dia chi IPv4 va IPvé tinh.

GNU nano 7.2

alse

[192.168.160.2/24]f

es: [2001:a:b:1::2/64]
: 192.168.100.1}

6: 20@1:a:b:1::1

sses: [8.8.8.8, 8.8.4.4] i
sses: |[2001:4860:4860: :8888, 2001:4860:4860::8844]

s ey
. L

Hinh 119. Thay d6i théng tin tuong img véi quy hoach cta bai LAB

Sau dé thuc hién dp dung cdc cdu hinh dé khai bé&o bdng lénh sau:

binhnv@Ubuntu:~5 I sudo netplan apply

** (generate:3750): WARNING **: 14:27:20.891: ‘gateway4’ has been depre«
ad.
See the 'Default routes' section of the documentation for more details.

** (generate:3750): WARNING **: 14:27:20.892: 'gateway6’ has been depre«
ad.
See the 'Default routes' section of the documentation for more details.

Hinh 120. Ap dung khai bdo méi cho Netplan

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO



CHUONG 8: HUONG DAN TRIEN KHAI MO HINH IPv6 DUAL STACK 4

Tiép theo kiém tra nhimng théng s& dé khai bdo, k&t qua dia chi IPv4 va IPvé dé thay déi.

binhnv@Ubuntu:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 10
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6é ::1/128 scope host noprefixroute
valid_Llft forever preferred_lft forever
2:cBROADCAST,MULTICAST,UP,LOIr!ER_UP> mtu 1500 qdisc fq_codel state UP group defaul
ether 00:0c:29:bd:22:63 brd ff:ff:ff:ff:ff:ff
altname enp?si
Iinet 192.168.100.2/24]brd 192.168.100.255 scope global noprefixroute ens33
valild_(ft forever preferred_lft forever
|inet6 2001:a:b:1::2/64 scope global]noprefixroute
valid_Lft forever preferred 1ft forever
ineté feB0::20c:29ff:febd:2263/64 scope link noprefixroute
valid_1ft forever preferred_lft forever

Hinh 121. Kiém tra két qud sau khai bdo

Kiém tra dia chi Default Gateway:

binhnv@Ubuntu:~% ip route

Hefault via 192.168.100,1ldev ens33 proto static metric 20100

192.168.100.0/24 dev ens33 proto kernel scope link src 192.168.100.2 metric 100
binhnv@Ubuntu:~$

binhnv@Ubuntu:~% ip -6 route

2001:a:b:1::/64 dev ens33 proto kernel metric 100 pref medium

fe80::/64 dev ens33 proto kernel metric 1024 pref medium

hefault via 2001:a:b:1::1 dev ens3§| proto static metric 20100 pref medium

Hinh 122. Kiém tra IPv6 Gateway

Hodc co thé dung 1énh “nmcli dev show <tén_giao_dién> | grep DNS" dé& xem tdit cd cdac théng tin lién quan
da khai bdo:

binhnv@ubuntu:~$[nmcli dev show ens33l

GENERAL . DEVICE:

GENERAL.TYPE: ethernet

GENERAL .HWADDR: 00:0C:29:BD:22:63

GENERAL.MTU: 1500

GENERAL.STATE: 100 (da két ndi)

GENERAL .CONNECTION: netplan-ens33

GENERAL.CON-PATH: Jorg/freedesktop/NetworkManager /ActiveConnectio
WIRED-PROPERTIES.CARRIER: bat

IP4.ADDRESS[1]: 192.168.100.2/24

IP4.GATEWAY: |192.168.100.1

IP4.ROUTE[1]: dst = 0.0.0.0/0, nh = 192.168.100.1, mt = 20100
IP4.ROUTE[2]: dst = 192.168.100.0/24, nh = 0.0.0.8, mt = 100
IP4.DNS[1]: 8.8.8.8

IP4.DNS[2]:

IP6.ADDRESS[1]: feBB::20c:29ff:febd:2263/64

IP6.ADDRESS[2]: [f001:a:b:1::2/64 |

IP6.GATEWAY :

IP6.ROUTE[1]: dst = 2001:a:b:1::/64, nh = ::;, mt = 100
IP6.ROUTE[2]: dst = ::/0, nh = 2001:a:b:1::1, mt = 20100
IP6.ROUTE[3]: dst = feBO::/64, nh = ::, mt = 1024
IP6.DNS[1]: 2001:4860:4860: : 8888

IP6.DNS[2]: 2001:4860:4860: : 8844

Hinh 123. Kiém tra day du cdc théng tin vé dja chi IPv4, IPve.
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8.6. LABO3 - CAU HINH DIA CHi IPvé DONG BANG
SLAAC

Ky thudit SLAAC (Stateless Address Autoconfiguration) cho phép cac thiét bi tu déng cdu hinh dia chi IPvé ma
khéng can dung dén DHCP Server. Day & mét trong nhiing tinh nding ndi béat cta IPvé giup gidm thiéu su phuc
tap trong viéc quan ly dia chi IP, phu hop véi cac hé théng mang 16n, ddc biét la trong linh vuc loT. Hau hét cac hé
diéu hanh hién dai nhu Linux, Windows, macOS, FreeBSD, Android va&1 iOS cling nhu céc thiét bi mang déu hd trg
IPv6 SLAAC.

Hinh 124. M6 hinh ctia bai LAB vé SLAAC

Dudi day l& khai bdo dia chi cho c8ng Ethernet 0/0 trén Router Site_A:

Router Al#show running-config | begin 0/1
interface Ethernet0/1

description To LAN SLAAC

no ip address

ipv6 address 2001:A:B:10::1/64

ipvé6 enable

Kiém tra chi tiét chung ta thdy cng Ethernet 0/1 dé& tu ddng bat ché dé SLAAC (Stateless Autoconfig).

Router Al#show ipv6é interface e0/1
Ethernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is
FE80: :A8BB:CCFF:FE00:7010
Description: To LAN SLAAC
Global unicast address(es):
2001:A:B:10::1, subnet is 2001:A:B:10::/64
Joined group address (es):
FF02::1 3
FF02::2 Mdc dinh, céc interface cua Router déu
FF02::1:FF00:1
FF02::1:FF00:7010
Hosts use stateless autoconfig for addresses.

bat ché d6 stateless autoconfig

Cac thiét bitrong mang cé thé tu déng khai bdo dia chiIPvé cho minh béing céch sau:

+  Thiétbiglibdantin RS (Router Solicitation) dén cac router.

+ Sauddrouter phdan héibé&ng ban tin RA (Router Advertisement) chuia Prefix /64.

. Thiét bi nhain dugc Prefix s& k&t hop véi dia chi Interface ID tu tao bé&ng EUI-64 ho&c ngéu nhién dé thanh
dia chilPvé duy nhét trén mang.

+  Tiéptheo thiét bisé ap dung ky thudit kiém trung DAD (Duplicate Address Detection) trusc khi dia chilPvé tu
tao cé thé dugc strdung.
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Hinh duéi ddy la dia chi ctia mét may tinh sir dung SLAAC véi céu trac EUI-64.

LINK-LOCAL SCOPE : fe80::250:79ff: fe66:680b/64
GLOBAL SCOPE : 2001:a:b:10:2050:79ff: fe66:680b/64
DNS

Ty tao dia chi dua theo Prefix

MAC : 00:50:79:66:68:0b cua Router + EUI-64

SLAAC chicho phép tao dia chilPvé mét cdch tu ddng chikhdng thé cung céip théng tin vé DNS Server, diéu ndly
I&m han ché& k&t n&i thdng qua tén mién (Domain Name). Chinh vi th& RFC 6106 dé& dua ra quy dinh cho phép cac
router cé thé quang bd théng tin DNS trong ban tin Router Advertisement. Duci day I céiu hinh DNS bé sung cho
kg thuéit SLAAC. Chinh vithé& khi déu tuthiét birouter céin yéu céu hd trg RFC 6106.

SLAAC mdc du cho phép cdc thiét bi tu déng tao dia chilPvé nhung co mét han ché la khdng cung cdip théng tin
vé may chd DNS, géy khé khdin cho viéc truy cdip cdc tai nguyén mang théng qua tén mién (Domain Name). D&
khdc phuc, RFC 6106 dé& dugc ban hanh, cho phép cdc router quang bd théng tin DNS trong céc ban tin RA
(Router Advertisement). Nh& dé, cdc thiét bi co thé tu ddng cdu hinh dia chi IPvé, ddng thai cé cd théng tin vé
DNS Server, dam bao kha naing k&t néi ddy da. Do vy, khi lua chon thiét bi router cho mang IPv6, cén yéu céu hd
tro RFC 6106 d& dam bdo hoat ddng cho thiét bi.

Router Al#show running-config | begin 0/1
interface Ethernet0/1

description To LAN_ SLAAC

ipv6 address 2001:A:B:10::1/64

ipvé enable

ipv6 nd ra dns server 2001:4860:4860::8888

8.7. LABO4 - CAU HINH PIA CHi IPvé DONG BANG
STATEFULL DHCPVé6

Théng thusng, DHCP Server ngodi cung cdp dia chi v cac théng tin khdc nhu dia chi DNS Server, tén mién ndi
bé thi DHCP Server can quan ly dia chi IP dugc cdp cho mdy tinh nao, thai gian cdp (Leased-time) bao 1au ..
Chinh kha naing luu trir va quan ly trang thdi (State) clia dia chi IP dé cdp nén tén goi ddly du clia Server nay la
Stateful DHCPvé Server.

DHCP Server co thé dugc khai bdo trén may chi Windows, Linux, Router vér Firewall. Dudi ddy la minh hoa khai
bdo DHCP Server trén thiét bj router ctia Cisco. Trong cdu hinh ndy router théng qua ban tin RA (Router
Advertisement) théng bdo cho may tram sir dung DHCP Server dé& céip phdat dia chi. Biéu ndly duoc thé hién qua
[énh "managed-config-flag".

Router Al#show running-config | begin dhcp
ipv6 dhcp pool stateful pool

address prefix 2001:A:B:11::/64
dns-server 2001:A:B:1::53

domain-name vnnic.lab

!
Router Al#show running-config | begin 0/2
interface Ethernet0/2
description To LAN Stateful

no ip address

ipv6 address 2001:A:B:11::1/64
ipvé enable

ipv6 nd managed-config-flag

ipve dhcp server statefull pool

(9
™
o
Q
Q>
Q

lient nhdn IP tU DHCP
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Bay la théng tin ma may tram nhén dugc, hodn toan dung theo céu hinh ta DHCP Server.

C:\>ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . ..: wvnnic.lab

IPv6 Address. . . . . . . .. . : 2001:2:b:11:8495:6872:1771:4el7

IPv6 Address. . . . . . . .. . .: 2001l:a:b:11:b0a4:bfd2:2cdc:7143

Temporary IPv6 Address. . . . .: 200l:a:b:11:ad55:5c4c:a018:4cb8

Link-local IPv6 Address. .. . . : fe80::8495:6872:1771:4el17%11

IPv4 Address. . . . . . . . . . :10.1.1.10

Subnet Mask . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . ..: fe80::a8bb:ccff:fe00:120%11
10.1.1.1

Hinh 125. Kiém tra dia chi IPv6 Client nhén duoc

Théng tin trang thdi (State) trén DHCP Server dugc thé hién rd nhu sau:

Router Al#show ipvé dhcp binding
Client: FE80::8495:6872:1771:4E17
DUID: 000100011C840564525400123456
Username : unassigned
VRF : default
IA NA: IA ID 0x0E525400, T1 43200, T2 69120
Address: 2001:A:B:11:BOA4:BFD2:2CDC:7143
preferred lifetime 86400, valid lifetime 172800
expires at Jan 11 2025 10:55 AM (169818 seconds)

Cé mét sbé lénh khadc dé kiém tra théng tin chi tiét cua DHCP Server nhu:
show ipv6é dhcp pool
show ipv6é dhcp interface

8.8. LABO5 - CAU HINH PIA CHi IPvé DPONG BANG
STATELESS DHCPV6

Stateless DHCPvé, tinh ndng chi cé & giao thuic IPvé, 1a su k&t hop hoat déng ctia SLAAC va DHCP truyén thdng.
SLAAC cé nhiém vu hé tro tao IPvé tu déng nhu dd trinh bay & phén truéc con DHCP thi cung cdip cdc théng tin
khac nhu DNS, Domain Name. Stateless khdng cung cdip dia chilPvé, nénkhdng cén luu trirthéng tin dé cdp.

Stateless DHCPv6 |a mét gidi phap hiéu qua va linh hoat trong viéc cdip dia chi IPvé déng, ddc biét la cho cdc
mang I&n va phuc tap. Gidi phdp gitp don gidn hoa viéc quan ly dia chi IP, gidm téi cho may chd DHCP, t&ng kha
ndng maé rong va tén dung ddc tinh ctia SLAAC. Du vay gidi phdp ndy cling cd mét s6 han ché so véi Stateful
DHCP, vidu né khéng hd tro céip phat Prefix Delegation (PD).

Prefix Delegation (PD cho phép mét router (thusng I& ctia khdch hang, vi du Modem FTTH) nhén nhiéu
day dia chi IPvé (Prefix) tr mét router khdic (thudng & router clia nhd mang). Nhu valy ngodi nhan dia chi
IPv6 cho céng WAN thi Modem khdch hang con nhdn thém mét déy dia chi IPvé dé céip cho cdc thiét bi
mang bén trong (nhu Wifi Client).
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Dudi day la cdu hinh minh hoa cho Stateless DHCPvé trén Router Cisco. Trong thuc t& co thé cé thé sir dung két
hop tinh n&ng SLAAC trén Router véi DHCP Server trén cac hé thédng khdic.

I
Router Al#show running-config | begin stateless
ipve dhcp pool stateless pool

dns-server 2001:A:B:1::53 Khéng cin khai bdo IPv6 prefix

domain-name vnnic.lab
|

Router Al#show running-config | begin 0/3
interface Ethernet0/3

no ip address

ipv6 address 2001:A:B:12::1/64

ipv6 nd other-config-flag

ipvée dhcp server stateless pool
|

Khac vai Stateful DHCPvé thi IPvé Pool & dédy khdng khai bao IPvé Prefix mé chi khai bdo cdc théng tin cung cdip
thém cho mdy tram. Mot thong tin quan trong & ddy I router gui ban tin RA cé chidfa cum tu “nd other-config-
flag” nhdim théng bdo cho may tram tu gdn dia chilPvé valién hé DHCP Server dé nhéin thém cdc théng tinkhdc.

8.9. LABO6 - CAU HINH GIAO THUC DU PHONG VRRPV3

VRRP (Virtual Router Redundancy Protocol) I& giao thic du phong, cho phép nhiéu router hoat déng nhu mét
router &o nhdim t&ing tinh s&n saing cho hé théng mang. B&i véi IPvé, céin dung VRRPV3 vi phién ban ndy hd tro ca
IPv4 var IPvé. BE cdu hinh VRRP cho IPvé thi céin phdi co hai théng tin chinh:

Pia chi Link-Local ao

Cdcrouter va thiét bi trong cung phan doan mang thusng dung dia chi IPvé Link-local dung dé trao
d8i véi nhau. Béi véi VRRPY3 bét bude phdi cé dia chi Link-local do dé cdc thiét bi khac chon lam
Default Gateway nén né dugc khaibdo trusc tién.

Pia chi Unicast do

DPay & dia chi &o tusng ung véi dia chi Unicast clia mdi router tham gia VRRPV3, tuong tu nhu déi véi
VRRPV2. Cdc thiét bitrong mang cé thé khai bdo tinh dung dia chi nay lam Default Gateway.

e0/1 SITE B

Hinh 126. M6 hinh cta bai LAB vé VRRPv3

Dudi dday l& cdu hinh cho VRRP, trinh tu khai bdo nhu sau:

. Kichhoat VRRPV3 trénrouter.

. Cdu hinh dia chiLink-Local ¢o.

. Cdu hinh dia chiUnicast do.

+  Biéuchinhcacthéng s6 VRRP khac nhu priority (uu tién) var timers (thai gian kiém tra trang thai) néu can.

. Khai bdo Track dé chuyén trang thdi khi mot k&t ndi ndio do bi sy cé.

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MOT 153



P PHAN 2 - THUC HANH

Dudi ddy & khai bdo chi tiét cho 2 router Bl va B2 trong so dé trén. C8ng Ethernet0/0 Ia c8ng Uplink cua hai
router nén can gidm sat (Track) cdng dé chuyén trang thai ctia VRRP néu c8ng Ethernet0/0 bisu cé.

Router Bl#show running-config
fhrp version vrrp v3
i
track 1 interface Ethernet0/0 line-protocol
!
interface Ethernet0/1
description To_ LAN
ipv6 address 2001:A:B:20::2/64
ipv6 enable
vrrp 1 address-family ipv6
priority 110
track 1 decrement 50
address FE80::12:1 primary
address 2001:A:B:20::1/64
exit-vrrp

Router B2#show running-config
fhrp version vrrp v3
i
track 1 interface Ethernet0/0 line-protocol
f
interface Ethernet0/1
description To_LAN
ipv6 address 2001:A:B:20::3/64
ipv6é enable
vrrp 1 address-family ipv6
track 1 decrement 50
address FE80::12:1 primary

address 2001:A:B:20::1/64

exit-vrrp

Sau khikhaibdo cho VRRP, dung cac 1énh sau dé kiém tra trang thai va théng tin ciia VRRP.

Router Bl#show vrrp brief
Interface Grp A-F Pri Time Own Pre State Master addr/Group addr
Et0/1 1 IPve 110 O N Y MASTER FE80::A8BB:CCFF:FE00:510(local) FE80::12:1

Router Bl#show vrrp ipvé
Ethernet0/1 - Group 1 - Address-Family IPv6
State is MASTER
State duration 2 days 18 hours 17 mins
Virtual IP address is FE80::12:1
Virtual secondary IP addresses:
2001:A: B:20::1/64
Virtual MAC address is 0000.5E00.0201
Advertisement interval is 1000 msec
Preemption enabled
Priority is 110
Track object 1 state UNDEFINED decrement 50
Master Router is FE80::A8BB:CCFF:FE00:510 (local), priority is 110
Master Advertisement interval is 1000 msec (expires in 146 msec)
Master Down interval is unknown
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Router B2#show ipvé interface e0/1
Ethernet0/1 is up, line protocol is up
IPv6 is enabled, link-local address is
FE80: :A8BB:CCFF:FE00:9010 [UNA]
Virtual link-local address (es) :
FE80::12:1 [UNA/OOD]
Description: To_ LAN
Global unicast address (es) :
2001:A:B:20::1, subnet is 2001:A:B:20::/64 [UNA/OOD/VIRT]
2001:A:B:20::3, subnet is 2001:A:B:20::/64
Joined group address(es):

FF02::1
FF02::2
FFO02::12 Pia chi multicast @& VRRP trao dbéi ban tin

FF02::1:FF00:3
FF02::1:FF00:9010

Trong trusng hop khai bdo VRRP thi k§ thuat SLAAC van hoat déng binh thusng, cdc may tram vén cé thé tu gdn
diachilPvé déng.

Hinh 127. SLAAC vén hoat déng tét v&i VRRPv3

8.10. LABO7 - CAU HINH DINH TUYEN TiNH
(STATIC ROUTE)

Trong minh hoa nay, Site_A chi cé mét két ndi ra bén ngodi vai Site_DC nén & ddy chung ta st dung dinh tuyén
tinh. T Router Site_DC s& khai Static Route vé Site_A trong khi Router Site_A tré Default Route sang Site-DC.

Hinh 128. M6 hinh cua bai LAB vé Static Route

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO

<

155



P PHAN 2 - THUC HANH

156

l}
Router DC#show running-config | begin route

ipv6 route 2001:A:B:10::/64 2001:A:B:901::2
!

|
Router Al#show running-config | begin route
ipv6 route ::/0 2001:A:B:901::1

U Router Al khai Default Route!

Kiém tra théng tin dinh tuyén va két ndi sau khai bao.

Router DC#show ipvé route static
Codes: C - Connected, L - Local, S - Static,
S 2001:A:B:10::/64 [1/0]

via 2001:A:B:901::2

Router DC#ping 2001:a:b:10:2050:79ff: fe66:680b
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:A:B:10:2050:79FF:FE66:680B, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms

SITE DC

Loopback0
10.255.255.1/32
2001:a:b::1/128

8.11. LABO8 - CAU HINH GIAO THUC PINH TUYEN
OSPFV3

Trong cdc hé thdng mang thuc t&, céc vi tri quan trong sé& cé nhiéu k&t ndi nhd&m dam béo tinh du phong (Backup)
vakha néng phan tan tai (Load-Sharing). DE thuc hién diéu ndly céan phdi sir dung giao thuc dinh tuy&n ddéng var
giao thuc dugc dung phd bién nhét I OSPF (Open Shortest Path First). Trong LAB ndry, chiing ta s& cdu hinh OSPF
trén ba router: Router_DC, Router_B1va Router_B2. OSPF sé gilp tu dong thiét Iap cdc dudng di dy phong va
phan phdiluu lugng gitia hai dusng truyén k&t ndi tu Site_B dén trung tam dirliéu.

Loopback0 SITE B
10:255.25521/32
2001:a:b::20/128

_J 2001:a:b:20::/64
Loopback0
10.255.255.22/32
2001:a:b::22/128

Hinh 129. M6 hinh cua bai LAB vé OSPFv3
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Phién ban OSPF hé tro IPv4 trusc ddy I OSPFv2, dé khaibdo cho IPvé thi chung ta phai sirdung OSPFV3, la phién
ban cai ti€n OSPFv2 nhung hai phién ban nay khéng tuong thich nhau. Néu hé thdng chay Dual Stack thi can
phai khai bdo ca OSPFV2 cho IPv4 vé OSPFV3 cho IPvé. Mot yéu céu nlra 1& du khai bdo OSPFV3 cho IPv6 thi
chung ta phaikhaibdo Router-ID la dia chilPv4.

Dudi day I& cdiu hinh OSPF cho Router_DC va Router_B1, cdu hinh cho Router_B2 tuong tu.

Router DC#show running-config
interface Loopback0
ip address 10.255.255.1 255.255.255.255
ipv6 address 2001:A:B::1/128
!
interface Ethernetl/1
ipv6 address 2001:A:B:902::1/126
ipv6é enable
ipvé ospf 1 area 0
I
interface Ethernetl/2
ipv6 address 2001:A:B:903::1/126
ipv6 enable
ipvée ospf 1 area O
I
router ospfv3 1
router-id 10.255.255.1
!
address-family ipv6 unicast
redistribute connected
redistribute static
exit-address-family

Router Bl#show running-config
interface LoopbackO
ip address 10.255.255.20 255.255.255.255
ipv6 address 2001:A:B::20/128
I
interface Ethernet0/0
ipv6 address 2001:A:B:902::2/126
ipv6 enable
ipvé ospf 1 area 0
l§
interface Ethernet0/1
ipv6 address 2001:A:B:20::2/64
ipvé enable
ipvé ospf 1 area 0
I
router ospfv3 1
router-id 10.255.255.20
{
address-family ipvé6 unicast

passive-interface Ethernet0/1 (QUIEENNEIRN-CEEERCINRotd i -lel

exit-address-family

Trong cdu hinh & trén, cac dia chi clia cac Interface (Connected) va cdc Static Route dugce chuyén ddi
(Rediistribute) thanh OSPF Route dé qudng bd cho cdce router khdc. Mot s8 Interface khong bat OSPF thi dusc
cdu hinh Passived-Interface. Tuy theo thuc t& ching ta co thé thay d&i cdu hinh tuong Ung.
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Dudi day I& ndi dung kiém tra hoat déng clia OSPFV3 tuong Ung véi cdu hinh & trén. Cac router déu thiét lap IPvé
Neighbor & trang thai Full nhung Neighbor ID van la dia chi IPv4.

Router DC#show ipvé ospf neighbor

Neighbor ID Pri State Dead Time
Interface ID Interface

10.255.255.22 1 FULL/DR 00:00:35 3
Ethernetl/2

10.255.255.21 1 FULL/DR 00:00:36 3
Ethernetl/1

Router Bl#show ipvé ospf neighbor

Neighbor ID Pri State Dead Time
Interface ID Interface

10.255.255.1 1 FULL/BDR 00:00:33 8
Ethernet0/0

Router B2#show ipvé ospf neighbor

Neighbor ID Pri State Dead Time
Interface ID Interface

10.255.255.1 1 FULL/BDR 00:00:37 9
Ethernet0/0

Kiém tra Route IPvé hoc qua OSPF trén Router_DC, thdly ré&ng router ndly dé& hoc dugsc Route 2001:A:B:20::/64
thuéc mang LAN clia Site_B qua cd 2 huéng & Ethernetl/1va Ethernetl/2. Nhu valy OSPF bdo dam viéc Backup
va Load-Sharing tu ddng qua haihuéng

Router DC#show ipvé route ospf

Codes: O - OSPF Intra, OI - OSPF Inter

0 2001:A:B:20::/64 [110/20]
via FE80::A8BB:CCFF:FE00:8000, Ethernetl/1
via FE80::A8BB:CCFF:FE00:9000, Ethernetl/2

Kiém tra k&t néi tir Router_DC dén mdy tinh thuéc mang LAN cua Site_B.

Router DC#ping 2001:a:b:20:2050:79ff: fe66:680c
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:A:B:20:2050:79FF:FE66:680C, timeout is

2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/9/31 ms
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8.12. LABO9 - CAU HINH GIAO THUC PINH TUYEN IBGP

BGP (Border Gateway Protocol) 1& giao thuc dinh tuy&n duy nhdt clia mang Internet cho phép kiém sodt cac
chinh sdch dinh tuyén linh hoat vé& chdt ché gitia cac hé thdng mang tu qudn (AS-Autonomous System) trén
Internet. BGP dudc chia ladm hai loai tuy theo pham vi hoat déng dé 1&g iBGP va eBGP. iBGP chi hoat déng gilia
cdcrouter trong cling AS trong khi d6 eBGP dung dé trao ddi théng tin gilra cac AS véinhau.

: LoopbackO
| 10.255.255.1/32
I

/128

2001:a:b::1/128

Hinh 130. M6 hinh cua bai LAB vé iBGP

Bai LAB nay sé tép trung vao cdu hinh iBGP gitra Router_DC va Router_DR, cé hai déu cung thudc AS100. Bia chi
clia Interface Loopback ducc dung dé Peering gilia cdc router nhém dém bdo tinh 8n dinh vé du phong cho két
n&i da hudng trong tuong lai. Vi thé lénh next-hop-self sé duoc sir dung dé€ qudng bd chinh xdc cdc router hoc
duoc ti bén ngodi (hoc qua eBGP) néu ¢ cho cac iBGP Peer bén trong (vi quding bd qua iBGP thi Next-hop ban
déu sé khéng thay déi). Lénh network ducc dung dé quang bd cac Route néibd qua BGP.

Router DC#show running-config

router bgp 100

bgp router-id 10.255.255.1

bgp log-neighbor-changes

no bgp default ipv4-unicast
neighbor 2001:A:B::2 remote-as 100
neighbor 2001:A:B::2 update-source LoopbackO
!

address-family ipvé6
neighbor 2001:A:B::2 activate
neighbor 2001:A:B::2 next-hop-self

exit-address-family Pbéi Nexthop khi quang bd Route hoc tiur cadc ISP
|

ipvé route 2001:A:B::2/128 2001:A:B:900::2
!

Khai static-route cho loopback dé& lam Peering Source
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Router DR#show running-config
router bgp 100
bgp router-id 10.255.255.2
bgp log-neighbor-changes
no bgp default ipv4-unicast
neighbor 2001:A:B::1 remote-as 100
neighbor 2001:A:B::1 update-source Loopback0
!
address-family ipvé
network 2001:A:B:2::/64
neighbor 2001:A:B::1 activate
neighbor 2001:A:B::1 next-hop-self
exit-address-family
i

ipv6 route 2001:A:B::1/128 2001:A:B:900::1

Sau khi cdu hinh can kiém tra trang thdi hoat déng ctia BGP Neighbor:

Router DC#show bgp ipv6é unicast summary
BGP router identifier 10.255.255.1, local AS number 100
BGP table version is 2, main routing table version 2

Neighbor v AS MsgRcvd MsgSent TblVer
InQ OutQ Up/Down State/PfxRcd
2001:A:B::2 4 100 58 58 2

U U 0Os2EBLE 1 S6 Prefix nhan duogc

Kiém tra IPvé Route quang bd tir Router_DR:

Router DC#show ipvé route bgp
IPv6 Routing Table - default - 18 entries
Codes: C - Connected, S - Static, B - BGP
B 2001:A:B:2::/64 [200/0]

via 2001:A:B::2

Kiém tra k&t néi dén mdy tinh thuéc mang LAN cla Site DR:

Router DC#ping 2001:a:b:2:2050:79ff:fe66:680a

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:A:B:2:2050:79FF:FE66:680A, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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8.13. LAB10 - CAU HiNH GIAO THUC PINH TUYEN eBGP

Khac vaiiBGP thi eBGP duoc strdung cho viéc trao d&i dinh tuyén gilia cac hé théng mang co AS khac nhau. Mot
s6 hoat déng clia iBGP va eBGP cling khdc nhau vi du nhu iBGP yéu céu phai Peering Full-Mesh, iBGP nhan
Route tirPeer nay sé khdng trao ddivéi Peer kia, khéng thém ASN, mét s8 thudc tinh nhéin ducc t eBGP sé khdng
duoc xtrly hodc chuyén tiép trong iBGP ... Vi thé& can tim hiéu k§ hoat déng ctia hai logi giao thic dinh tuyén BGP

nay.

ISPO1| =T=
e0/1

2001:a:b:100::/12

Hinh 131. Md hinh ctia bai LAB vé eBGP

Trong bai LAB nay, ching ta sé tién hanh khaibdo eBGP trén Router_DC, két n&i Multi-Homing vai ISPO1va ISPO2.
S& co mot may tinh k&t ndi véi cd ISPOTva ISPO2 dé kiém tra k&t ndi sau khi cdu hinh eBGP.

Dudiday la cdu hinh eBGP trén Router_DC.

Router DC#show running-config
interface Ethernet0/2

description To ISPO1

ipv6 address 2001:A:B:100::1/126
ipvé enable

interface Ethernet0/3

description To ISP02

ipv6 address 2001:A:B:200::1/126
ipvé6 enable

router bgp 100

bgp router-id 10.255.255.1

no bgp default ipv4-unicast

neighbor 2001:A:B:100::2 remote-as 1000
neighbor 2001:A:B:200::2 remote-as 2000

network
|

2001:A:B::1/128

Quang ba& dia chi Loopback qua BGP

address-family ipvé6
neighbor 2001:A:B:100::2 activate
neighbor 2001:A:B:200::2 activate
exit-address-family
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Tuong tu l& cdu hinh ctia ISPOT va ISPO2

ISPO0l#show running-config

interface Ethernet0/0

description To Internet

ipv6 address 2001:A:B:C::2/64
vrrp 1 address-family ipv6
priority 110
address FE80::12:1 primary
address 2001:A:B:C::1/64
exit-vrrp

{

interface Ethernet0/1

description To Router DC

ipv6 address 2001:A:B:100::2/126

g

router bgp 1000

bgp router-id 10.255.255.100

bgp log-neighbor-changes

no bgp default ipv4-unicast
neighbor 2001:A:B:100::1 remote-as 100
{

address-family ipvé
network 2001:A:B:C::/64
neighbor 2001:A:B:100::1 activate
exit-address-family

ISPO2#show running-config
interface Ethernet0/0
description To_Internet
ipv6 address 2001:A:B:C::3/64
vrrp 1 address-family ipv6
address FE80::12:1 primary
address 2001:A:B:C::1/64
exit-vrrp
{
interface Ethernet0/1
description To Router DC
ipv6 address 2001:A:B:200::2/126
g
router bgp 2000
bgp router-id 10.255.255.200
bgp log-neighbor-changes
no bgp default ipv4-unicast
neighbor 2001:A:B:200::1 remote-as 100
{
address-family ipvé
network 2001:A:B:C::/64
neighbor 2001:A:B:200::1 activate
exit-address-family
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Sau day la kiém tra két qud hoat déng khai bdo cho eBGP cho cdc thiét bi. Trén Router_DC dé thiét lap thanh
cdéng phién BGP dénISPO1va ISPO2.

Router DC#show bgp ipv6é unicast summary
BGP router identifier 10.255.255.1, local AS number 100

Neighbor v AS MsgRcvd MsgSent TblVer
InQ OutQ Up/Down State/PfxRc

d

2001:A:B::2 4 100 1474 1468 3
0 0 22:11:59 1

2001:A:B:100::2 4 1000 5 4 2
0 0 00:00:19 1

2001:A:B:200::2 4 2000 5 5 2
0 0 00:00:21 1

Router DC#show ipvé route bgp
IPv6 Routing Table - default - 18 entries
Codes: C - Connected, S - Static, B - BGP
B 2001:A:B:2::/64 [200/0]
via 2001:A:B::2
B 2001:A:B:C::/64 [20/0]
via FE80::A8BB:CCFF:FE00:A10, Ethernet0/3

Kiém tra k&t néi tur Router_DC dén may tinh dai dién trén Internet:

Router DC#ping 2001l:a:b:c:2050:79ff:fe66:6804

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:A:B:C:2050:79FF:FE66:6804, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/11 ms
Nhu vay két ndi gitia cdc thiét bi thdng qua eBGP dd hoat ddng t&t sau cdu hinh.

Chay: - Trong bai LAB trén c6 cd cdu hinh cho VRRP trén ISPOT va ISPO2. Bay la mé hinh gid lap dé
Router_DC c6 thé Ping t6i mdy tinh dai dién trén Internet, trong thuc t& s& khéng co cdu
hinh VRRP nay.

8.14. TONG KET CHUONG 8

Chuong 8 da cung céip hudng dén chuyén séu vé trién khai IPvé Dual Stack, maét gidi phdp chién lugc cho phép
van hanh déng thai IPv6 trén ha téng IPv4 hién cé, dam bdo khéng lam gidn doan dich vu va gidm thiéu su phu
thudc vao IPv4. Noi dung chuong tap trung vaio mé hinh mang véi IP/ASN déc lap, mot mé hinh téi uu, cung cdip
cdéc kich ban trién khai toain dién dé ban doc ndm bét ddy du céc khia canh ctia Dual Stack.

Chuong 8 dé trinh bay chi tiét cac bai thuc hanh (LAB), bao gém céu hinh dia chiIPvé tinh va déng trén router, hé
diéu hanh Windows, Ubuntu, s dung cdc phuong thuc nhu SLAAC, Stateful DHCPv6 véa Stateless DHCPvé.
Ngodi ra, chuong ciing huéng dén cdu hinh cac giao thiic quan trong nhu VRRPY3 dé dam bado tinh du phong,
cung Vvéi cac phuong phdp dinh tuyé&n tinh va déng (bao gém OSPFV3, iBGP va eBGP). Viéc trién khai IPvé Dual
Stack tao diéu kién cho qud trinh chuyén déi tur IPv4 sang IPvé dién ra sudn s&, dam bado khd ndng k&t ndi linh
hoat ma khdng lam gidn doan hé thng mang hién tai.
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8.15. CAU HOI ON TAP CHUONG 8

Chuong nay tap trung gidi quyét vén dé gi trong viéc trién khai IPvé cho cac hé théng mang?
Déi tuong chinh ma néi dung chuong nay huéng dén la ai?

Chuong nay tép trung vaio véin dé trién khai thuc té IPvé theo mé hinh Dual Stack cho céc hé thdng
mang. Néi dung dugc thiét k& déc biét danh cho cdc té chic var doanh nghiép s& hitu dia chiIP va
ASN déc lap. Muc tiéu la gitp cac don vi nay xa@y dung mét ha téng mang hién dai, bdo mét var dap
Ung cdc yéu cu mé rong trong tuong lai

Lam thé nao dé cdac thiét bi trong mang Dual Stack nhéan dia chi IPv6?

Cdc thiét bi trong mang Dual Stack cé thé nhén dia chi IPvé théng qua nhiéu phuong phdp khdc

nhau:

. Céu hinh tinh: Bia chilPvé dugc cdu hinh thi cong trén tung thiét bi.

. SLAAC (Stateless Address Autoconfiguration): Cdc thiét b ty déng tao dia chilPvé cho minh
dua trén tién t8 mang (Prefix) dugc quang bd bdi router thong qua bdan tin RA (Router
Advertisement) v&i mét Interface ID ducc tao bang EUI-64 ho&ic ngéu nhién.

. DHCPvé:Stateful DHCPv6: M6t may chi DHCPv6 quan ly viéc cdp phat dia chi IPvé, DNS
server va cac théng tin cdiu hinh khdc cho cdc thiét bi, ddng thai luu trirtrang thai cla céc dia
chidacdp.

. Stateless DHCPvé: Cdc thiét bi tu déng cdu hinh dia chi IPv6 béng SLAAC, nhung st dung
DHCPvé Server d& nhain cac théng tin cdu hinh bé sung nhu dia chi DNS server v tén mién.

IP déc lap (Pl) vé s6 hiéu mang ASN mang lai lgi ich gi?

Dia chilP déc lép (Provider Independent) cho phép cdc t8 chiic vér doanh nghiép tudo lua chon két
n&i mang clia minh vaéi bdt ky nhd mang ndo ma khéng lo bi gidn doan dich vu khi thay d&i nha
mang. S hiéu mang ASN (Autonomous System Number) dong vai trd 1& "dinh danh chii thé" cla
mot hé thdng mang trén Internet var can thiét dé quan ly cdc déy dia chiIP déc lép. ASN clng &
mot thudce tinh quan trong clia giao thuc dinh tuyén BGP, gitp xdy dung chinh séch dinh tuyén va
chon dudng di t&t nhét gitta cdc hé thdng mang. K&t hop IP ddc lép va ASN gidp cdc té chuc tu chl
hon trong viéc quan ly mang, bdo méat va téi uu hda két ndiInternet.

Két néi da huéng (Multi-homing) dugc trién khai nhu thé ndo trong méi trusng IPvé Dual Stack
va lgi ich cua né la gi?

Ké&t n6i da husng (Multi-homing) trong méi trusng IPvé Dual Stack dudc trién khai bé&ng cdch thiét
l&p dbng thai két ndi véi nhiéu nhd cung céip dich vu Internet (ISP). Khi mot ISP g&ip su cd, hé théng
s& tu ddéng chuy&n mach luu lusng sang cdac k&t ndi con lai, dam bao tinh sén sang cao va dich vu
khéng bi gidn doan. Multi-homing cling cho phép lua chon tuyén dusng t&i uu nhat dé dén dich,
giup cdi thién t8c dé truy cép Internet. Viéc st dung IP ddc lap (Pl) v ASN tao diéu kién thuan loi
cho viéc trién khai Multi-homing hiéu qud.

Giao thuc VRRPv3 dugc su dung dé lam gi trong mang IPvé Dual Stack va né hoat déng

nhu thé nao?

VRRP (Virtual Router Redundancy Protocol) Ia mét giao thiic du phong cho phép nhiéu router hoat
déng nhu mét router do, t&ng cusng tinh s&n sang cho default gateway trong mang. B&i véi IPvé,
can strdung phién ban VRRPv3, phién ban nay hé tro cd IPv4 vér IPvé. VRRPY3 hoat déng bdng cdch
ba&u chon mét router chd (Master) chiu trdch nhiém chuyén tiép luu lucsng, trong khi cac router du
phong (Backup) s& gidm sat trang thai clia router chli var sén sang tiép quan néu router chd gdip sy
¢8. VRRPV3 sirdung dia chi Link-Local &o va dia chi Unicast &o dé cace thiét bi trong mang cé thé sur
dung ldm default gateway.
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Cdc giao thuc dinh tuyén dong nhu OSPFv3 va BGP dugc céiu hinh nhu thé nao trong méi trusng
IPvé6 Dual Stack va vai tro cua ching la gi?

OSPFv3 (Open Shortest Path First version 3): La mot giao thuc dinh tuyén link-state dugc si
dung dé trao ddi théng tin dinh tuyé&n trong cung mét vang mang (Autonomous System).
OSPFV3 hd tro IPvé6 va gilip cdc router tu déng tim ra dusng di ngdn nhdt va thiét [ép céc
dusng di du phong. Khi cdu hinh OSPFv3, c&n gan mét Router-ID (thudng la dia chiIPv4) va chi
dinh cdcinterface tham gia vaio cac vang (area).

BGP (Border Gateway Protocol): L gico thuic dinh tuy&n duy nhdt clia Internet, dugc st dung
dé trao déi théng tin dinh tuy&n gitia cac Autonomous System (AS). BGP duoc chia thanh
iBGP (Internal BGP) st dung trong cting mét AS v eBGP (External BGP) sir dung gilia cac AS
khac nhau. Khi cdu hinh iBGP, cdc router trong cing mot AS thiét 1&p quan hé lang giéng
(peering) dé trao d8i théng tin dinh tuy&n ndi bé. Khi cdiu hinh eBGP, céc router gilia cac AS
khdac nhau thiét lap peering dé trao ddi théng tin dinh tuyé&n internet.

Su khac biét gitra Stateful DHCPvé6 va Stateless DHCPv6 la gi va khi ndo nén su dung loai nao?

Stateful DHCPvé: Mday chi DHCPvé cép phat dia chi IPvé, DNS server va cdc théng tin cdiu
hinh khdc cho client, déng thai quan ly trang thdi (dia chi IP dé céip, thai gian thué...). Phuong
phdp nay phu hop khi can kiém sodt va theo ddiviéc cdp phat dia chilP, vi du trong cac mang
doanh nghiép I6n.

Stateless DHCPvé: Client tu déng céu hinh dia chi IPv6 b&ing SLAAC, sau dé gl yéu céu dén
DHCPv6 server dé nhéin cdc théng tin cdu hinh b8 sung nhu DNS server va tén mién. Mdy chd
DHCPv6 khéng qudn ly viéc cdip phat dia chiIP. Phuong phdp nay pht hop cho cde mang 16n,
phuc tap, gitp gidm tdi cho mday chi DHCP vé tén dung tinh ndng tu ddéng cdu hinh clia
SLAAC.

Cac bai LAB trong chuong 8 cung cdip nhing néi dung thuc hanh quan trong néo cho viéc trién
khai IPvé Dual Stack?

Cdc bai LAB trong chuong 8 cung cdp cac ndi dung thuc hanh chi tiét va quan trong cho viéc
trién khai IPvé Dual Stack, bao gém:

Cdu hinh dia chiIPvé tinh trén router, Windows va Ubuntu.

Céiu hinh dia chiIPvé déng béng SLAAC.

Cdu hinh dia chi IPvé déng béng Stateful DHCPv6 var Stateless DHCP6.
Cdu hinh giao thiic du phong VRRPV3.

Cé&u hinh dinh tuyén tinh (Static Route) cho IPvé.

Cdu hinh giao thuic dinh tuyén déng OSPFV3.

Cé&u hinh giao thuic dinh tuyén iBGP vl eBGP dé k&t ndi gitia cAc AS.

Thong qua cdc bai LAB ndly, ngusi doc cé thé ndim ving cdc k§ néng co ban vé nding cao dé trién
khaiva quanly hiéu qud mang Dual Stack trong cdc tinh hudng thuc té.
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CHUONG 9

HUONG DAN TRIEN KHAI
MO HINH IPvé6 ONLY

M& hinh mang IPvé Only dugc xem la gidi phdp chién luge va bén ving vi khong
chi gidi quyét triét d& vén dé can kiét dia chi IPv4 ma con logi b su phic tap khi
phai duy tri song song cd& hai giao thuc. V&i khd néng don gidn hoa ha tang, téi
uu cong téc van hanh va dap ung khd ndng maé réng trong tuong lai, IPvé Only
dang dan tré thanh xu huéng dugc ap dung réng rdi trén thé gisi. Tuy nhién,
thach thice 16n nhét khi trién khai IPv6 Only la dam bdao kha nang két néi lién
mach véi cac hé théng, dich vu vél ing dung van hoat déng véi IPv4.

Chuong 9 tép trung vao huéng dén trién khai mé hinh mang IPvé Only, tép trung
cho mang doanh nghiép va cdc trung tédm dir liéu véi gidi phdp chinh & két hop
gitia NAT64 var DNS64. Chuong ndly husng dén chi tiét céc budce céu hinh NATé64
trén Router Cisco va trién khai DNS64 b&ng phén mém BIND. Mét gidi phdp khéc
cling dugc trinh bay I tich hop cd hai chiic ndng ndy trén mét hé théng Linux
bdng céch strdung thém phén mém Jool.

CAC NOI DUNG CUA CHUONG NAY GOM:

Ly do, loi ich va thach thuc khi trién khai IPvé Only.

Husng dén chi tiét céc budc trién khai gidi phdp DNS64/NAT64
cho mang doanh nghiép va trung tam diliéu.

M6t s8 han ché cla gidi phdp DNS64/NAT64.
Hai mé hinh LAB chinh dugc trinh bay:

M6 hinh déc lap: Chuc ndng NAT64 va DNSé4 hoat dong
trén hai thié€t bj khdc nhau, tén dung tinh ndng NATé4 trén
router va trién khai DNSé64 trén may ch doc 1ap.

M6 hinh tich hop: Cd hai chic ndng DNS64 va NAT64 ducc
tich hop trén cung mét mdy chu Linux st dung phdn mém
BIND cho DNS64 va Jool cho NAT64.



P PHAN 2 - THUC HANH

9.1. MO HINH MANG TIEN TIEN IPvé ONLY CHO
DOANH NGHIEP, CO QUAN VA TO CHUC VOI DNSé64
VA NAT64

Nhu dé& trinh bay trong phan ly thuy&t, mé hinh mang IPvé Only la gidi phdp tién tién giup cdc doanh nghiép, co
quan va té chuc xay dung ha téng mang hién dai, t6i uu hda hiéu sudt va bdo mat, sén saing cho cdc céng nghé
nhuloT, 5G va Cloud Computing. Mé hinh LAB & chuong ndy cling ké thira mé hinh Dual Stack & chuong truéc, st
dung IP/ASN déc lap dé tu quan ly dinh tuyén qua giao thic BGP, ddng thai hoat déng hoan toan trén giao thic
IPv6, loai bd su phu thudc vaio IPv4. D& dam bao kha ndng giao ti€p véi cdc tai nguyén IPv4 van ton tai trén
Internet, DNS64 dugc trién khai nhdm phan gidi tén mién, tao dia chi IPvé téng hop cho cdéc thiét bi IPv6 Only,
trong khi NAT64 chuyén ddi luu lugng tur IPvé sang IPv4 tai diém bién, duy tri k&t néi lién mach véi mang Internet
toan cau.

DNS quoc gia

ISP02

Su dung song
song IPv4/TPv6

eBCP eBGP

IP/ASN
doc lip

DNS Root

Su dung chi
giao thirc IPv6

Server Farm NOC Office User

Hinh 132. Mé hinh mang hién dai vdi IP/ASN doc Igp va két néi da hudng

Phdan thuc hanh chucng naly huésng dén chi tiét céch trién khai mé hinh mang IPvé Only, véi céc bdi LAB tép trung
chuyén sau vé thiét lap DNS64 var NAT64, gilip cac doanh nghiép va co quan ¢ nhu cdu chuyén déi hodin toan
sang IPvé.

Chay: - N&i dung chuong nay tép trung vao cdac khaibdo cho DNS64 va NATé4. Viec khaibdo IPvé
cho cdc giao thuc nhu Static Route, SLAAC, DHCP, VRRPv3, OSPFv3 va BGP hodn todan
giéng nhutrong chuong 9 nén sé khong dugc trinh bay & ddy.
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9.2. MO HINH VA NOI DUNG LAB IPvé ONLY

N&i dung thuc hanh clia chuong nay bao gém hai mé hinh LAB, dugc thiét k& phu hop véi cdc dac diém ky thudrt
cuacdc hé thng mang thuc té:

M& hinh 01 (déc lap)

Trong mé hinh ndy, chic nding ctia NAT64 va DNSé4 dudc tdchriéng, hoat ddng déc lép trén hai thiét
bi khdac nhau. Trong thuc t& mat sé thiét birouter clia cdc doanh nghiép hién nay dé hé tre tinh nding
NAT64. Do d6, md hinh tén dung tinh n&ng nay dé céu hinh NAT64 truc tiép trén router nhdm tap
trung vaio quan ly dinh tuyén, déng thai dam bdo hiéu sudit var dd 8n dinh cao hon. Dich vu DNS64
duoc trién khairiéng trén mét may cha doc lap.

NAT64 Prefix: 2001:a:b:c::/96
IPv4 NAT Pool: 100.0.2.9-100.0.2.14

CIPv6 Only  ~ ~ |7 7 7 7 IPv4 Only
| N
2001:0:8:2::/126 appnn e L
i S -0/1¢ 3
Gy Qg
. 00 | e/ — k00
el/1

—

|
|
2001:abl1:/64  2001:a:b:3::/64 | 100.0.3.0124
— i i '
|
|
|
|

DNS64 0200 o———=—T
100.0.3.53/24
2001:a:b:3::53/64

Hinh 133. M6 hinh LAB IPv6 Only v&i NAT64 va DNS64 doc Iap

Trong mé hinh 02 (tich hop)

Trong mé hinh 02 (tich hop): Cé hai chiic ndng DNS64 val NAT64 tich hop trén cuing mdt mdy chi, hoat
déng song song. Mé hinh ndy pht hop véi cdc hé théng mang du cé router nhung khéng hd trg
NAT64 nhung vé&n mudn thir nghiém hodc trién khai chuyén déi sang IPvé Only. Chung ta sif dung
ph&n mém BIND cho DNS64 va Jool cho NAT64, cd hai la déu la phén mém mé nguén mé dusc dung
phd bién va dang tin cdy. Viéc ndly sé gilp cdc doanh nghiép tiét kiém chi phiva chi déng trién khai,
khéng phu thudc vao viéc néing cdp tinh nding hay thay thé router hién co.

NAT64 Prefix: 2001:a:b:c:./96
IPv4 NAT Pool: 100.0.2.9-100.0.2.14

100.0.210/30
e0/1” i

DNS64/NAT 64 e R
100.0 3 53/24
2001:a:b:3::53/64

Hinh 134. M6 hinh LAB IPv6 Only v&i NAT64 va DNS64 duoc tich hop

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO1 169



P PHAN 2 - THUC HANH

Todin bdé cdc ndi dung LAB ducc thuc hanh trén phdn mém EVE-NG véi R1, R2 va R3 & Cisco Router I0OL con
DNS64 sir dung Ubuntu phién ban 16.4. D& co thé cai ddt cac phdn mém trén Ubuntu thi cén co 2 Card mang,
trong dé mét Card mang két ndi véi CloudO (Management) dé két ndi ra Internet theo md hinh bén dusi. Cac
may tinh n&i R1va R3 1& cac VPC s&n cé trong EVE-NG.

MNATG4
2001:a:b:2::/126 100.0.2.0/30
(== Jer —
> R > R2 > R3
@)
2001:a:b:1::/64 2001:a:b:3::/64 100.0.3.0/24 100.0.1.0/24
(etho)
_l (e0) (etho)
-i T
IPv6-Only g E l:li IPv4-Only
> Vet ——7
> VPCO1 - M—
— > VPCD2

2001:a:b:1::10/64 P Linux

DNS64
100.0.3.53/24
NAT64 Prefix 2001:a:b:c::/96

100.0.1.10/24

Hinh 135. Mé hinh LAB trén phdn mém EVE-NG

Muc tiéu clia 2 mé hinh LAB la cae may tinh IPvé Only thudc R1co thé truy cap duge mdy tinh IPv4 Only thudc R3
théng qua tinh ndng NAT64 va DNS64.

9.3. CAC BAI LAB CHI TIET CHO MO HiNH IPv6 ONLY

Hai mé hinh trén bao gém nhiéu bai LAB chi tiét, dugc thiét k& nhdm hd tro qud trinh trién khai mang IPvé Only
mot cdch hiéu quad va linh hoat, phu hop véi nhiéu kich ban thuc té. Cac bai LAB bao gém: tir sir dung Dynamic
NAT64 cho két ndi Outbound, Overload NAT64 dé t&i uu hoa luu luong, Static NATé64 cho k&t ndilnbound, dén cdac
cdiu hinh Resolver va Authoritative Server cho DNS64. Bdc biét & bdi LAB tich hgp gitia NAT64 va DNS64 mang lai
gidi phap tiét kiém chi phival dé& daing tuy chinh véi su hd tro tir cdc cdng cu méa ngudn mé nhu BIND var Jool. Tuy
thudc vaio nhu cdu va déc diém riéng clia ting hé théng, cac ban co thé linh hoat ap dung nhiéu kich ban LAB
chitiét nay dé t8i uu hda qua trinh chuyén ddi turIPv4 sang IPvé Only.

Mé hinh Bai LAB Néi dung Muc dich
S dung Dynamic NATé4 cho Danh cho két ndi tmang IPvé Only truy cp ra cdc may
LABO1
Outbound NAT tinh IPv4 Only bén ngodi theo mé hinh NAT déng 1:1
S dung Overload NAT64 cho Danh cho k&t néi tumang IPv6 Only truy céip ra cdc mdy
LABO2 | outbound NAT '
utooun tinh IPv4 Only bén ngodi theo mé hinh NAT déng N:1
Sur dung Static NATé4 cho H& tro cho nhu cdu cac mdy tinh mang IPvé cung cép
LABO3 ’ I s . . NN
Inbound NAT dich vu cho mady tinh IPv4 bén ngodi truy céip vaio
g'gchlg‘h St dung DNS64 Server chg g6 | Server DNS64 lam nhiém vu phén gidi tén mién cho cdc
PCIOP 1 ABO4 | IPv6 Only lam Resolver cho két | két ndi tur IPV6 ra mang IPv4 bén ngodi (danh cho
ndi Outbound Outbound NAT)
Ki€m tra hoat dong ctia DNS64 | (g trq sy két hop hogt dong gitia NATé4 ver DNSé4
LABOS v& NAT64 md hinh doc Iap cho ho k&t ndi ¢ P . v tinh [Py bé .
K&t néi Outbound cho k&t n&i tirmang IPvé6 ra cac mdy tinh IPv4 bén ngodi
Str dung DNS64 ché dé Dual Server DNS64 dong vai tro Authoritative Server cho
LABO6 Stack lam Authoritative mday tinh IPv6 va IPv4 bén ngodi truy cdp vao may chu
Server cho két néi Inbound IPv6 bén trong (danh cho Inbound NAT)
Mé hinh LABOY M& hinh tich hop Tinh n&ng NAT64 va DNS64 sé dugc tich hop trén cung
doc lap DNS64/NAT64 mét may chd Linux, khéng cénrouter hd tro NAT64

170

Bdng 15. Cdc bai LAB chi tiét két hop gitta NAT64 va DNS64
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9.4. LABO1- SU DUNG DYNAMIC NAT64 CHO
OUTBOUND NAT

Trong bai LAB nay, chung ta cdu hinh tinh nding NATé4 trén Router R2 var kiém tra hoat déng sau khi cdu hinh. Bia
chi dich IPv4 duoc chuyén déi sang dia chi IPvé bang cach thém NAT64 Prefix I& 2001:azb:c::/96. DOng thsi, cac
dia chinguén ttrmang IPv6 Only s& dugc NAT sang dia chi IPv4 n&m trong Pool cé tén POOLv4, véi ddy dia chi tur
100.1.2.9 dén100.0.2.14. Dudi ddy Ia céiu hinh chi tiét cho cdc router.

NAT64 Prefix; 200.1:'a:b:c_::/96
IPv4 NAT Pool: 100.0.2.9-100.0.2.14

IPv6 Only N [Pv4 Only
200Lab2/126 L ATod
. : B 18 A
(0.0
Dy w0 e

2001:abl1:/64  2001:2:b:3:/64 | 100.0.3.0/24 !100‘0"‘0/ H

Hinh 136, Mé hinh ctia bai LAB vé Dynamic NAT64

Trén R1 chi cdu hinh dia chi va Route IPvé.

R1#show running-config

ipvé unicast-routing

!

interface Ethernet0/0

ipvé address 2001:A:B:2::1/126
!

interface EthernetO/1

ipvé address 2001:A:B:1::1/64

!

ipvé route ::/0 200T:A:B:2::2

Trén R3 chi cdu hinh dia chi va Route IPv4.

R3#show running-config

!

interface Ethernet0/0

ip address 100.0.2.2 255.255.255.0
!

interface Ethernet0/1

ip address 100.0.1.1 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 100.0.2.1

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HEMOT 171



P PHAN 2 - THUC HANH

Dudi ddy 1& cdu hinh NAT64 trén R3. Dau tién bat tinh naing NAT64 trén cdce Interface can chuyén ddi tuIPvé sang
IPv4vangugaclai.

R2#show running-config
!

ipv6 unicast-routing
!

interface Ethernet0/0 " o .
FEEGA EReisile Bat tinh ndng cho phép chuyén déi gitta IPve va IPv4

ipv6 address 2001:A:B:2::2/126

|

interface Ethernet0/1

ip address 100.0.2.1 255.255.255.252
nat64 enable

|

interface Ethernet0/2

ip address 100.0.3.1 255.255.255.0
ipv6 address 2001:A:B:3::1/64

|

ip route 100.0.1.0 255.255.255.0 100.0.2.2 "

!
nat64 prefix stateful 2001:A:B:C::/96

nat64 v4 pool POOLv4 100.0.2.9 100.0.2.15

nat64 vé6v4 list NAT64 ACL pool POOLv4

ipvé route 2001:A:B:1::/64 2001:A:B:2::1

!

ipvé access-list NAT64 ACL ” >
permit ipvé any 2001:A:B:C::/96 Tat ca Traffic di dén NAT64 Prefix

DE cdu hinh NAT64, chung ta cén khai bdo cac théng tin sau:

. NATé4 Prefix: Day dia chi IPvé dugc sir dung dé chuyén déi dia chi IPv4 sang IPvé6, con goi la dia chi IPv4-
Embedded IPvé.

. IPv4 Pool: Déy dia chi IPv4 dung dé NAT dia chi IPvé thanh IPv4, hd trg cac thiét bi IPvé Only truy céip dén
cdc thiét bilPv4 Only.

. IPv6 Access-List: Dung dé loc va xdc dinh cdc géi tin can thuc hién NAT64. Access-List trong vi du ndy cho
phép cdc gdi tin tir mang IPvé dén cdc dich co dia chi chia NAT Prefix, hay tuc Ia cac ban tin IPvé di dén
dichIPv4.

. Cdu hinh NAT Mapping: K&t hop NAT64 Prefix, IPv4 Pool va Access-List d& tao anh xa gilia dia chi IPvé va
IPv4, dam bdo lubng dirliéu tirmang IPvé co thé chuyén ddi sang mang IPv4.

Chay: - Mét chly & day laIPv4 NAT POOL khéng duac cung I6p mang véi dia chi clia c8ng k&t ndi véi
mang IPv4, trong bdi LAB nday I c8ng Ethernet0/1, néu cling thi k&t ndi s& khéng thanh céng.

. Trong bai LAB nay, POOLV4 chay tir100.0.2.9 dén 100.0.2.14 khéng cung ddy mang véi dia
chictacéng Ethernet0/1161100.0.2.0/30.

NAT64 Prefix: 2001:a:b:c::/96
IPv4 NAT Pool; 100.0.2.9-100.0.2.14

[1Pv6 Only = I~ = 7 7 1Pv4 Only

I 2001:ab:2: /126 _NAT64 100.0.210/30

I _- Sl = = = _r =

| - I - e()/].4 | Sy

| Ri — ———)
/ )0 =

I e0/1 e0/0 | el

|

I 2001:a:/t3 1::/64

|

|

|

I

Hinh 137. M6 hinh kiém tra cda bai LAB vé Dynamic NAT64
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Thuc hién kiém tra k&t ndi tu mdy tinh mang IPvé Only sang mdy tinh mang IPv4 Only (dia chi 100.0.1.10/24).
Chung ta dung lénh PING két hop dia chiNAT64 Prefix + dia chilPv4 ctia mdy tinh dich.

VPCO1

2001:
2001:
2001:
2001:
2001:

M6t cach khdce, chung ta ddi dia chi IPv4 tir thap phan sang bat phan (Hexa) réi két hop véi dia chi NATé4 Prefix
réi sau dé thuc hién lénh PING. Vi du, dia chiIPv4100.0.1.10 chuyén sang Hexa 1& 6400:10a, ching ta cé thé PING

nhusau:

VPCO1

2001:
2001:
2001:
2001:
2001:

Bai LAB nay méi gii thiéu vé cdu hinh var kiém tra hoat déng clia NATé4, chua si dung dén DNS64 vi ching ta
Ping truc ti€p dia chithay vi Ping b&ng tén mién.

>

>

O o o W

AU R V)

ping 2001:a:b:c::100.0.1.10

oo oo o
QO QO Q Q O

:100.
:100.
::100.
::100.
::100.

ping 2001

o o o o O
Q Q0 Q Q Q

o O O O O

I T S Y

:a:b

:6400:
:6400:
::6400

10a
10a

:10a

::6400:
::6400:

10a
10a

.10 icmp6_seg=
.10 icmp6_ seg=
.10 icmp6_ seg=
.10 icmp6_ seg=
.10 icmp6_ seg=

:c::6400:10a

icmp6_seq=1
icmp6_ seq=2
icmp6 seg=3
icmp6 seg=4
icmp6_ seq=5

1 ttl=61
2 ttl=e6l
3 ttl=6l
4 ttl=6l
5 ttl=61

ttl=61
ttl=61l
ttl=61
ttl=61
ttl=61

Dudi day lakiém tra hoat déng clia NAT64 trén R2:

R2#show nat64 translations

Proto

[2001:A:B:C::6400:10A]:45474
[2001:A:B:1::10]:45473

Original IPv4
Translated IPv6

100.0.1.10:45474

100.

Dong lénh cho thdy mdy tinh cé dia chi IPvé 2001:A:B:1::10 duoc NAT64 chuyén déi thanh dia chi IPv4 100.0.2.10
khi gui dir liéu sang mang IPv4. Béng thai, dia chi dich 2001:A:B:C::6400:10A dudc loai bd phén NAT64 Prefix,
chuyén thanh dia chi IPv4 100.0.1.10. Luu v ré&ing cdéc dia chi IPv6 dugc NAT déng theo kiéu 111, vi du nhu
2001:A:B:1::10 &nh xa thanh 100.0.2.12 va 2001:A:B:2::1 dnh xa thanh 100.0.2.13.

0

020

12:45473

.12
1.10:33437
.13:49446

odLS)

CHUONG 9: HUONG DAN TRIEN KHAI MO HINH IPvB-ONLY 4

time=4.
time=2.
time=1.
time=4.
time=1.

time=
time=
time=

time=

2.158
2.345
2.881
6.168

652
091
968
304
642

Translated IPv4

Original IPv6

2001:A:B:1::10

[2001:A:B:C::6400:10A]:33437

ms
ms
ms
ms

ms

time=14.029 ms

ms
ms
ms

ms

[2001:A:B:2::1]:4944¢6

2001:A:B:2::1
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9.5. LABO2 — SU DUNG OVERLOAD NAT64 CHO
OUTBOUND NAT

Trong bai LAB trén, ching ta dé céu hinh NAT Dynamic, trong dé méi dia chi IPvé dugc dnh xa 1:1véi mét dia chi
IPv4 truéce khi truy cép ra bén ngodi. Tuy nhién, dé tiét kiém dia chi IPv4, hodc trong trusng hop sé luong mdy tinh
IPv6 vuct qud sé luong dia chi IPv4 co trong NAT POOL, ching ta cén thuc hién NAT theo céng (Port). Phuong
phdp nday tuong tu nhu PAT (Port Address Translation) gitia IPv4 véi IPv4, cho phép nhiéu dia chi IPvé ducc NAT
chung qua mét dia chiIPv4 duy nhét béing cdch sirdung céc cdng khdic nhau.

D& thuc hién NATé4 Overload thi trén R2 ching ta chi can xéa dong lénh NAT64 ¢l va nhép lai véi cum tur
"Overload” dugc thém vao.

nat64 prefix stateful 2001:A:B:C::/96

nat64 v4 pool POOLv4 100.0.2.9 100.0.2.15
nat64 veov4 list NAT64_ ACL pool POOLv4 overload
ipv6 route 2001:A:B:1::/64 2001:A:B:2::1

Tién hanh Ping, Trace thém tu R1va VPCO1 dén VPCO2, ching ta thdy két qua sau:

R2#show nat64 translations

Proto Original IPv4 Translated IPv4
Translated IPv6 Original IPv6

udp 100.0.1.10:20657 [2001:A:B:C::6400:10A]:20657
100.0.2.14:20656 [2001:A:B:1::10]:20656

udp 100.0.1.10:33470 [2001:A:B:C::6400:10A]:33470
100.0.2.14:49194 [2001:A:B:2::1]:49194

Nhu véy cdc dia chilPvé 2001:A:B:1::10 va 200T:A:B:2::1 cung dugc NATé64 chung dia chi 100.0.2.14. Trong bdi LAB
nay, do s6 lugng két ndi gid 1ap it nén dia chi Port khong thay déi. Néu s8 lugng phién két ndi taing thi sé thdly cac
dia chiPort sé thay d&i khi dung NAT64 Overload.

9.6. LABO3 - SU DUNG STATIC NAT64 CHO
INBOUND NAT

Hai bai LAB trén tép trung vao viéc thiét Iap k&t ndi tir cdc mdy tinh IPvé Only dén cdc mdy tinh IPv4 Only bén
ngodi. Tuy nhién, dé dap ung trudng hop cdc mdy tinh IPv4 Only cén truy cdp cac dich vu trén hé thdng mang
IPv6 Only thi ching ta céin céu hinh Static NATé4. Trong céu hinh ndy, méi mdy tinh IPvé Only s& dusc dnh xa c8
dinh v&i mét dia chi IPv4 cu thé. Cé mét diéu dang chuy la cd Dynamic NAT64 va Static NAT64 c6 thé hoat déng
déng thaitrén cung mét hé théng, hé tro linh hoat cho nhu céu strdung thuc té.

NAT64 Prefix: 2001:a:b:c::/96
IPv4 NAT Pool: 100.0.2.9-100.0.2.14
STATIC NAT: 2001:a:b:1::9 & 200.200.200.9

2001:ab:2:{126_ g 100.0210/30
| 4e0/1

I |
| |
I — —n | I
| / - 0, 1 e0/0 :
: 2001:a:b:1: /6 : |
| | | |
| | | |
| | I |
| [ | I I
: 2001:a:b:1::9/64 2001:ab:1 1110f64: ' 100.1.1.10/24 |[
o R > S L L e

Hinh 138. M6 hinh cua bai LAB veé Static NAT64
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Trong bai LAB Static NAT64 chung ta s& thém mady tinh VPCOO c6 dia chi 2001:a:b:1::9/64, dia chindy sé& dugc dnh
xa tinh véi dia chi IPv4 200.200.2009. Chu'y, dia chi IPv4 dung cho Static NAT64 khdng dugc ndm trong POOLv4
danh cho Dynamic Naté4. Duéi day & cdu hinh bé sung Static NAT64, cdc cdu hinh clia Dynamic NATé4 trong
bai LAB truéc van dugc gilflai cho cdic phién k&t nditlr IPvé sang IPv4.

R2#show running-config | include static
nat64 vev4 static 2001:A:B:1::9 200.200.200.9
R2#

Thuc hién Ping ti VPCO2 t mang IPv4 sang VPCOO clia mang IPvé, két qud thanh cong.

VPC02> ping 200.200.200.9

84 bytes from 200.200.200.
84 bytes from 200.200.200.
84 bytes from 200.200.200.
84 bytes from 200.200.200.
84 bytes from 200.200.200.

icmp seg=1 ttl=58 time=4.645 ms
icmp seg=2 ttl=58 time=5.487 ms
icmp seq=3 ttl=58 time=5.719 ms
icmp seg=4 ttl=58 time=7.911 ms
icmp_seg=5 ttl=58 time=16.313 ms

(N> RN RaNeaNe iNe]

Thuc hién Ping ti VPCOT tu mang IPv6 sang VPCO2 clia mang IPv4, két qua thanh cong. Nhu valy cac két ndi xudit
phdt timang IPv4 hodic IPvé déu hoat ddng, co nghia Dynamic var Static NAT64 co thé hoat dong déng thai.

VPCO1> ping 2001:a:b:c::100.0.1.10

2001:a:b:c::100.0.1.10 icmp6_seqg=1 ttl=61 time=16.038 ms
2001:a:b:c::100.0.1.10 icmp6_seg=2 ttl=6l time=7.094 ms
2001:a:b:c::100.0.1.10 icmpé6 seqg=3 ttl=61 time=4.938 ms
2001:a:b:c::100.0.1.10 icmp6 seq=4 ttl=61 time=5.897 ms
2001:a:b:c::100.0.1.10 icmp6 seg=5 ttl=61 time=4.009 ms

Kiém tra trang thdi hoat déng ciia NAT64 trén R2 ching ta thdy ré viéc anh xa cho Static va Dynamic NAT64.

R2#show nat64 translations
Proto Original IPv4 Translated IPv4
Translated IPv6 Original IPv6

icmp 100.0.1.10:11606 [2001:A:B:C::6400:10A]:11606
200.200.200.9:11606[2001:A:B:1::9]:11606

200.200.200.9 2001:A:B:1::9

.10:12374 [2001:A:B:C::6400:10A]:12374
.10:12374 [2001:A:B:1::10]:12374

100.0.2.10 2001:A:B:1::10

icmp 100.
100.

o o
N =
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9.7. LABO4 - SU DUNG DNS64 SERVER CHE DO
IPvé ONLY LAM RESOLVER CHO KET NOI OUTBOUND

DNS64 déng vai trd quan trong khi két hop véi NAT64, tao thanh mét gidi phap hiéu qud dé trién khai mang IPvé
Only, dam bdo kha nang két néi lién mach véi mang IPv4. Khéng chi thuc hién nhiém vu phan gidi tén mién,
DNS64 con ty ddng chuyén déi dia chilPv4 tirkét qud phan gidi tén mién thanh dia chilPvé théng qua két hop véi
NAT64 Prefix. Nha do, cdc thiét bi IPvé Only cé thé truy céip cdc thiét bi IPv4 Only théng qua tén mién duoc phéan
Qidi b&i DNS64.

Trong bai LAB nay, ching ta st dung phén mém BIND dé cai ddt va cdu hinh DNSé4 Server. BIND la mét phdn
mém DNS Server néi ti€éng va ducc sir dung réng rdi trén todin thé gidi nhd tinh linh hoat, manh mé va dé tin cay
cao. L& phan mém mé nguén md, BIND khéng chi giup tiét kiém chi phi cho doanh nghiép ma con cho phép tuy
chinh theo nhu céu cu thé.

M6t uu diém I6n ctia BIND 1& hé tro ddy du cdc tinh nding tién tién nhu DNS64, DNSSEC vér quan ly viing (zone
management), giup dam bdo hiéu ndng va tinh bdo mat cla hé théng DNS. Bén canh do, BIND dugc cong déng
phat trién v& hd tro manh mé, cung céip cdc bén cép nhat thusng xuyén dé khdc phuc I6i va téing cusng bao
mat. S dung BIND lam DNS64 Server trong bai LAB khéng chi minh hoa kha ndng trién khai mét cach hiéu qud
ma con thé hién loiich trong viéc dp dung gidi phdp md ngudn mé cho hé th&ng mang IPvé Only.

M6 hinh LAB chi cé mét chut thay dila thay cdc VPC thanh cde may tinh Ubuntu chay IPvé Only var IPv4 Only.
Mdy chli DNS64 trong bai LAB nay cling chi st dung IPvé Only véi dia chi 2001:a:b:3::53. NAT64 Prefix van gitr
nguyén nhu cac bai LAB truéce I 200T:a:b:c::/96.

NAT64

2001:a:b:2::/1126 100.0.2.0/30
= N M)
P R1 > R2 PR3

2001:a:b:3::/64 100.0.1.0/24

= @
—
!l IPv4.Only

AT
IPv6-Only ?'
-
» IPv4_Server

=
DNS64
=
100.0.1.10/24

2001:a:b:1::/64

P IPv6_Server

2001:a:b:1::10/64 P DNS64
2001:a:b:3::53
NAT64 Prefix 2001:a:b:c::/96

Net

Hinh 139. M6 hinh ctia bai LAB st dung IPv6 Only DNS64

Dudi day & cdc budc cai ddt va cdiu hinh cho BIND, DNS64 va Domain www.ipv4only.com trd téi dia chi100.0.1.10.
Cudi cung thuc hién kiém tra hoat déng clia DNS64 var NAT64 théng qua ki@m tra két ndi ti mdy tinh IPvé Only
dén tén mién www.ipv4only.com.
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BUOC 1: CAl DAT BIND

DPau tién can cdp nhat cho Ubuntu var cai d&t phan mém BINDS qua céce lénh sau:

sudo apt update
sudo apt install bind9 bind9utils bind?-doc

BUGC 2: CAU HiNH BIND CHO DNS64

Thyc hién md file named.confoptions dé cdu hinh cho DNS64 théng qua lénh:

sudo nano /etc/bind/named.conf.options

Cac ndi dung khai b&o nhu trong hinh sau:

// If BIND logs error messages about the root key being expired,
// you will need to update your keys.

auth-nxdomain no; # conform to RFC1035
listen-on-v6 { any; };
dns64 2001:a:b:c::/96 {
clients { any; };
}i

recursion no;

33

user@binhnv_ubuntu: /et

Hinh 140. Khai bdo cho named.conf.options

Trong bai LAB ndly chiing ta tam bd qua tinh ndng DNSSec vi cé thé gay xung doét véi NAT64. Phan quan trong
nhdt la khai bdo NATé4 Prefix cho DNS64 vi DNS64 sé& gdn Prefix ndy néu k&t qud phén gidi tén mién & dia chi
IPv4. Ngodi ra khai bdo thém cho phép khéng gisi han cac DNS Client va Recursion 1 No dé viéc kiém tra hoat
ddng clia NAT64 chitrong pham vi clia bai LAB, khéng lam cham viéc kiém tra vé sau.

BUGC 3: CAU HINH ZONE CHO TEN MIEN IPV4ONLY.COM

Thuc hién mé file named.conflocal dé cdu hinh tén mién méi théng qua 1énh:

sudo nano /etc/bind/named.conf.local

N&i dung cén khai bdo nhu sau:

zone "ipv4only.com” {
type master;

file "/etc/bind/db.ipv4only.com”;

Hinh 141. Khai bdo cho named.conf.local
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Trong hinh naly, ipv4only.com I& tén mién can khai bdo, sé tréd dén dia chi ciia mdy tinh thudc mién IPv4 &
100.0.1.10. Théng tin lién quan khai bdo cho tén mién ndy duoc luu trong file db.ipv4only.com sé duoc trinh bay
ti€p theo sau. Tiép tuc sta file thong tin bé&ng lénh:

sudo nano /etc/bind/db.ipv4only.com

N6i dung sé stia déi theo quy hoach ctia bai LAB nhu bén dudi.

inhnv_ubuntu:~$ cat fetc/bind/db.ipvdonly.com

»

; BIND data file foq local loopback interface

STTL 604800
@ IN nsl.ipvd4only.com. admin.ipv4only.com.
2 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

nsl.ipvd4only.com.
2001:a:b:3::53
100.0.1.10

Hinh 142. Khai bdo cho db.ipv4only.com

Chung ta co thé thdy dia chi cta Name Server l& dia chi IPvé 2001:a:b:3::53 con dia chi tén mién
www.ipv4only.comlgila dia chilPv4100.0.1.10.

BUOC 4: KIEM TRA KHAI BAO VA KHOI DONG LAI BIND

Dé chdc chén cdc khai bdo da dung theo yéu céu va dung cdu trdc, ching ta dung cdc 1énh kiém tra sau:

sudo named-checkconf
sudo named-checkzone ipv4only.com /etc/bind/db. ipv4only.com

Cdc lénh trén kiém tra khai bdo trong cdc File named.conf.options, named.conflocal va db.ipv4only.com.
Dung lénh sau dé khai déng lai dich vu BIND va kiém tra trang thdi hoat déng cla BIND sau khi khai déng lai.

sudo systemctl restart bind?
sudo systemctl status bind?
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9.8. LABOS - |<|!“-:’M TRA HOAT DPONG CUA DNS64 VA
NAT64 CHO KET NOI OUTBOUND

Sau khi cdu hinh NAT64 va DNS64 trong cdc bai LAB trén ching ta tién hanh kiém tra hoat déng clia gidi phdp
k&t hop nay. Trong bai LAB ndly, chung ta sir dung mdy tinh Ubuntu thuéc mang IPvé, cé dia chi 2001T:a:b:1:10 dé
kiém tra k&t n&i dén tén mién www.ipvéonly.com.

Dau tién chung ta khai bdo dia chiIPvé tinh cho may tinh Ubuntu, diéu ndly cé thé khéng cén thiét vimdy tinh co
thé tu gdn IPvé ddng theo co ché SLAAC nhung déy cling I& céach chang ta lam quen 1énh khai bdo cho Ubuntu.
Ngodi ra cling can dat dia chi DNS Server l& dia chi cila mdy chi DNS64.

File Edit View Search Terminal Help

user@ipvé_server:~5 cat /etc/netplan/@1-network-manager-all.yaml
# Let NetworkManager manage all devices on this system
network:
versior: 2
renderer: NetworkManager
ethernets:
ens3:
dhcp6: no
addresses:
2001:a:b:1::10/64
gateway6: 2001:a:b:1::1
nameservers:
addresses:
2001:a:b:3::53

Hinh 143. Kiém tra khai béo cho Netplan
D& viéc phan gidi tén mién nhanh hon thi chdng ta nén khai bdo dia chi DNS Server trong File /etc/resolv.conf

nhu hinh dudi.

nameserver 2001:a:b:3::53
options edns@

Get Help Write Out @ Where Is Cut Text
AU

@4 Exit gl Read File @\ Replace Uncut Text

Hinh 144. Khai bdo nameserver cho /etc/resolv.conf

Chay: - Théng thusng, viéc khai bdo trong resolv.conf sé& bi trd vé mac dinh I&1270.0.53 sau khi
may tinh Reboot. Cac ban can tham khdo thém trén Internet cach thic dé cd dinh théng
tin khaibdo nay.
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Trén may tinh IPvé Only thuc hién lénh PING dén www.ipv4only.com, k&t qué trd vé & dia chi 200T:a:b:c::6400:10a.
Dia chinay la dia chi két hop gitta NAT64 Prefix 2001:a:b:c::/96 d& khai bdo trén NAT64 Router va tai DNS64 Server
k&t hop gid triHexa clia dia chilPv4100.0.1.10 dé khai cho dia chi www.ipv4only.com trén DNSé4 Server.

/6_server:~S ping www.ipvdc om
PING www.ipv4only.com(2001:a:b:c:: :10a (2001:a:b:c::6400:10a)) 56 data bytes
64 bytes from 2001:p:b: 6400:10a (2001:a:b:c::6400:10a): 1 ttl=61 tim
e=28.9 ms )

64 bytes from 2001:a:b:c::6400:10a (2001:a:b:c::6400:10a): icmp_seq=2 ttl=61 tim
e=3.79 ms

64 bytes from 2001:a:b:c::6400:10a (2001:a:b:c::6400:10a): icmp_seq=3 ttl=61 tim
e=7.55 ms

64 bytes from 2001:a:b:c::6400:10a (2001:a:b:c::6400: i = ttl=61
e=3.68 ms

A c

- www.ipvdonly.com ping statistics ---
tted, 4 r loss, time 3006ms
dev = 3.681/10.986/28.917/16.469 ms

Hinh 145. Thuc hién Iénh PING dén mdy tinh IPv4 Only

Kiém tra trén NAT64 Router ching ta thdy thong tin NAT gitia cac dia chi IPv4 var IPvé.

R2#show nat64 translations

Proto Original IPv4 Translated IPv4
Translated IPv60riginal IPv6

Icmp 100.0.1.10:2047 [2001:A:B:C::6400:10A] :2047
100.0.2.10:2047 [2001:A:B:1::10]:2047

100.0.2.102001:A:B:1::10

Total number of translations: 2

Nhu vay véi su két hop clia DNS64 var NATé4 ching ta thdy mang IPvé Only cé thé truy cdip trong sudt véi mang
IPv4 Only. Trong do, NAT64 c6 nhiém vu chuyén déi gilia hai gico thiic con DNSé4 gidp phén gidi va chuyén déi
dia chi dich IPv4 thanh IPvé théng qua su két hop vai NAT64 Prefix duoc khai bdo trén NATé4 Router. Co thé ndi
day la gidi phap don gidn, hiéu qud va t8i uu nhét dé chuyén déi mang clia cdc doanh nghiép var trung tém dir
liéu sang méi trudng mang IPvé Only, nhéim dam bao tinh 8n dinh va kha néng phat trién ldu dai trong ky nguyén
IPV6..

Md&c du vay, DNS64/NAT64 cling cd han ché déi véi cac ung dung st dung truc tiép dia chi IPv4
thay cho tén mién vi luc do DNS64 khong thé can thiép dé chuyén déi sang dia chilPvé.

Mbt gidi phdp cé thé khdc phuc han ché clia DNS64/NAT64 |& 464XLAT nhung mét s6 hé diéu
hanh nhu Windows khéng hé tre tinh nding CLAT (Customer-Side Translator) I& mét thanh phan
cla 464XLAT. Vi thé khdng thé dp dung gidi phdp 464XLAT cho méi trusng mang doanh nghiép var
trung tdm dirliéu.
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99. LABO6 - SU DUNG DNS64 CHE DO DUAL STACK
LAM AUTHORITATIVE SERVER CHO KET NOI INBOUND

Cdac mo hinh trén ching ta st dung IPvé Only DNSé4 va tép trung cho cho hudng két ndi tirmang IPvé dén mang
IPv4. Tuy nhiéu trong thuc t&, ching ta g&p phdi trusng hop cac may tinh IPvé bén trong cén cung cdp dich vu
cho cac cac may tinh IPv4 bén ngodi truy cdp vdo. Luc ndy ching ta cén cdu hinh mdt may chi Authoritative
DNS Server. Trong LAB ndly, chung ta sé tan dung chinh mdy chi DNSé4 dé dém nhan vai trd Authoritative DNS
Server. Cdch don gidn nhdt ld chung ta sé thiét Idp ché dé Dual Stack cho mdy chi DNS64.

Dudi day l&1so db LAB va cac théng tin chi tiét:
May cha web IPv6: C6 tén mién la www.ipvéonly.com va dia chi 200T:a:b:1:9/64.

NAT64 Static: Dia chi IPvé 200T:a:b:1::9 ducc anh xa tinh thanh dia chi IPv4 200.200.200.9. C&u hinh nay da
duoc dé cap trong mé hinh Static NAT64 & phan trusc.

May cha web IPv4: C6 tén mién www.ipv4only.com va dia chilPv4100.0.1.10.

NAT64 Prefix: Dia chi IPv4 100.0.1.10 sé& duoc dnh xa thanh dia chi IPvé théng qua tién t8 NAT64
200T:a:b:c::/96, cu théla 200T:a:b:c::6400:10a.

DNSé4 Server: Hoat dong & ché dd Dual Stack véi hai dia chi 100.0.3.53 (IPv4) va 200T:a:0:3::9 (IPvé). Cac
mdy chli IPv4 va IPvé sé sirdung cdc dia chindy lam DNS Server dé kiém tra két quad.”

NAT64
2001:a:b:2::1/126 2001:a:b:2::21126 100.0.2.1/30  100.0.2.2/30

- S

P> R1 P> R2
2001:0:b:1::1/64 2001:a:b:3::1/64(€9/2)100.0.3.1/24 100'0'1'”24
(€9)
— (e0) ()
= = =
IPv6-Only - =a IPv4-Only
— DNS64 - -
P IPv6_Server — = lm—&
2001:a:b:1::9/64 » DNS64 AeTVer

100.0.3.53/24 100.0.1.10/24

2001:a:b:3::53/64
NATG64 Prefix 2001:a:b:c::/96
NAT POOLv4: 100.0.2.9 - 15

NAT64 Static: 200.200.200.9 <=> 2001:a:b:1::9

Hinh 146. M6 hinh ctia bai LAB str dung Dual Stack DNS64
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Phan cdu hinh Static NAT64 cho R2 dé dugc trinh bay & trén nén sé khdng trinh bay lai & ddy. Dudsi ddy 1 cac néi
dung cdu hinh cho Dual Stack DNS64 Server.

BUOC 1: CAU HINH PIA CHi CHO DNS64 SERVER

Mdy chli DNS64 trong mé hinh ndly hoat déng & ché dé Dual Stack nén ching ta can cdu hinh théng qua 1énh
sau:

sudo nano /etc/netplan/01-network-manager-allyaml

Thuc hién khai bdo théng tin dia chi IPv4 va IPvé nhu hinh dudi.

File Edit View Search Terminal Help

GNU nano 2.9.3 etc/netplan/01-network-manager-all.yaml

network:
version:
renderer: NetworkManager
ethernets:

Hinh 147. Khai bdo cho Netplan

BUOC 2: CAU HINH THONG TIN CAC ZONE LIEN QUAN

Viéc cdu hinh cho NAT6é4 Prefix cho DNSé4 thuc hién giéng nhu cdc bai LAB & trén. e) day chung ta b8 sung khai
bdo Zone tuong Ung tén mién www.ipv4only vér www.ipvéonly.com, gém cd tén mién thudin va nguoc. théng qua
stra déi file named.conf.local.

sudo nano /etc/bind/named.conf.local

Cdc thdéng tin khai bdo nhu bén dudi.

bind/jdb.1.8.

Hinh 148. Khai bdo cho named.conf.local
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Trong File ndy chung ta khaibdo Zone thuén choipv4only.com vaipvéonly.com va Zone ngudc cho ipv4only.com.
D3 v&i Zone nguoc cho ipvéonly.com thi chung ta cén khai Zone nguoc cho dia chi IPv4 (200.200.200.9) va cho
dia chi IPv6 (200%:a:b:1:9). V&i Zone ngudc cho ipvéonly.com thi chiing ta chi khai tén Zone gém 16 Nibble (méi
Nibble gém 4 bit, tuong tuong 1s6 Hexa) clia dia chi IPvé (2001:a:b:1::9/64) vé dé&o nguoc lai vi tri. Chu y khdng
duoc bd cdc s8 0 bithu gon ma phaiviét déay du.

BUOC 3: CAU HINH CAC FILE ZONE LIEN QUAN

Tiép theo chung ta khai théng tin chi tiét cho cdc Zone dé khai bdo & trén tuong Ung vaéi thdng tin dia chi IPv4,
IPv6 da quy hoach theo so dé LAB, khai bdo tén mién thudin va tén mién mién ngugc cho cac Zone.

Khaibdao cho tén mién thudn: db.ipv4only.com

user@binhnv_ubuntu: /etc/bindS cat db. p-.-vlr,'nlj-,'.co:n

; BIND data file for local loopback interface

STTL 604800
@ IN S nsl.ipv4only.com. admin.ipv4only.com. (
11 ; Serial
604800 ; Refresh
86400 ; Retry
241926060 ; Expire
604860 ) ; Negative Cache TTL

nsl.ipv4only.com.
160.06.1.10
160.6.3.53

Hinh 149. Khai bdo cho Zone ipv4only.com

Khai bdo cho tén mién thudn: db.ipvéonly.com

user@binhnv_ubuntu: /etc/bindS cat db.ipvéonly.com
;

; BIND data file for local loopback interface

STIL 604800
@ IN SOA nsl.ipv6only.com. admin.ipv6only.com. (
20240203 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

nsl.ipv6only.com.
200.200.200.9
2001:a:b:1::9

100.0.3.53
WWW : 200.200.200.9

WWW 2001:a:b:1::9

Hinh 150. Khai bdo cho Zone ipv6only.com
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Khai bdo cho tén mién nguoc: db.1.0.100.rev

user@binhnv_ubuntu: /etc/bindS$ cat db.1.0.100.rev

»

; BIND reverse data file for local loopback interface

STTL 604800
@ IN SOA nsi.ipv4only.com. admin.ipv4only.com.
20250203 Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

nsl.ipv4only.com.
www . ipvd4only.com.

Hinh 151. Khai bdo cho Zone ngugc ipv4only.com
Khai bao cho tén mién nguoc: db.ipvéonly.rev

user@binhnv_ubuntu: /etc/bindS cat db.ipvéonly.rev

; BIND reverse data file for empty rfc1918 zone

; DO NOT EDIT THIS FILE - it is used for multiple zones.
; Instead, copy it, edit named.conf, and use that copy.

STTL 86400
@ IN nsl.ipvd4only.com. admin.ipvdonly.com. (
20250207 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL

IN NS nsi.ipvdonly.com.

;Khai bao ban ghi PTR cho dia chi IPvé6
9.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR www.ipv6only.com.

Hinh 152. Khai bdo cho Zone ngugc ipv6only.com
Trong File named.conflocal chung ta dé khai bdo Zone ngugc cho dia chi IPvé clia Domain ipvéonly.com gém

64 bit dau tién clia dia chi IPvé. O day ching ta chi cén khai bdo 64 bit con lai clia dia chi IPvé nhung dudc viét
nguoc lai sau khi chuyén ddira sé Hexa day du.

BUGC 4: KIEM TRA PHAN GIAI THUAN

Dautién kiém tra k&t ndi trmay tinh thudc phan vang IPvé dén tén mién www.ipv4only.com thudc vung IPv4.

184 1Pv6 TOANTAP | LAM CHU GIAO THUC INTERNET THE HE MO



CHUONG 9: HUONG DAN TRIEN KHAI MO HINH IPvB-ONLY 4

erver.: p1Lng on com
G ww pvdonly.com(200@1:a:b:c 400:10a ( . . ) 65 data bytes
54 bytes from 2001:a:b: 400:10a (2001:a:b: PO : 1€ : ttl=61 tim
5.2 ms
bytes from 2001:a: 10a (2001:a:b:c::6400:10a): i _seq=2 ttl=61 tim
.30 ms

bytes from 2081:a:b: 5 :16a (2601:a:b:c :10a): icmp_seq=3 ttl=61 tim

2001:a:b: 10a (2001:a:b:c::6400:10a): icmp_seq=4 ttl=61 tim

t1l time 3832ms
5/4.877 ms

Hinh 153. Thuc hién PING kiém tra mdy tinh IPv4 Only tir mdy tinh IPv6 Only

K&t qud PING tré vé dia chi 200T:a:b:c::6400:10a, day & dia chi két hop tir NATé4 Prefix véi dia chi IPv4 100.0.1.10
(6400:10q).

Ti€p theo thuc hién kiém tra phan gidi tir may tinh thudc vung IPv4 dén dia chi www.ipvéonly.com thudc ving
IPvé.

user@ipva_

PING www.ipvéonly.cc { ) 56 ) bytes of data.

64 bytes from www (200.2600. .9): icmp_seg=1 5
64 bytes from www. i y.com ( . .2008.¢ 1 2 ttl=61
64 bytes from www. 5 Yy .Ccom . .2008.6 Lcmp_s } ttl=61
64 bytes from www.i sonly.com ( v .200.9): 1 A 4 ttl=61
AC

--- www.ipvéonly.com ping statistics

4 p: tra t 1 received, 0%

rtt min/avg/max/mdev =

Hinh 154. Thuc hién PING kiém tra mdy tinh IPv6 Only tir mdy tinh iPv4 Only

K&t qud PING cho théy dia chi tra vé la dia chi IPv4 200.200.200.9, day la dia chi ducc dnh xa tinh (Static NAT64)
cla dia chilPv6 200T:a:b:1::9 Biéu ndy khéng dinh hoat déng ctia DNS64 vél NAT64 1 ding nhu mong mudh.

BUGC 5: KIEM TRA PHAN GIAI NGUOC

Dau tién thyc hién I&énh DIG nhé&m kiém tra phan gidi tén mién nguoc tir may tinh IPvé déi véi dia chi 2001:a:b:1::9
cho tén mién www.ipvéonly.com, k&t qua dudi déy cho thdy viéc khai bdo v phan gidi nhuyéu céu.

; OPT PSEUD
flags:; udp: 65494

.ip6.arpa. 864001

Hinh 155. Kiém tra phan gidi nguoc cho dja chi IPv6
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Tuong ty, chung ta thuc hién phan gidi ngugc tu may tinh IPv4.
user@ipv4_server:~$ dig -x 200,200.200.9

<<>> DiG 9.11.3-1ubuntul.15-Ubuntu <<>> -x 200.200.200.9
;3 global options: +cmd
;; Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34653
;; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 65494

y> QUESTION SECTION:
;19.200.200.200.1in-addr.arpa. IN

;3 ANSWER SECTION:
9.200.200.200.in-addr.arpa. 604800 IN PTR www.ipv6only.com.

Query time: 31 msec
SERVER: 127.0.0.53#53(127.0.0.53)
WHEN: Fri Feb 07 ©2:30:45 GMT 2025
MSG SIZE rcvd: 85

Hinh 156. Kiém tra phan gidi nguoc cho dia chi IPv4

Két qudilénh DIG tra vé dia chiIPv4200.200.20029 I dia chi NAT64 clia 2001:a:b:1::9, nhu véy ndi dung khai bdo dé
hoat dong tét.

Trén day & todn bd khai bdo var cac budsce kiém tra cho mé hinh st dung NATé4 va DN64, trong dé mdy chu
DNS64 & Authoraitative DNS cho c& hai tén mién va hoat ddng & ché dé Dual Stack. Céc buéce kiém tra cho thdy
viéc phan gidi tén mién thudn va ngucc déu hoat déng tét. Bay & mé hinh cé thé ddp ung nhu céu thuc tién
trong doé cac may tinh vang IPv4 co thé két ndilién mach véi may tinh IPv4, déng thsi cho phép cac mady tinh IPv4
truy cép cac mdy chid thudc vung IPvé.

9.10. LABO7 - MO HINH TiCH HOP DNS64/NAT64

DPay la mé hinh Uing dung trong tinh huéng cdc co quan, doanh nghiép, té chuic khéng cé thiét bi router hd tro
NAT64. Trong mé hinh ndly, tinh ndng NAT64 va DNS64 cung tich hop trén mét may tinh, khédng cén su can thiép
cua thiét birouter bén ngodi.

2001:a:b:2::11126 2001:a:b:2::21126 100.0.2.1/30 100.0.2.2/30

= e S W - I S -~

> R1 » R2 > R3

2001:a:b:1::1/64 (€011) 100.0.1.1/24
i 2001:a:b:3::1/64 @ 100.0.3.1/24 @
(0)
= (=9 (e9)

ST

|
- IPv4-Only
—

> IPv4_Server

o |
IPv6-Only —
P IPv6_Server DNS64/NATG4 -I

> BINDS_JOOL

2001:a:b:1::9/64

100.0.3.53/24 100.0.1.10/24
2001:a:b:3::53/64

NATG64 Prefix 2001:a:b:c::/96

NAT POOLv4: 100.0.2.9 - 15

NAT64 Static: 200.200.200.9 <=> 2001:a:b:1::9 Net

Hinh 157. Mé hinh ctia bai LAB IPv6 Only tich hop gilta NAT64 va DNS64
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DBay la mé hinh dé thuc hién LAB, bao gém 3 thiét bi router, 3 mdy tinh Ubuntu. Cac thiét bi router chi déng vai tro
két ndi, khdng tham gia truc tiép vao viéc NAT64. R2 hoat ddng & ché dd IPvé Only véi phdin vung bén trdiva IPva
v6i phan vang IPv4 Only. May chi DNS64/NAT64 hoat ddng ché dd Dual Stack. Thuc t& chung ta cé thé dung
mady cht DNS64/NAT64 lam Gateway cho cd phdn vung IPvé va IPv4, thay cho R2. Biém thudn tién cia mé hinh
LAB ndly cho phép trién khai IPvé Only timg buéc ma khéng phdi thay déi nhiéu cing mét ltc, lam anh husng
hoat ddng hé théng hién tai.

Ngodi BIND? dugc sir dung cho tinh néng DNS64 thi & bai LAB ndly chung ta sé sirdung phén mém Jool cho tinh
nang NAT64. Jool la phén mém md ngudn ma chay trén nén Linux gilip két ndi gitia mang IPvé Only vér IPv4 Only
ma khéng céin phai thay déi ha tang. Jool hd tro cé NATé4 (dich dia chi déng) va SIIT (dich dia chi 1:1), giup ching
tatriénkhaihé théng linh hoat, don gidin vér chi phithdp.

Trong bai LAB ndly chuing ta chi thuc hién sir dung Jool dé thuc hién NATé64 nhdim hé tr cdc mdy tinh IPvé cé thé
truy céip cdc may tinh IPv4. Gidi phdp nay phu hgp véi cdc hé thdng co quy mé nhd va via. Béi vai hé théng Ién
nhu Datacenter, cho phép truy cép tirbén ngodi mang IPv4 vao mang IPvé thi chung ta nén trién khai cac thiét bi
Router, Firewall chuyén dung cé hd tro Static NAT64 nhu trong cée bai LAB trinh bay truéc.

Chay: -  ServerBIND9/JOOL khai Default Gateway IPv4 var IPvé vé router.
. Router thém Route dén Prefix 2001:a:b:c::/96 trd vé Server BIND9/JOOL.

N&i dung bai LAB bao gém cdc busc cai ddt var cdu hinh Bind9 va Jool dé cho phép cac may tinh IPvé cé thé truy
cap duoc tén mién www.ipv4only co dia chi IPv4 161100.0.1.10, str dung NAT64 Prefix I 2001:a:b:c::/96. Céc dia chi
IPv4 var IPvé ducc quy hoach trong so dé trén.

Buéc 1: Cai dat va céu hinh Bind9 dé lam DNSé64 Server

Viéc khai bdo may chii DNS64 nhu cdéc vi du trén. O day dé don gian hoa chi thuc hién tén mién thudn cho
www.ipv4only.com. Dusi dédy la mét s& théng tin vé khai bdo cho Bind?.

dnssec-validation no;

auth- n # conform to RFC1@35

y local configuration here

dding the 1918 zones here, if they are

ack interface

.0.1.10
3.3.1

Hinh 158. Cdc khai bdo cho DNS64
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Kiém tra khai bdo cho DNS64 ti may tinh IPvé Only.
user@ipv6_server:~5 dig A www.ipvdonly.com

<<>> DG 9.11.3-1ubuntul.15-Ubuntu <<>> AAAA www.1ipv4only.com
global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46072

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: O, flags:; udp: 65494

;3 QUESTION SECTION:
;wwiw. ipvdonly.com. IN

y3 ANSWER SECTION:
] 604800 IN

Dau tién, nén thuc hién cap nhat hé diéu hanh va cac goi phdn mém lién quan théng qua cdac lénh sau:

sudo apt-get update

sudo apt-get upgrade

sudo apt-get install -y build-essential dkms libnl-3-dev libnl-genl-3-dev pkg-
config iproute2 iptables

user@bind9_jool:~S sudo apt-get install -y build-essential dkms libnl-3-dev libn

l-genl-3-dev pkg-config iproute2 iptables

Hinh 160. Cdp nhdt cdc géi phan mém trudc khi cai ddt Jool
Tiép theo tdi cac File cai dat cho Jool va tién hanh cai dat.

wget https://www.jool.mx/download/jool-dkms 4.1.7-1 all.deb
wget https://www.jool.mx/download/jool-tools 4.1.7-1 amdé64.deb
sudo apt install ./ jool-dkms 4.1.7-1 all.deb ./jool-tools 4.1.7-1 amd64.deb

user@bind9_jool:~5 sudo apt install ./jool-dkms_4.1.7-1_all.deb ./jool-tools_4.

1.7-1_amd64.deb |J

Hinh 161. Tdi va cai dat phdn mém jool
Ti€p theo thuc hién lénh sau dé kich hoat Jool

sudo modprobe jool

Buéc 3: Cdu hinh NATé4 Prefix cho Jool

D& Jool thuc hién NAT64 thi cn khai bdo NAT64 Prefix thdng qua 1énh bén dudi, véi "default” I tén goi clia mét
Instance trong Jool. Nén dat tén "default” ndy cho Instance déu tién var gan NATé4 Prefix 2001:a:b:c::/96 theo
quy hoach.

sudo jool instance add 'default’ --netfilter --poolé 200T:a:b:c::/96

Ti€p bat tinh n&ng IP Forwarding cho IPv4 vér IPvé cdc c8ng mang trong Ubuntu.

sudo sysctl -w net.ipv6.conf.all.forwarding=1
sudo sysctl -w net.ipv6.conf.default.forwarding=1
sudo sysctl -w net.ipv4.ip forward=1

sysctl -system
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Buéc 4: Kiém tra hoat déng cua Jool

Dung cdc lénh sau kiém tra hoat déng cua Jool.

Kiém tra instace
jool instance display
jool instance status

Kiém tra sessions
jool session display

Kiém tra Global config
jool global display

Kiém tra théng tin thdéng k& hoat ddéng
jool stats display

Kiém tra trang thai hoat déng cta instance cu thé
jool -i default instance status

user@ind9_jool:~$ jool instance display

user@bind9_jool:~$

user@bind9_jool:~$ jool global display
manually-enabled: true
pool6: 2001:a:b:c::/96
lowest-ipv6-mtu: 1280
logging-debug: false

Hinh 162. Kiém tra hogt ddng ctia Jool sau khai bdo

Budc 5: Kiém tra hoat dong cua DNS64 va NAT64

Trén mdy tinh IPvé thuc hién 1énh PING dén dia chi www.ipv4only.com, ching ta thdly tén mién dugc phan gidi ra
thanh 200T:a:b:c::6400:10a var k&t qud phan héi thanh céng. Nhu valy viéc k&t hop gitia DNS64 bdi Bind? va
NAT64 béi Jool co thé hoat dong tét khi tich hop ciing nhau trén cing mdy chi Ubuntu.

user@ipvé_server:~S ping -n www.ipvdonly.com

PING www.ipvd4only.com(2001:a:b:c::6400:10a) 56 data bytes

64 bytes from 2001:a:b:c: :10a: icmp_seq=1 ttl=125 time=326
64 bytes from 2001:a:b:c::6400:10a: icmp_seq=2 ttl=125 time=248
64 bytes from 2001:a:b:c::6400:10a: icmp_seq=3 ttl=125 time=242
64 bytes from 2001:a:b:c::6400:10a: icmp_seq=4 ttl=125 time=254
4 6

www.ipv4only.com ping statistics

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 242.302/267.967/326.564/34.101 ms
user@ipvé_server:~$

Hinh 163. Kiém tra hoat dong ctia Joo! va Bind sau khi cdu hinh
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9.11. TONG KET CHUONG 9

Chuong 9 dé& cung céip cdi nhin téng quan vé mé hinh mang IPvé-Only va cdch trién khai NAT64/DNS64 dé duy
tri két ndi gitia mang IPvé6 va céc hé théng chi hd tra IPv4. Théng qua cdc bai thuc hanh, chuong nay huéng dén
chi tiét cac phuong phdap NAT64, bao gém Dynamic NAT64, Overload NAT64 va Static NAT64, ddp ung nhu céu
k&t n&i Outbound va Inbound. Ngodi ra, cdc bai LAB con mé td viéc cdu hinh DNSé64 & ché dé Resolver var
Authoritative Server, hé tro hiéu qud cho qud trinh chuyén déi.

Viéc trién khai IPvé6 Only danh ddu budc ti€n quan trong huéng téi hé théng mang todn IPvé, t&i uu hoa tdi
nguyén dia chi va gidm su phu thudc vaio IPv4. Tuy nhién, trong giai doan chuyén ddi, gidi phdp NAT64/DNS64
déng vai trd thiét y&u, dam bdo khd ndng tuong thich nguoc véi cac hé thdng IPv4, duy tri k&t n&i lién mach va
hiéu qua.

9.12. CAU HOI ON TAP CHUONG 9

Tai sao nén chuyén déi sang mé hinh mang IPvé Only?

M& hinh mang IPvé Only dugc xem la gidi phdp chién lugc va bén viing do gidi quyét triét dé vén dé
can kiét dia chi IPv4 va logi bd su phuc tap khi phdi duy tri song song cé hai giao thic. No gitp don
gid&n hoa ha tang, t8i uu hda céng tac vain hanh var ddap Ung khd ndng mé rong trong tuong lai, trd
thanh xu huéng dugc dp dung rong rdi.

Thdch thuc I6n nhét khi trién khai IPvé Only la gi va gidi phdp ndo dugc dé xuéit?

Théch thuc 18n nhét I dam bdo khé naing két néi lién tuc véi cac hé théng, dich vu v ing dung van
hoat ddng trén IPv4 Only. D& gidi quyét véin dé nay, nhiéu gidi phdp dé& ducc phdt trién tuy thudc
vao logi hinh mang. B&i véi mang di déng hodic ¢é dinh quy mé é6n thudng st dung 6RD, DS-Lite
hodic 464XLAT. Trong khi do, déi véi mang doanh nghiép va trung tém di liéu, gidi phdp dua trén
DNS64/NATé4 dugc ua chudng nhd sy don gidn, hiéu quad va thai gian trién khai nhanh chéng.

NAT64 va DNS64 hoat déng nhu thé ndo dé hé trg két néi gitia mang IPvé Only va IPv4 Only?

NAT64 (Network Address Translation from IPvé to IPv4) cho phép cdc thiét bi trong mang IPvé Only
gico tiép véi cace dich vu var thiét bi IPv4 Only bang cach dich dia chi IPvé thanh dia chi IPv4 va
nguoc lai. DNS64 (DNS for IPvé) k&t hop véi NAT64 b&ing céch tu ddng chuyén ddi dia chi IPv4 turkét
qud phan gidi tén mién thanh dia chiIPvé cé tién t8 NAT64. Nhd dé, cac thiét biIPvé Only cé thé truy
cdp cdc tai nguyén IPv4 Only thong qua tén mién.

C6 nhing mé hinh trién khai NAT64/DNS64 ndo duoc dé cap trong cuén sdch?

N&i dung cudn séich dé cp dén hai mé hinh trién khai chinh:

. M& hinh déc Iap: Trong mé hinh nay, chic ndng NATé4 va DNS64 hoat déng trén hai thiét bi
riéng biét. NAT64 thusng ducc cdu hinh trén router (néu router hé trg), cdn DNS64 duac trién
khaitrénmét may chi déc ldp.

. Mé& hinh tich hgp: Trong mé hinh ndly, cd chidc ndng DNS64 va NAT64 dugc tich hgp trén cung
mét mdy chd. Mé hinh nay phu hop véi céde mang khéng cé router hd tro NAT64 var o thé sur
dung cac phdn mém mé& ngudn maé nhu BIND cho DNSé4 va Jool cho NAT64 trén hé théng
Linux.
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Cac loai hinh NAT64 ndo dugc trinh bay va chiing khdc nhau nhu thé nao?
N&i dung cudn sach trinh bay ba logi hinh NATé4 chinh:

. Dynamic NAT64: Anh xa dial chi IPvé sang dia chi IPv4 theo kiéu 1:1mét caich ddng khi cé két ndi
dugc khditao tumang IPvé.

. Overload NAT64 (tuong tu PAT): Cho phép nhiéu dia chi IPvé chia sé mdt hodic mét vai dia chi
IPv4 bé&ng céch strdung cdic ecéng khdc nhau, giup tiét kiém dia chilPv4.

. Static NATé4: Anh xa ¢ dinh mét dia chi IPvé véi mét dia chi IPv4 cu thé, thusng dusce st dung
khi cac mdy cht IPvé cén cung cdip dich vu cho ngusi dung IPv4.

BIND va Jool dugc st dung nhu thé nao trong viéc trién khai IPvé Only?

BIND (Berkeley Internet Name Domain) I& mét phén mém DNS Server mé nguén mé dugc st dung
dé trién khai chuc néng DNS64. N6 co khd nding phan gidi tén mién va ty ddng téng hop dia chiIPvé
tur dia chilPv4 va tién t6 NAT64. Jool I mdt phdn mém md nguén md chay trén Linux, cung cdp kha
nang NATé4, cho phép dich dia chi gitia mang IPvé Only va IPv4 Only ma khéng can thay déi ha
tdng mang.

Lam thé ndo dé mét mdy tinh IPvé Only c6 thé truy cap mét mdy tinh IPv4 Only thdng qua
tén mién?

Qud trinh naly dién ranhusau:
1. MdytinhIPvé Only gli yéu c&u phan gidi tén mién (vi du: www.ipv4only.com) dén DNS64 Server.
2. DNSé4 Server nhan thdy dday & tén mién trd dén dia chilPv4 (vidu: 100.0.1.10).

3. DNS64 Server tdng hop dia chi IPvé b&ng cach két hop tién t6 NATé4 (vi du: 200T:a:b:c::/96) véi
dia chi IPv4 (chuy@n d&i hodc nhung vdo tién t8), tao ra mét dia chi IPvé dich (vi du:
200T:a:b:c::6400:100).

4. DNS64 Server tra vé dia chilPvé dé téng hop cho mdy tinh IPvé Only.
5. MdytinhIPvé Only gui géi tin dén dia chilPvé d& nhan.

6. Router hodc mdy chit NAT64 nhan goi tin nay va dich dia chi IPv6 nguén thanh mét dia chi IPv4
trong NAT Pool va dia chi IPvé dich (d& chia dia chi IPv4 nhing) thanh dia chiIPva4 dich ban déu
(100.0.1.10).

7. Goitin sau khi dugc dich sé dugc chuy&n dén mdy tinh IPv4 Only. Qud trinh nguoc lqi xdy ra khi
may tinh IPv4 Only tréiSi.

Gidi phdap DNS64/NAT64 c6 nhiing han ché nao vé ¢é giai phap thay thé néo khong?

Mét han ché clia DNS64/NAT64 [& nd khdng hoat dong di véi cée ing dung s dung truc tiép dia
chilPv4 thay vi tén mién, vi DNS64 khéng thé can thiép dé chuyén déi. Mot gidi phdp thay thé ducc
dé cap I& 464XLAT, tuy nhién, mot s6 hé diéu hanh nhu Windows khéng hé tro tinh ndng CLAT
(Customer-Side Translator) I& mét thanh phan cla 464XLAT, lam cho né khéd dp dung cho mai
trusng mang doanh nghiép va trung tdm drliéu.
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CHUONG 10

HUONG DAN KIEM TRA VA PANH GIA
KET QUA TRIEN KHAI IPv6 VA IPvé6 ONLY

Sau khihoan tét cac budc trién khai IPvé hodc chuyén ddi sang IPvé Only,
viéc kiém tra v&r ddanh gid k&t qud la mot budce khéng thé thi€u dé dam
bdo hé thdng mang hoat déng nhu mong mudn va dap ung ddy du cac
yéu cdu ki thuat. Chuong naly sé husng dén ban cach strdung cdc cong
cu kiém tra truc tuyé&n phd bién v ddic biét I uing dung i-SPEED do Trung
tam Internet Viét Nam (VNNIC) phat trién, gidp kiém tra khd ndng k&t ndi,
do lusng hiéu sudt mang IPvé, déng thai phat hién cac véin dé tiém an.
Viéc do kiém khéng chi gitp xdc dinh ha tdng mang cé héd trg IPvé hodn
chinh hay chua, mé& con ddnh gid tinh s&n saing clia cdc dich vu cung cép
rabén ngodi.
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10.1. CAC NOI DUNG CAN KIEM TRA, DANH GIA

Ngodi viéc kim tra hoat déng ciia hé théng sau khi khai bdo nhu dé gisi thiéu trong cac bai LAB & chuong 8 vai 9,
noi dung kiém tra vér ddanh gid & chuong nay khéng dinh ba céu hdi quan trong: Ha tdng mang clia ban dé sén
sang hoat déng véi IPvé; dich vu cung céip ra bén ngodi, nhu Website hay Email Server, cé hd tra IPvé var lam sao
moi ngudsi biét Website clia ban dé& s&n saing véi IPv6? Chuong ndly sé huéng dén ban ting buéce 3 ndi dung chinh
nhusau:

Kiém tra ha tang mang sén sang véi IPvé

DPé dam bao ha téng mang sén sang hoat ddng véi IPvé, cain kiém tra két ndi IPvé tu cac thiét bi
déu cudi nhu may tinh hodc dién thoai. Cac cong cu kiém tra IPvé truc tuy&n nhu test-ipvé.com
v ipvé-test.com sé gilp xac dinh kha naéng két néiIPvé clia thiét bi dé sé&n sang.

Kiém tra dich vu cung cdip ra bén ngodi da hoat déng véi IPvé
Can st dung cdc céng cu dé kiém tra, bao dam chéc chén cac may chi dich vu do doanh
nghiép, co quan, t6 chic cung céip ra bén ngodi d& hé trs vérhoat déng t6t vai IPvé.

Huéng dén génlogo "IPvé Ready" cho Website

Logo "IPvé Ready" I& chiing nhén cho thdy Website clia ban hé tro IPvé mét cach day aa. Viéc
gdn Logo nay khéng chi t&ng uy tin cho Website ma con thé hién su sén saing va dong gép cho
tuong lai clia Internet. Chuong ndly s& huéng dén ban cdc busc dé dat dugc chiing nhén v tich
hop Logo 1én Website. Thdng qua Logo, ngudi dung cé thé tu kiém tra Website clia ban dé sén
sang vaiIPvé hay chua.

10.2 TONG QUAN VE UNG DUNG I-SPEED BY VNNIC

DE kiém tra v danh gid chdt lugng k&t ndi clia hé théng ban can dén mot céng cu chuyén dung va hiéu qua.
Hién nay cé khd nhidu céng cu hiiu ich nhung tai Vit Nam, cé mét cong cu da tinh nd&ing vér mién philéi-SPEED —
ung dung do t&c dd mang do Trung tam Internet Viét Nam (VNNIC) phat trién, truc thudc Bé Khoa hoc var Céng
nghé.i-SPEED khong chi gip ban do téc dé t&i xudng, t&ilén, hay dé tré& (Ping, Jitter), ma con kiém tra xem mang
clia ban cé dang sén sang hoat déng IPvé hay khéng. Diéu tuyét véi lai-SPEED hodain toain mién phi, khéng tén
duliéu khi ban do kiém théng qua mang 4G/5G tai Viét Nam va cho két quai rét trung thuc, khach quan.

CHU PONG PO, KIEM TRA TOC PO TRUY CAP INTERNET VO i-SPEED

https://speedtest.vn; https://i-speed.vn

Cho phép quyén truy cap vi tri dé tim hiéu
do gan, t6i uu nhét
Bat tinh néing do tu déong

Lua chon diém do & nhén “Thuc hién do” Nén do nhiéu 1an
véi cdc diém do khach nhau & nhiéu thsi diém khac nhau dé
danh gia khach quan nhét

(v ON s Rl v]

Ung dung hién thi két qua do, gém:

- Cdc théng s6 vé téc dd truy cdp Internet:
Download (t6c dé tai xudng), Upload (tdc do
tdi 1én), Ping, Jitter (d6 tré)

- Loai k&t ndi (Wifi/3G/4G/5G)

- Giao thtic két néi Internet (IPv4/IPv6)

- Vi tri thuc hién do

- Nha& cung cdip dich vu

Panh gia va theo dai lich sir do

Q Thk kK Vo)

Xem k&t qua do (t6c Ch'o v Edér! _d‘?”h 9'? Thudng xuyén theo Lua chon gdi cudc,
&6 Download, Upload, » mue do hai long vé dbi lich strdo véi tinh diém truy cap Internet

t6c dé truy cép nang do tu déng pht hop véi nhu céu
Internet so v&i nhu strdung (néu can).
cdu sirdung.

Ping va Jitter).

Hinh 164. Gidi thiéu vé i-Speed by VNNIC
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Ban cé thé tai i-SPEED trén Google Play (cho Android) hodic App Store (cho iOS) bdng cdch tim “i-SPEED by
VNNIC". N&u khéng mudn cdi ing dung, ban cling cé thé truy cap truc tip qua web tai speedtestvn dé do ngay
trén trinh duyét. Chi véi vai thao téc don gidin, i-SPEED sé& cho ban cdi nhin rd rang vé hiéu sudt mang IPvé, t dé
gitp ban tu tin hon khi kiém tra ha tdng mang hay dich vu cta minh. Trong céc phdn tiép theo, ching toi sé
huéng dén ban cach dung i-SPEED cung cdc cdng cu khdc dé kiém tra ting khia canh ctia hé théng IPvé — tirha
tang ndibd dén dich vu bén ngodi.

10.3 KIEM TRA, DANH GIA HA TANG MANG
DA SAN SANG VOI IPvé

Budc ddu tién sau khi trién khai IPv6 lar kiém tra xem ha tdng mang dé sén sang hoat déng véi IPvé hay chua.
Chung ta co thé dung cdc trang web tryuc tuyén hodc ung dung i-Speed dé thuc hién viéc ndy. Sau day & cde
cdch dékiémtra.

10.3.1 Su dung trang: speedtest.vn

Khi truy cép véio dia chi https://speedtestvn/ ban sé thdy clia s& bén dudi. Du chua bé&t déu do nhung néu hé
théng mang cltia ban dd s&n sang véi IPvé thi trang web sé hién thi dia chi IPvé. Ban nhéip véio thuc hién do dé do
kiém t6c doé Internet hé thdng mang clia co quan hay t8c dé Internet ctia nhd ban. Ban cé dé chon diém do khac
néumudn.

L

Ld =] h:'.l'.l'iZ."’;"ﬁi]‘?i.‘d!Ef-l.\.‘H

INTERNET 3
SPE-EDQE HE THONG DO TGC BO TRUY CAP INTERN

s NI BO KHOA HOC VA CONG NGHE Hb trd va thilidu  Cai @it vi
2 i e TRUNG TAM INTERNET VIET NAM

; VNNIC

Chi djit ngay Ung dung i-Speed by VNNIC && trdi £ D G 11
nghiém tét hdn. Thué bao di déng dudc mién cudc data L8 App Store P> Goox

khi sif dyng i-Speed.

Hinh 165. Kiém tra trén mdy tinh, truong hop mang hé tro IPv6
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N&u hé théng mang khéng héd tro IPvé thi khi truy céip dia chi trén ban chi thdy dia chi IPv4. Dusi day & két qua

clamang (hodc thiét bi) chihd tro IPv4, k&t qud kiém tra trén dién thoai di ddng.

% speedtest.vn

INTERNET A
SPEE f?«

BO KHOA HOC VA CONG NGHE
TRUNG TAM INTERNET VIET NAM

THUC HIEN DO

Cai dat ngay Ung dung i-Speed by VNNIC dé trai
nghiém t6t hon. Thué bao di déng dudgc mién cudc
data khi sif dung i-Speed.

Hinh 166. Kiém tra trén dién thoai, trudng hop mang khéng hé tro IPv6

10.3.2 Su dung ung dung i-Speed by VNNIC

Trusng hop ndy ban sé st dung cdng cu khac ctia VNNIC Ia ung dung i-Speed, giao dién st dung cé khdc mét
chut so véi trang speedtest.vn nhung cdch thic kiém tra cling réit don gidin var thudin tién.

Sau khi m& ung dung, ban sé& thdy 2 biéu tugng IPv4 var IPvé. Néu bidu tugng ndio sang 1én thi hé thdng mang
hién taitai dé cé hd tro IPv4 va IPv6, néu bi ma co nghia ngusc lai.
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samsung SM-A325F Andraoid 13

[ =

—
-

WiFi
“WNNIC WLAN"

Ba Ndng

Dbai Viét So

THUC HIEN DO

Hinh 167. Cdch kiém tra hé trg IPv6 bdng tng dung i-Speeed.

Dé chdc chén hé thdng mang cé hé trg, ban cé thuc hién thém mét déng tac nia I nhéip véio bidu tusng IPvé va
sé& thdy xudit hién théng tin dia chi trén giao dién ctia Ung dung. Sau do ban nhdip vao thuc hién do var kiém tra
cdac thong sé lién quan dén tdc dé va chdt lugng k&t ndi Internet tur dién thoai cla ban. Ban cling ¢é thé chon
cac diém do khac nhau dé danh gid.

10.3.3 Su dung trang: test-ipvé.com

DPay la trang web clia nudc ngodi hé tro kiém tra k&t ndi ctia ban téi trang web ndy d& hoat déng tét véi IPvé hay
chua. Néu ban sir dung Dual Stack thi trang web cho biét cd thdng tin dia chi IPv4 v IPvé ma mang dang st
dung dé két néi Internet. Trang web nay chi kiém tra k&t n&i clia ban d& hoat déng véi IPvé hay chua chi khéng
thé thuc hién do kiém téc dé nhutrang speedtest.vn.

< X (@ [l %= test-ipvEcom

Test IPv6 | FAQ  Mirrors

Test your IPv6 connectivity.

ry | Tests Run | Share Results / Contact  Other IPv6 Sites
Your IPv4 address on the public Internet appears to be 203.119.64 27
Your IPvE address on the public Internet appears to be 2001:de8:9000: 14:deab:516e:6652:9725

Your Internet Service Provider (ISP) appears to be VNNIC-AS-VN Vietnam Internet network information center VNNIC

eeee

Since you have |Pv6, we are including a tab that shows how well you can reach other IPv6 sites. fmare info]

Your DNS server (possibly run by your ISP) appears to have IPvE Internet access.

Your readiness score
1 O/ 1 O for your IPvE stability and readiness, when publishers are forced to go IPvE only

Hinh 168. Cdch kiém tra hé tro IPv6 tai test-ipv6.com
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10.3.4 Su dung trang: ipvé-test.com

DPay cling la trang web clia nuéc ngodi hd tro kiém tra IPvé cho k&t néi Internet clia ban téi trang web nay, két
qud cling tudng tunhu trang test-ipvé.com.

C @ % ipv6-testcom b2 & C

TDV6 test General Speed Ping Website Stats API

IPv4 connectivity e Score

e —

Address 3[15.-4.23
=

Hostname | None | Browser
ISP Vinic ER Default m
Fallback [ No |

IPv6 connectivity

e

Q

Address 2001:d [ 1d1:8¢5:4311:1866 e |
Type LB DNS6 + IP4
SLAAC (o LUNCRS R Unceachabie |

Hinh 169. Cdch kiém tra hé trg IPV6 tai ipv6-test.com

10.4 KIEM TRA DICH VU CUNG CAP RA BEN NGOAI
HOAT BONG VOI IPv6

Sau khi khai bdo cho cdc mdy chi dich vu clia ban hoat déng véi IPvé, ban cén thuc hién kiém tra va danh gid
hoat déng. Dudi ddy & husng d&n mét s6 cach dé gitp ban kiém tra.

10.4.1 Kiém tra bang trang ipvé-test.com

Trang ndy hd tro rét t6t trong viéc kiém tra mdy chi web dé& s&n saing vér hoat déng tét véi IPvé. Trang web ndy
khoéng cho ban nhép dia chi URL clia trang web md ban sirdung lién két theo cdu trdc sau:

https://ipvé-test.com/validate.php?url=Tén_Trang_Web

Ban cén dién tén URL cua trang cén kiém tra vaio phdn cudi clia cdu trac trén. Gid st ban can kiém tra trang
web cé dia chi vnnicvn dé s&n saing hoat déng véi IPvé thi ban dung lién két:
https://ipv6-test.com/validate.php?url=vnnicvn.

K&t qud s& nhu hinh sau:
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[J % ipv6-test.com/validate.php?url=vnnic.vn

]!}V6 test General Speed Ping Website Stats API

IPv6 validation for http://vnnic.vn

Tested on Wed, 02 Apr 2025 07:00:19 GMT

AAAA DNS record v 2001:@000:0:93

IPv6 web server "  cannot identify web server

IPv6 DNS server « dnsil.vnnic.vn,dns3.vnnic.vn,dns2.vnnic.vn

Hinh 170. Kiém tra mdy chi web hé tro IPV6 tai ipv6-test.com

Cac théng tinkiém tra gém mdy chi dé co ban ghi AAAA khai bdo trén cac DNS Server hay chua, dia chilPvé cla
mdy chu nay la gi va cdc DNS Server dé hoat dong véi IPvé hay chua.

10.4.2 Kiém tra bang trang: ready.chairé.net

Trang web ndy cling c6 tac dung nhu trang web trén, cho phép kiém tra mdy cht web ctia ban dé s&n saing hoat
ddng véi IPv6, nhung diém khac biét 1a trang nay cho phép ban nhép truc tiép dia chi URL cén kiém tra thay vi
nhdp vao mét lién két. Giao dién chinh clia trang ndly nhu hinh sau, ban nhép dia chi URL vé nhdp Run tests.

N % readychairb.net

Is your site IPv6 ready?

Enter a web address, URL, or domain:

vnnic.vn

Run tests!

IPv6 Resources: Wikipedia ARIN World IPv8 Day Test Your |IPv6 Connectivity.
IPv6 Sites: Google Facebook T-Mobile Comcast

Hinh 171. Giao dién cuda trang ready.chair6.net
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N&i dung kiém tra nhu hinh dudi, khd nhiéu théng tin nhung ban chi can chi y 2 théng tin chinh I AAAA Record va
IPvé Connectivity & trang thdi PASS thi co nghia mdy chi web clia ban dé& sé&n sang hoat déng véi IPvé.

o

%  https://ready.chair6.net/?url=vnnic.vn

Is your site IPv6 ready?

Test results for: http://vnnic.vn

Test Result Detail

DNS (IPv6 NS)  PASS Hostname vnnic.vn does have |Pv6-addressed
nameservers defined.

DNS (IPv6 TLD  PASS Hostname top-level domain (vn.) does have IPv6-

NS) addressed nameservers defined.

DNS (IPv4 A PASS Hostname vnnic.vn does have an |Pv4 A record

Record) (203.119.8.93).

DNS (IPv6 Hostname vnnic.vn does have an |Pv6 AAAA record
AAAA Record) (200 @:93).

DNS (Glue) PASS |Pv6-accessible nameservers at top-level domain
(2001:500:14:6115:ad::1, 2001:678:4::12,
2001:dc8:1000:2::105, 2001:dc8:1:2::105,
2001:dc8:6000::105, 2001:dc8:8000:2::105,
2001:dcB:c000:7::105, 2001:dc8:d000:2::105) do
provide glue pointing to v6-accessible nameservers for
vnnic.vn (2001:dc8:1:2::80, 2001:dc8:c001:2::80).

1Pv4 PASS Successfully connected to vanic.vn on port 80 over
Connectivity 1Pv4.

IPv6 PASS Successfully connected to vnnic.vn on port 80 over
Connectivity IPv6.

IPv4 Literals. WARN Could not establish connection to URL http://vnnic.vn.

|Run a new test...

Hinh 172. Két qud kiém tra tir trang ready.chair6.net

10.4.3 Kiém tra bang may tinh IPvé Only

&cach ndy chuing ta sé strdung mét may tinh khai bdo chi mét minh giao thuc IPv6 (t mét mang dé sén sang véi
IPv6) dé kiém tra cdc mdy chii cung céip dich vu méa ban can kiém tra. Véi cach nay ban co thé kiém tra téit cé cac
loai dich vy, khéng chi dich vu web nhu cdich & trén, nén cach nay sé kiém tra triét dé var chdic chén hon. Dusi day
I& minh hoa strdung may tinh Windows dé kiém tra.
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& Control Panel » Al Control Panel ltems » Network and Sharing Center
View your basic network information and set up connections
View your active networks

rird 2 + Access type: Internet

Connections: SESUEISREE

General
Connection % Ethernet Properties »
IPv4 Connectivity:
Networking
IPvE Connectivity:
Media State: Connect using:
Duration: :j“ Intel(R) Ethemet Connection (16) 1288
Speed: ]
Details... - _Q.vf:gure |
This connection uses the following fems
¥ "BH00S Packet Scheduer
Activity i ?Bﬂdge Driver
IR intemet Protocol Version 4 (TCP/IPvd)
g l [1 s Microsoft Network Adapter Multiplexor Protocol
¥ 3 Microsoft LLOP Protocol Driver
- - | ¥y intemet Protocol Viersion 6 (TCP/IPvE)
e 2 Fat ™ s Link-Layer Topology Discovery Responder
[SpPropciies] % Dscble install.
o Descaption

Transmission Control Protocol/Intemet Protocol. The default
g wide area network protocol that provid, ation

Hinh 173. Khai bdo IPv6 Only cho mdy tinh thyc hién kiém tra

Sau khi khai bdo chi sirdung giao thuc IPvé, ban sé& thuc hién kiém tra dich vu clia cde mdy chi ban cén kiém tra
dé ddnh gid dich vu d& hoat déng t&t véi IPvé.

T Cawindows\system3Ziemd.e

Ping

App cima;
inimum =

E’“? TRUNG T@M DICHVU HANH CHINH CONG TRUC TUYEN
& TINH KHANH HOA
Q Hanh chinh phuc vu

Hay truy cap hanhchinhcong.khanhhoa.gov.vn N&p hd so dién tir - Th,

Hinh 174. Kiém tra mdy chd dich vu tir mdy tinh IPv6 Only
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10.5 HUONG DAN GAN LOGO "IPvé READY"
CHO WEBSITE

Sau khi xéc nhéin may chi web clia ban dé hd trg IPvé, viéc gdn logo "IPvé Ready" [én Website & mot buse quan
trong dé chung minh diéu ndy véi cdng déng. Cé nhiéu phuong phdp dé thuc hién, nhung dusi day 1& céch don
gi&n, nhanh chéng vér hiéu qud, déng thai cho phép ngudi dung kiém tra v xac nhéin Website clia ban d& hoat
dong vai IPvé.

Dé thuc hién, ban vén sirdung trang ipvé-test.com, cdng cu dung dé kiém tra mdy chd dich vu nhu dé trinh bay &
trén. Vi du, ngudi quan tri vién clia trang “Céng théng tin dién tirtinh Khanh Hoa” mudn gdn logo IPvé thi ngudi do
cén dung lién két https://ipvé-test.com/validate.php?url=khanhhoa.govvn dé kiém tra muc dé sén sang cua
may chu.

ipvé test  Geoersl  Speed P Website

IPv6 validation for http://khanhhoa.gov.vn

Tested on Wed, 23 Aug 2023 07:50:30 GMT n""' ratulations, this website is IPv6 ready |
AARADNS 2-|Dm:4023223 You can help raise awareness and show your commitment to IPvé deployment to
record

your users, by adding an IPyE-test validator button to your site

PvEweb " Microsoftls/10.0

BEL -

server & =
# () IPv6
ot
IPVEDNS '  d.dns-servers.am,Ldns-servers.vn b dns-servers.vn,g.dns
Server fervers.vn,dns-serversam,a.dns-servers.vn, h.dns. @ IPVE

— <t PVt

servers.vn,e.dns-serversvn

{paste this code imto your website source to add the button,

Hinh 175. Kiém tra mdy chd dich vy khanhhoa.gov.vn

Trong két qud kiém tra, ban sé thdly mét doan méd Script & phia bén phdi man hinh. Poan mé ndy cho phép ban
thém logo "IPvé Ready" 1én Website. Ban cé thé chon mét trong ba méu logo, sao chép doan Script tuong ung,
réi ddn vaio cdce trang trén Website dé hién thilogo. Vitri datlogo trén Website tuy thudc vaio y mudn cia ban.

< Bia chi: Nha A1, Khu Lién co s6 1 Trdn Pho, Thanh phnfn Nha Trang

do

lai théng tin tir @ 1IPV6

Hinh 176. Logo IPv6 Ready do ipv6-test.com cung cdp

K&t qud la Website clia ban sé hién thilogo "IPvé Ready” do ipvé-test.com cung cép. NEu ngudi dung mudn kiém
traxem Website ctia ban dé sén sang véi IPvé hay chua thi ho chi cén nhép vaio logo dé. Thao téc nay sé déan ho
dén trang https://ipvé-test.com/validate.php?url=khanhhoa.govvn, noi hién thi théng tin xac nhédn may cha
web cliaban dé hé trg IPvé nhu dé dé cap.

DPay l& mét phucng phdp don gidn nhung rét hiéu qud. Ngudi dung cé thé dé dang kiém tra Website ctia ban,
qua ddnéng caouy tinva dé tin cdy cho trang web.
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CHUGONG 10: HUONG DAN KIEM TRA VA BANH GIA KET QUA TRIEN KHAI IPv6 & IPv6 ONLY

10.6 TONG KET CHUONG 10

Chuong 10 d& cung cdp cdi nhin toan dién vé quy trinh kiém tra v& danh gid sau khi trién khai IPvé hodic chuyén
d&i sang mé hinh IPvé Only. Bay la bude quan trong dé dam bdo hé thdng mang hoat déng 8n dinh, ddp ung
cdc tiéu chudnky thuat vér sén saing cung céip dich vu ra bén ngodii.

Cdcndi dung trong tdm clia chuong bao gém:

. Kiém tra ha téng mang ndi bé: SUrdung cdc cdng cu nhutest-ipvé.com, ipvé-test.com, speedtest.vn va dng
dung i-SPEED by VNNIC dé& xdc dinh kha ndng k&t ndi v hiéu sudt mang IPvé tur thiét bi ddu cudi. Viéc nay
giup xac nhan ha tang dé sén sang véi IPvé.

. DPanh gia dich vu cung céip ra bén ngoai: Husng dén cach kiém tra cde may cha dich vu (Web, Email...) &
hoat déng t&t véi IPvé chua, thong qua cac cdng cu nhu ipvé-test.com, ready.chairé.net, hodc thuc hién
kiém tra truc ti€p b&ng mdy tinh c&u hinh IPvé Only.

. Gdnlogo "IPvé Ready": Gidi thiéu cdch hién thi chiing nhan "IPvé Ready" 1én Website, khéng chi gitip néng
cao uy tin ma con tao diéu kién dé ngusi dung xac minh tinh s&n saing véi IPvé mét cach truc quan.

Chuong ndry nhdn manh vai trd ctia viéc do kiém nhu mét phdan khdéng thé thigu trong todin bé qud trinh trién khai
IPv6, gilip ngudi quan tri hé théng kip thai phat hién va xirly cac vén dé, dong thai nding cao dé tin cdly clia dich
vy trén méi trusng Internet mai. Qua do, chuong cling khuyé&n khich cac té chuc Uung dung va phé bién IPvé rong
r&ihon trong thuc tién.

10.7 CAU HOI ON TAP CHUONG 10

Kiém tra va danh gida két qua trién khai IPvé la gi?

Sau khi trién khai IPv6 ho&c chuyén déi sang mé hinh IPvé Only, kiém tra va danh gid la budc quan
trong dé& dam bdo hé thdng mang hoat déng dung nhu mong dai va ddp ung cdc yéu cau k¥ thudt.
Qua trinh nary bao gém kiém tra khd naing k&t ndi, do lusng hiéu sudt mang IPvé v phat hién cac
véin dé tiém dn, gip xac dinh ha tdng mang cé hé trg IPv6 hodin chinh hay khéng va ddnh gid su'sén
saing clia cac dich vu cung cdip rabén ngodi.

Nhuing néi dung chinh can kiém tra va danh gia sau khi trién khai IPvé la gi?
Cac néi dung chinh can kiém tra va déanh gid bao gém:
. Kiém tra hatdng mang néibd dd sén sang hoat ddng véi IPvé.

. Kiém tra cac dich vu cung cdip ra bén ngodi (nhu Website, Email Server) dé& hé tro va hoat
doéng &t véi IPvé.

. Huéng ddn cach gdnlogo "IPvé Ready” cho Website dé théng bdio vé su sén saing véi IPvé.

Lam thé ndo dé kiém tra ha tdng mang néi bé dé sé@n sang véi IPvé?
Cothé strdung cac cong cu truc tuy&n hodc ung dung dé kiém tra ha tdng mang ndibo:

. Su dung trang web: Truy cdp cdc trang nhu speedtest.vn, test-ipvé.com, hodic ipvé-test.com.
Cdc trang ndly sé hién thi dia chiIP (IPv4 hodic IPvé) ma mang clia ban dang st dung dé k&t ndi
Internet, ho&c bdo cdo muic dd hd trg IPvé.

. Strdung ung dung i-SPEED by VNNIC: Ung dung nay khdng chi do t&c dé mang ma con kiém
trakhan&ng hd tra IPvé clia két néi hién tai. Biéu tuong IPvé sé& sang lén néumang co hd tro.
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Cdng cu ndo gitp kiém tra dich vu cung cdp ra bén ngodi dé hoat déng véi IPv6?
Dé kiém tra cdc may cha dich vu (Web, Email...) d& hé tro IPvé, cé thé st dung cdc céng cu sau:

. Trang ipvé-test.com: SUr dung lién két cdu truc https:/ /ipvé-
test.com/validate.php?url=Tén_Trang_Web dé kiém tra mday chd web, bao gém kiém tra ban
ghi AAAA, dia chi IPvé cia mdy chud va su hoat déng cua DNS Server v&i IPv6.

. Trang ready.chairé.net: Cho phép nhap truc tiép dia chi URL dé kiém tra su s&n sang cua
mady chu web véi IPv6, chu trong cdic thdng tin nhu AAAA Record va IPvé Connectivity.

. Kiém tra b&ng may tinh IPvé Only: C&u hinh mét mdy tinh chi sir dung giao thuc IPvé dé
kiém tra triét dé tdt cd cdce loai dich vu ma khéng chi gisi han & dich vu web.

Ung dung i-SPEED by VNNIC la gi va cé tdc dung gi trong viéc kiém tra IPvé?

i-SPEED lar ing dung do t&c dé mang do Trung tdm Internet Viét Nam (VNNIC) phdt trién. Ngodi chic
n&ng do téc dod tai xudng, téilén var dd tré, i-SPEED con tich hop tinh n&ing kiém tra xem mang hién
tai cd hd tre hoat dong véi IPv6 hay khang. Ung dung ndly mién phi vé cho két qud khdch quan, co
thé& tdi vé trén thiét bi di déng hodc truy cap truc ti€p qua trang web speedtest.vn.

Gan Logo "IPvé Ready" cho Website cé y nghia gi?

Gén logo "IPvé Ready" cho Website I& cdich chiing nhéin réing Website dé& hd tro IPvé mét cach ddy
du. Viéc nay khéng chi giup t&ng uy tin cho Website ma con thé hién su s&n saing va déng gop vao
su phat trién cuia Internet tuong lai. Logo ndly cling gitp ngusi dung dé dang xac minh Website cé
hé tro IPvé hay khéng chib&ng céch nhép vaio né.

Lam thé ndo dé gdn Logo "IPvé Ready" cho Website?

Cach don gian var hiéu qua dé gén logo "IPvé Ready" 1&1 str dung trang ipvé-test.com. Sau khi kiém
tra sus&n saing clia Website véi IPv6 béing cédng cu ndly, trang web sé& cung céip mét doan mé Script.
Ngusi quan tri vién chi cén sao chép doan mé tucsng ung véi méu logo mong mudn vér dén vaio céc
trang trén Website. Khi ngusi dung nhdp véio logo, ho sé ducc dén dén trang xdc nhén trén ipvé-
test.com.

Tai sao viéc do kiém sau khi trién khai IPvé lai quan trong?

Viéc do ki@m sau khi trién khai IPvé 11 vé cung quan trong vind gidp:

. Pam b&o hé thdng mang hoat déng 8n dinh va ddp Ung cdc tiéu chudn ky thudt.

. Xac dinh chinh x&c ha tdng mang dé sén saing hoat déng véi IPvé hodin chinh hay chua.

. Ddanh gid tinh sén saing vé hoat déng t6t clia cée dich vu cung cdip ra bén ngodi trén nén tang
IPvé6.

. Kip thai phat hién va xirly cac véin dé phat sinh trong qud trinh trién khai, tu dé néng cao dé tin
cdy clia dich vu trén moi trusng Internet maéi.
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1. CAC RFC PHO BIEN VE IPvé

Duéi day l&r danh séch céc RFC quan trong nhét lién quan dén IPvé, giip ban dé déing tra clu vér hiéu ré hon vé
cdu truc, giao thuc, cdng nghé chuyén déi v cac dich vu mang clia giao thuc IPvé. Chi tiét danh sach cdec RFC
vé IPvé duoc liét ké tai trang web: https://www.system.de/ipvé-rfc/.

N&m o Cap nhat/

Tén RFC Danh muc

phat hanh thay thé cho

Internet Protocol,

PO Binh nghia cdu tric goi IPvé, v
) Céu trdc : Thay thé
RFC 8200 VerS|o_n 6 (IPvé) 2017 dia chi C,dc t[uéng trc?ng peoder va RFCy2460
Specification tinh néing co ban cta IPvé.
IP Version 6 U Mb td cdu truc dia chi IPvé, N L
RFC 4291 Addressing 2006 C(;’ig tcr;‘ic bao gém unicast, multicast, C%F;ghS??ESO|
Architecture : anycast va dinh dang 128 bit.
Unique Local IPvé Céiu tric Binh nghia dia chi ULA danh
1qu \ A A N . N
RFC 4193 . 2005 . R cho mang néi bd, khédng dinh Khéng
Unicast Addresses dia chi tuyéntrén Intermet.
IPv6 Scoped Céu trie M6 td kién trac dia chi cé
Vi S . .
X ) ham vi (link-local, site-local Kh
RFC 4007 Address Architecture 2005 dia chi frohg IPv(é. ) ©ng
. ) Binh  nghia gico thuc
REC 4861 Ne;%??;;?;gﬁv:ry 2007 Gicothic  Neighbor Discovery, hd o Thay thé
(IPvé) ho trg phat hién dia chi, cdu hinh tu RFC 2461
dong vaquanly mang.
IPv6 Stateless oo thic Din{h nghjc co ch%’ SLAéC C‘hO B
RFC 4862 Address 2007 BN A A S A A
Autoconfiguration C gﬁccphl IPv6 ma khéng can 6

Basic Transition Congnghe Mo t& cde co ché chuyén déi Thay thé

RFC 4213 Mechanisms for IPvé 2005 chuyén déi nhu Dual Stack va Tunneling RFC 2893
Hosts and Routers (6in4) tU IPv4 sang IPvé.
Connection of IPvé6 Coéng nghé Mo td k§ thudit 6tos4 cho phép
RFC 3056  Domains via IPv4 2001 chuyénddi k&t ndi mang IPv6 thong qua Khéng
Clouds haténgIPv4.
Stateful NAT6L: Binh nghia NAT64 dé chuyén

RFC 6146 Network Addressand 20T %ﬁﬂfézggg %Oi:u client IPvé sang Sever - Knong
Protocol Translation V4, giup gido tiep gitia hai

mang.
DNS64: DNS M6 t&d DNSé4, cho phép
Extensions for Céngnghe  NAT64 hoat dong béing cdch 5
o < -GG Kh
RFCOI47 Network Address 20T chuyénd8i  tao ban ghi AMAA t béan ghi °ne
Translation A, hé tro anh xa dia chi.
Sich Husng dén trién khai IPv6
Application Aspects ich vy trong cdc ung dung (web A
RFC 4038 By 2005 . - i Khon
of IPvé Transition mang email..) nhdm dém bdo tinh o
tuong thich véi IPvA4.
Privacy Extensions Dich vu Bé xudit co \C,hé, qu dio Chj
RFC 4941 for Stateless Address 2007 : ; lPV6»tththo' nhorp bdo v‘e_ Khéng
mang quyén riéng tu cua ngudi

Autoconfiguration N e
dung khistrdung SLAAC.

IPv6 TOAN TAP | LAM CHU GIAO THUC INTERNET THE HE MO 205



P PHAN 2 - THUC HANH

Tén RFC Tiéu dé Danh muc Selpiteiy/

phat hanh thay thé cho

Binh nghia ICMPV6, giao thuc
Dich vu quan ly v& béo 16i trong IPvé, Thay thé
mang giup xU ly cée théng bdo 16i | RFC 2463
varkiém tra két ndi.

Internet Control
RFC 4443 Message Protocol 2006
(ICMPvé) for IPv6

Multicast Listener M6 t& giao thuc MLDv2, ho tro

) - Dich vy quan ly nhém multicast trong Thay thé
RFC 3810  Discovery Version 2 2004 : ’ LAl 2 .
(MLDv2) for IPvé mang ggé, thay thé phién bdn trusc RFC 2710

Bdng 16. Danh sdch nhimg RFC phé bién nhdt lién quan dén IPv6
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